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 A B S T R A C T

This study focuses on the problem of distributed online Nash equilibrium seeking for aggregative games 
under time-varying constraints and differentially private. The players’ constraint sets are assumed to be non-
uniform and time-varying, while their cost functions are deemed to contain sensitive information requiring 
protection. To characterize the evolution of the time-varying constraints, we employ the one-way Hausdorff 
distance ensuring that the players’ decisions always stay at the constraints at each time step. For privacy 
preservation, we mask the players’ gradients with independent Gaussian noise before information exchange 
among neighbors. By integrating a projected gradient descent approach with a consensus tracking protocol, we 
develop a distributed online privacy-preserving algorithm that accommodates both time-varying constraints 
and time-varying communication topologies. We rigorously prove that the proposed algorithm guarantees 
(𝜖𝑡, 𝛿𝑡)-differential privacy. Furthermore, we establish a sub-linear dynamic regret, revealing a fundamental 
tradeoff between the convergence rate of regret and the level of privacy protection. Finally, through 
numerical simulations implemented on a Cournot game, the theoretical analysis is verified, and the algorithm’s 
effectiveness is demonstrated.
1. Introduction

Aggregative game [1,2] is a class of noncooperative game [3,4], 
where the cost function of each player hinges on both their individual 
action and an aggregated term that encompasses the actions of all 
(e.g., total sum). The main purpose of the game is to find the Nash 
equilibrium, where no player is able to reduce their cost through uni-
lateral deviation from their own strategy. There exist several practical 
situations involving aggregative game, such as Cournot competition in 
economics [5], smart grids [6], and resource allocation [7].

In dynamic environments where players’ cost functions vary over 
time, the resulting game is termed an online game. A critical perfor-
mance measure for online algorithms is the regret, which quantifies 
the cumulative deviation from the optimal sequence of decisions. For 
an algorithm to be considered feasible, it must ensure that the regret 
exhibits a sublinear upper bound, thereby guaranteeing its asymptotic 
convergence to an optimal solution. The study of online aggregative 
game has received increasing attention due to the common applications 
in reality, such as, in a dynamic smart grid environment, the costs 
and operational constraints of energy supply fluctuate in real time 
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due to the uncertainty of renewable energy generation [8,9]. Some 
distributed algorithms were proposed to deal with distributed online 
aggregative game problems with static constraints, e.g., the mirror 
ascent algorithm [10] and a distributed forward–backward splitting 
algorithm [11]. A distributed online gradient descent algorithm with 
primal–dual and push-sum method was proposed in [12], where the 
constraint of players was static and the coupled nonlinear inequality 
constraint was time-varying. This paper considers time-varying local 
constraints in a relatively smooth manner, i.e., a slow-variation pattern, 
which are commonly encountered in practice. For example, individual 
technical improvements and management adjustments can make the 
players’ local constraint sets be time-varying, and national overall 
regulation and anti-monopoly laws prevents the constraint set from 
changing drastically over time. Hence, this paper primarily considers 
time-varying constraint sets in a slow-varying mode. When considering 
time-varying constraints, it is unavoidable to analyze scenarios of con-
straint violation, where the actions of players may lack the practical 
significance.

In the aggregative game problem, the real aggregative term is not 
known by each player, and the estimated aggregative variables can 
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be shared with their neighbors in communication network at each 
time [13], where there exists the risk that the sensitive information 
may be disclosed to the adversaries. Therefore, privacy protection is 
vary necessary for aggregative games. Some measures were proposed 
to protect privacy, e.g., homomorphic encryption [6], 𝑘-anonymity, 
generalization-based approaches [14], noise perturbation [9] and other 
methods [15,16], where the uncertain noises and parameters restricted 
the utilizations of algorithms. Note that differential privacy has strongly 
arbitrary post-processing for privacy protection and auxiliary infor-
mation [17]. And there were some offline distributed algorithms for 
aggregative game with differential privacy, e.g., [18–21], where sen-
sitive information of players is protected during communication with 
other players. In the online setting, players’ information is updated in 
real-time, and information leakage may occur at each iteration during 
interactions with other players, so real-time privacy protection for 
information is essential. A specially designed noise is used to protect 
the transmitted information in online game algorithm [9]. Differential 
privacy is considered in online learning [22], but there is a lack of lit-
erature analyzing the protection of differential privacy for online game 
problems. In contrast to offline games, where the sensitive information 
in the function does not change over time (see [21]), the information 
that needs protection in online games changes in real-time. This brings 
challenges to the algorithm in whether it can effectively protect the 
changing information in every iteration. For example, the cost function 
in a player’s objective function may change with time, and this part of 
information can reflect processes like internal corporate restructuring, 
thus requiring real-time protection.

Based on the above observation, we design a differentially pri-
vate distributed online aggregative game algorithm with dynamic con-
straints, which mainly adopts projected gradient descent and a tracking 
method. In order to describe the variation of constraint sets over time, 
the definition of one-way Hausdorff distance is introduced, which is 
used to describe a slow-variation pattern. Gaussian noises is utilized to 
perturb the sensitive information of the cost functions in the algorithm. 
Based on the sensitive information needed to protected, the variances of 
noises can be accurately counted at each time. Some main contributions 
are given as follows.

(1) Compared to [9,12], where only time-varying functions and 
network topologies are considered, this paper extends the scope to 
a more general online setting, introducing the novel dimension of 
time-varying local constraint sets for each player and time-varying 
parameters 𝜖𝑡 and 𝛿𝑡 for online privacy protection. The time-varying 
constraints of each player are non-uniform and all actions of players 
are confined in the their corresponding constraint sets over time by 
the projected operation, where the upper bound of constraint viola-
tions does not need to be analyzed. And the rigorous constraint can 
make all actions have practical meaning at each time. The one-way 
Hausdorff distance is given to characterize the unidirectional motion of 
time-varying constraint sets, which makes the designed algorithm suit 
for multiple variation scenarios of constraint sets, such as expansion, 
contraction, remaining stability or slow movement permitting finite 
large-magnitude variation.

(2) Motivated by [21], where (𝜖, 𝛿)-differential privacy protects sen-
sitive information in the offline algorithm, we design a online privacy 
protection algorithm, where time-varying private information can be 
protected in the sense of (𝜖𝑡, 𝛿𝑡)-differential privacy at each time t. 
Gaussian noise with time-varying variance is directly added to the 
gradient of player at each time, which can protect the time-varying cost 
functions. It is also proved that the upper bound of all time-varying 
variances only affects the convergence rate of regret and not change 
the sublinearity of regret.

This article unfolds according to the following structure. Some 
foundations and relevant problem setups are introduced in Section 2, 
including the definition of online aggregative game, differential privacy 
and graph theory. Section 3 mainly analyzes privacy protection and the 
regret of the algorithm. Section 4 presents the numerical experiments 
based on the Nash–Cournot game. The conclusion of this paper is given 
in Section 5.
2 
Notations. Throughout this paper, the 𝑛 dimensional vector space is 
denoted as R𝑛. For an integer 𝑇 ≥ 0, define [𝑇 ] = {0, 1,… , 𝑇 } as a set. 
Let 𝐱 = col(𝑥1,… , 𝑥𝑁 ) represents the column vector formed by stacking 
individual vectors 𝑥1 through 𝑥𝑁 . 𝐼 denotes the identity matrix, while 
𝟏𝑁  and 𝟎𝑛 denote column vectors whose elements are all ones and zeros, 
respectively. Let ‖⋅‖, ⟨𝑎, 𝑏⟩ and 𝑎𝑇  denote the standard Euclidean norm, 
the inner product of 𝑎, 𝑏 ∈ 𝑛 and the transpose of 𝑎 ∈ 𝑛, respectively. 
The symbol ⊗ is the Kronecker product. Let ∇1𝑓𝑖,𝑡(𝑎, 𝑏) ∶= ∇𝑎𝑓𝑖,𝑡(𝑎, 𝑏)
and ∇2𝑓𝑖,𝑡(𝑎, 𝑏) ∶= ∇𝑏𝑓𝑖,𝑡(𝑎, 𝑏) denote the local gradients of 𝑓𝑖,𝑡(⋅) with 
respect to the first variable 𝑎 and the second variable 𝑏. A diagonal 
matrix is represented as 𝑑𝑖𝑎𝑔(𝑎1,… , 𝑎𝑁 ), where 𝑎𝑖, 𝑖 ∈ {1,… , 𝑁}, are 
the diagonal elements. A random variable 𝜔𝑡 ∼  (𝟎𝑛, 𝜎2𝑡 𝐼𝑛) (where 𝜎𝑡 >
0) has the probability density function 𝜑(𝜔𝑡) =

∏𝑛
𝑖=1

1
√

2𝜋𝜎2𝑡
exp

(

−
𝜔2𝑖,𝑡
2𝜎2𝑡

)

, 
where 𝜔𝑖,𝑡 is the 𝑖th element of the 𝑛-dimensional vector 𝜔𝑡.

2. Preliminaries and problem description

Some important foundations will be introduced in this section, 
including game theory, differential privacy, and graph theory. Based on 
these foundation, we establish a differentially private distributed online 
aggregative game algorithm with dynamic constraints.

2.1. Online aggregative games

A distributed online noncooperative game is denoted as 𝛶 (𝑡) =
{ ,𝑡, 𝑓𝑡}, where  = {1,… , 𝑁} represents a set of 𝑁 players, 𝑡 =
1,𝑡 ×⋯×𝑁,𝑡 ⊆ R𝑛 denotes the time-varying action set with the player 
𝑖’s action set 𝑖,𝑡 ⊆ R𝑛𝑖  at time 𝑡 and ∑𝑁

𝑖=1 𝑛𝑖 = 𝑛. −𝑖,𝑡 ⊆ R𝑛−𝑛𝑖  denotes 
the time-varying action set that does not include player 𝑖’ action set. 
𝑓𝑡 = {𝑓1,𝑡,… , 𝑓𝑁,𝑡} denotes the time-varying cost function set with 𝑓𝑖,𝑡 ∶
𝑡 → R. Define 𝐱𝑡 = 𝑐𝑜𝑙(𝑥1,𝑡,… , 𝑥𝑁,𝑡) = (𝑥𝑖,𝑡, 𝐱−𝑖,𝑡) as the action of all 
players, where 𝑥𝑖,𝑡 ∈ 𝑖,𝑡 and 𝐱−𝑖,𝑡 = 𝑐𝑜𝑙(𝑥1,𝑡,… , 𝑥𝑖−1,𝑡, 𝑥𝑖+1,𝑡,… , 𝑥𝑁,𝑡) ∈
−𝑖,𝑡 denotes the actions of other players.

Definition 1 ([9] Online Aggregative Game).  An online game 𝛶 (𝑡) is 
aggregative if there exists a time-varying aggregative function 𝜏𝑡(𝐱𝑡) ∶
𝑡 → R𝑚, which is separable, i.e., 𝜏𝑡(𝐱𝑡) = 1

𝑁
∑𝑁
𝑖=1 𝜓𝑖,𝑡(𝑥𝑖,𝑡) and 𝜓𝑖,𝑡(𝑥𝑖,𝑡) ∶

𝑖,𝑡 → R𝑚, such that there exist functions 𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) ∶ 𝑖,𝑡 × R𝑚 → R
for all 𝑖 ∈  , which satisfy 𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) = 𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝑥𝑖,𝑡, 𝐱−𝑖,𝑡)).

Definition 2 ([9] Nash Equilibrium).  There exists an action profile 
𝐱∗𝑡 ∈ 𝑡, such that for all players 𝑖 ∈  and all times 𝑡 ∈ [𝑇 ],

𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝑥𝑖,𝑡, 𝐱∗−𝑖,𝑡)) ≥ 𝑓𝑖,𝑡(𝑥∗𝑖,𝑡, 𝜏𝑡(𝐱
∗
𝑡 )),

then 𝐱∗𝑡  is an Nash equilibrium.

2.2. Differential privacy

When players transmit information over the network, their private 
information is at risk of being leaked in distributed algorithms, where 
the attack model is considered like [21], i.e., the semi-honest players 
who collect other players’ information and the adversaries of wire-
tapping all communication channels. Differential privacy can provide 
privacy protection for each player.

Differential privacy naturally involves adding noise to exact result 
before delivering, where an adversary cannot infer sensitive informa-
tion with a high probability. We consider an online privacy protection, 
where the player’s information is time-varying and needs to be pro-
tected at each time t. The time-varying adjacent function sets are 
introduced to record sensitive information needed to be protected.

Definition 3 (The Time-varying Adjacent Function Sets).  There exist 
two time-varying function sets 𝐹 (1)

𝑡 = {𝑓 (1)
𝑖,𝑡 }

𝑁
𝑖=1 and 𝐹

(2)
𝑡 = {𝑓 (2)

𝑖,𝑡 }
𝑁
𝑖=1

at each time 𝑡 ∈ [𝑇 ]. If there only exist 𝑖0 ∈  such that 𝑓 (1)
𝑖0 ,𝑡

≠ 𝑓 (2)
𝑖0 ,𝑡
, 

then they are called adjacent time-varying function sets, denoted as 
𝐴𝑑𝑗(𝐹 (1), 𝐹 (2)).
𝑡 𝑡
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Definition 4 ([21,23] The Time-varying Sensitivity).  The time-varying 
sensitivity of an query function 𝑞 is defined as
𝛥𝑡 = sup

𝐹 (1)
𝑡 ,𝐹 (2)

𝑡 ∶𝐴𝑑𝑗(𝐹 (1)
𝑡 ,𝐹 (2)

𝑡 )
‖𝑞(𝐹 (1)

𝑡 ) − 𝑞(𝐹 (2)
𝑡 )‖,

which captures the worst impact of a single individual’s information on 
the query function 𝑞 at time t.

Definition 5 ([24] Differential Privacy).  For any time 𝑡 ∈ [𝑇 ], given 
constants 𝜖𝑡, 𝛿𝑡 ≥ 0, the two time-varying adjacent function sets 𝐹 (1)

𝑡
and 𝐹 (2)

𝑡 , and the subset of outputs 𝑡 ⊆ 𝑅𝑎𝑛𝑔𝑒(), if a distributed 
online Nash equilibrium seeking algorithm  satisfies
P{(𝐹 (1)

𝑡 ) ∈ 𝑡} ≤ 𝑒𝜖𝑡P{(𝐹 (2)
𝑡 ) ∈ 𝑡} + 𝛿𝑡,

then the algorithm is said to realize (𝜖𝑡, 𝛿𝑡)−differential privacy.

Remark 1.  The query function 𝑞 is an output map, which provides 
answers based on specific needs (see [21,24]), e.g., querying the infor-
mation transmitted to other players in the algorithm, or querying the 
gradients of players. The query q of interest is gradient in this paper.

Remark 2. (𝜖, 𝛿)-differential privacy serves as a method for privacy 
protection in traditional offline settings (see [21,25]), while (𝜖𝑡, 𝛿𝑡)-
differential privacy in online scenarios, with its time-varying parame-
ters, allows for greater flexibility in algorithms. The privacy level of 
individuals’ information can be quantified by the privacy budge 𝜖𝑡, 
where a smaller 𝜖𝑡 implies a higher information protection level. The 
constant 𝛿𝑡 implies the algorithm can fulfill 𝜖𝑡-differential privacy with 
a probability of 1 − 𝛿𝑡 and fail with the probability of 𝛿𝑡. We can also 
make all 𝜖𝑡 = 𝜖 and 𝛿𝑡 = 𝛿 to realize the same private protection level 
at all time t.

2.3. Graph theory

We formalize the communication network as a time-varying
weighted graph 𝑡 = ( ,𝑡,𝑡), where  is the vertex set representing 
𝑁 agents, and 𝑡 ⊂ × constitutes the edge set. 𝑡 = [𝑤𝑖𝑗 (𝑡)] ∈ R𝑁×𝑁

is the adjacency matrix with 𝑤𝑖𝑗 (𝑡) quantifying the communication 
weight between agent 𝑖 and 𝑗. The graph is said to be undirected 
if (𝑗, 𝑖) ∈ 𝑡 ⇔ (𝑖, 𝑗) ∈ 𝑡 for all 𝑡 ≥ 0. To establish convergence 
properties, the following structural assumptions on the graph sequence 
𝑡 are given.

Assumption 1 ([25]).  The time-varying communication topology 𝑡
is connected and undirected. The weighting matrix 𝑡 satisfies: (1) 𝑡
is a doubly stochastic matrix, i.e., 𝑡𝟏𝑁 = 𝟏𝑁𝑡 = 𝟏𝑁 , (2) there is a 
constant 0 < 𝜆 < 1, such that the weight 𝑤𝑖𝑖(𝑡) ≥ 𝜆, and 𝑤𝑖𝑗 (𝑡) ≥ 𝜆
whenever 𝑤𝑖𝑗 (𝑡) > 0 for all 𝑖 ∈  .

Give the definition of the transition matrix 𝛷(ℎ, 𝑘) = ℎℎ−1 ⋯𝑘
for all ℎ > 𝑘 > 0, where 𝛷(ℎ, ℎ) = ℎ for all ℎ > 0. Next, we present 
the following lemma to analyze the convergence of algorithm.

Lemma 1 ([26]).  When Assumption  1 holds, there are constants 𝜃 > 0, 
𝛼 ∈ (0, 1), such that ‖𝛷(ℎ, 𝑘)𝑖𝑗 − 1

𝑁 ‖ ≤ 𝜃𝛼ℎ−𝑘 for all time ℎ ≥ 𝑘 ≥ 0 and 
all players 𝑖, 𝑗 ∈  .

Remark 3.  The time-varying graph in this paper, an undirected 
connected graph, represents a simplified assumption. Under the as-
sumption of jointly connected graphs, Lemma  1 also holds (cf. [27]), 
and consequently, Theorem  2 can also be derived to hold.

2.4. Problem description

There exist 𝑁 players in the online aggregative game, and each 
player intends to resolve the optimization problem 
min 𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)), (1)
𝑥𝑖,𝑡∈𝑖,𝑡

3 
where the aggregative function has the form 𝜏𝑡(𝐱𝑡) = 1
𝑁

∑𝑁
𝑖=1 𝜓𝑖,𝑡(𝑥𝑖,𝑡). 

We assume each player obtains its cost function 𝑓𝑖,𝑡, time-varying 
constraint 𝑖,𝑡+1 and time-varying function 𝜓𝑖,𝑡 only after taking action 
𝑥𝑖,𝑡 at time 𝑡, and estimates the aggregative variable 𝜏𝑡(𝐱𝑡) only by 
communicating with its neighbors. We know the global gradient is 
∇𝑥𝑖𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) = ∇1𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) +

∇𝜓𝑖,𝑡
𝑁 ∇2𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)), which can 

be denoted as
∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)). And the pseudogradient is denoted as ∇𝑓𝑡(𝐱𝑡, 𝜏𝑡(𝐱𝑡))

= 𝑐𝑜𝑙(∇𝑓1,𝑡(𝐱1,𝑡, 𝜏𝑡(𝐱𝑡)),… ,∇𝑓𝑁,𝑡(𝐱𝑁,𝑡, 𝜏𝑡(𝐱𝑡))).
The algorithm is to find the Nash equilibrium 𝐱∗𝑡  while protecting 

player privacy in this paper. Since the noise in the algorithm makes 
the action 𝑥𝑖,𝑡 random, we take the expected dynamic regret R𝑖,𝑇  to 
evaluate the performance, and we wish the expected dynamic regret to 
have a sub-linear upper boundary, i.e., lim𝑇→∞

R𝑖,𝑇
𝑇 → 0, which has the 

following form 

R𝑖,𝑇 =
𝑇
∑

𝑡=1
E[𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝑥𝑖,𝑡, 𝐱∗−𝑖,𝑡)) − 𝑓𝑖,𝑡(𝑥

∗
𝑖,𝑡, 𝜏𝑡(𝐱

∗
𝑡 ))]. (2)

Then some standard technical assumptions are listed.

Assumption 2 ([9]).  For all players 𝑖 ∈  and all time 𝑡 ∈ [𝑇 ],
(1) the time-varying constraints 𝑖,𝑡 is nonempty, convex and com-

pact;
(2) there exist constants 𝐶𝑖,𝑡, 𝐶𝑡 > 0 for time-varying constraints, 

i.e., for any 𝑎 and 𝑏 belong to 𝑖,𝑡, such that ‖𝑎 − 𝑏‖ < 𝐶𝑖,𝑡 holds, and 
max𝑖∈ 𝐶𝑖,𝑡 = 𝐶𝑡.

Assumption 3 ([21]).  The convex function 𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) satisfies
(1) both the cost function 𝜓𝑖,𝑡(𝑥𝑖,𝑡) and 𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) are continu-

ously differentiable in 𝑥𝑖,𝑡 and (𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) respectively;
(2) there exist constants 𝐵𝑡 and 𝐸𝑡, such that the global gradients 

and the local gradients are bounded for 𝑡 ∈ [𝑇 ], i.e., ‖∇𝑓𝑖,𝑡(⋅, ⋅)‖ ≤ 𝐵𝑡, 
‖∇𝜓𝑖,𝑡(⋅)‖ ≤ 𝐸𝑡;

(3) there exists a constant 𝐿 > 0, such that the global gradi-
ent ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) is 𝐿−Lipschitz continuous, i.e., ‖∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) −
∇𝑓𝑖,𝑡(𝑦𝑖,𝑡, 𝜏𝑡(𝐲𝑡))‖ ≤ 𝐿‖𝑥𝑖,𝑡 − 𝑦𝑖,𝑡‖ + 𝐿‖𝜏𝑡(𝐱𝑡) − 𝜏𝑡(𝐲𝑡)‖;

(4) given a constant 𝜇 > 0 and for all 𝑡 ∈ [𝑇 ], the pseudogradient 
∇𝑓𝑡(𝐱𝑡, 𝜏𝑡(𝐱𝑡)) is 𝜇−strongly monotone, i.e., ⟨∇𝑓 (𝐚) − ∇𝑓 (𝐛), 𝐚 − 𝐛⟩ ≥
𝜇‖𝐚 − 𝐛‖2 for any 𝐚,𝐛 belong to 𝑡.

Remark 4.  In many gradient-descent-based algorithm (cf. [8,9,21]), 
Assumption  3.(1) and 3.(3) are imposed to guarantee the existence 
of the gradient and to constrain its variations, respectively, which 
prevents the iterative algorithm from becoming unstable. And As-
sumption  3.(2) provides an upper bound on the gradient, which is 
a standard requirement to guarantee the existence of a sub-linear 
regret bound. Assumption  2.(1) and Assumption  3.(4) ensure the ex-
istence and uniqueness of Nash equilibrium (cf. [9,18]), which implies 
∇𝑓𝑡(𝐱𝑡, 𝜏𝑡(𝐱𝑡)) = 𝟎𝑛 if and only if 𝐱𝑡 = 𝐱∗𝑡  and 𝐱∗𝑡  is Nash equilib-
rium. In the setting of unconstrained scenario, Assumption  3.(2) and 
Assumption  3.(4) are inherently contradictory. However, the analytical 
framework of our paper is based on the common scenario where 
the action variables belong to the closed and compact, time-varying 
constraint sets. Under this setting, these two assumptions can coexist 
quite naturally, e.g., the function 𝑓𝑡(𝑥) = 𝑥(𝑥 + sin(𝑡)) for 𝑥 ∈ [−2 −
1∕

√

𝑡, 2 + 1∕
√

𝑡].

The one-way Hausdorff distance is introduced to depict the varia-
tions of the time-varying constraint sets over time.

Definition 6 ([28] The One-way Hausdorff distance).  Given two
nonempty bounded sets 𝑖,𝑡 and 𝑖,𝑡+1 for any 𝑖 ∈  and any time 𝑡 ∈ [𝑇 ], 
defining

ℎ(𝑖,𝑡,𝑖,𝑡+1) = max
𝑥𝑖,𝑡∈𝑖,𝑡

{ min
𝑥𝑖,𝑡+1∈𝑖,𝑡+1

‖𝑥𝑖,𝑡 − 𝑥𝑖,𝑡+1‖},

where ℎ(𝑖,𝑡,𝑖,𝑡+1) is called the one-way Hausdorff distance from 𝑖,𝑡 to 
 .
𝑖,𝑡+1
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Based on the above definition, we know the one-way Hausdorff 
distance ℎ(𝑖,𝑡,𝑖,𝑡+1) represents the movement of player 𝑖’ constraint 
from time 𝑡 to 𝑡+1. In dynamic environment, a technical assumption is 
given to restrict the movement of time-varying constrains.

Assumption 4 ([29]).  For all player 𝑖 ∈  and given a integer 𝑇 , the 
one-way Hausdorff distance ℎ(𝑖,𝑡,𝑖,𝑡+1) ∶= 𝛾𝑖,𝑡 ≥ 0 satisfies
𝑇
∑

𝑡=0
ℎ(𝑖,𝑡,𝑖,𝑡+1) =

𝑇
∑

𝑡=0
𝛾𝑖,𝑡

has a sub-linear upper bound, i.e., ∑𝑇
𝑡=0 𝛾𝑖,𝑡 ≤ (𝑇 ), denote ∑𝑁

𝑖=1 𝛾𝑖,𝑡 ∶=
𝛾𝑡.

Remark 5.  By Definition  6, the max–min property of the one-
way Hausdorff distance makes it well-suited for characterizing the 
spatial change of the constraint set from time 𝑡 to 𝑡 + 1. And the one-
way Hausdorff distance offers several distinct advantages compared 
to other set distance metrics. For instance, the two-way Hausdorff 
distance (see [30]) characterizes the mutual distance between two 
constraint sets and cannot describe the unidirectional change feature 
when 𝑖,𝑡 transforms into 𝑖,𝑡+1. Additionally, the centroid displacement 
of constraint sets measures only the distance between the centroids of 
the sets (see [31]), overlooking changes in other decisions within the 
sets. In online algorithms, each updated decision can be any point in 
the constraint set. Thus characterizing the distance between sets must 
consider all point, which is a requirement that centroid displacement 
cannot meet, e.g., the constraint set shrinks but the centroid remains 
unchanged, then the centroid distance is zero and thus fails to capture 
the extent of the contraction.

Remark 6.  In dynamic environments, time-varying constraint sets 
are common. While [8,12] consider time-varying coupled inequality 
constraints, where constraints among players interact with each other, 
this paper analyzes the case where players’ local constraints vary 
over time. To characterize the variation of time-varying constraint 
sets, Assumption  4 restricts their change to a slow-variation mode 
(see [29]). This mode encompasses many practical situations, including 
fixed constraint sets, gradual expansion, slow contraction, or scenarios 
where the variation of the constraint set gradually stabilizes over time. 
Such cases are frequently encountered in real life. For instance, a 
wind power company can gradually expand its production capacity 
by installing additional equipment, where the gradually expanding 
production constraint, with the one-way Hausdorff distance 𝛾𝑡 = 0 for 
all 𝑡, satisfies Assumption  4.

3. Main results

We design a privacy-preserving projected tracking algorithm for the 
online aggregative game problem with dynamic constraint sets.

At each time t, each player uses a Gaussian noise 𝜔𝑖,𝑡 to mask 
its time-varying gradient ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡) obtaining the noisy gradient 
𝑔𝑖,𝑡. Then based on the noisy gradient, each player adopts a common 
method to update its action, i.e., projected gradient descent with a 
non-increasing step-size 𝛽𝑡, where the projection operation prevents 
all players from violating the time-varying constraints. In the online 
aggregative game, we introduce the auxiliary variable 𝑦𝑖,𝑡 to track the 
aggregation term 𝜏𝑡(𝐱𝑡) at time t, which needs to be exchanged in the 
time-varying communication graph. When the players transmit the aux-
iliary variable with their neighbors, there exists the risk of information 
leakage, but noisy gradient can protect sensitive information although 
the noise is not directly added to the auxiliary variable, where the 
robustness of differential privacy to post-processing (cf. [17,24]) is 
used. The detailed algorithm is written as Algorithm 1. 

The algorithm has the compact form as follows
𝑔 = ∇𝑓 (𝐱 , 𝐲 ) + 𝜔 ,
𝑡 𝑡 𝑡 𝑡 𝑡

4 
Algorithm 1 Privacy-preserving Projected Tracking Algorithm
Initialization: Select a non-increasing step-size 𝛽𝑡 > 0. Let 𝑥𝑖,0 ∈ 𝑖,0
and 𝑦𝑖,0 = 𝜓𝑖,0(𝑥𝑖,0) for all 𝑖 ∈  .
Privacy protection: Each player receives a noisy gradient 𝑔𝑖,𝑡 =
∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡) + 𝜔𝑖,𝑡, where the noise 𝜔𝑖,𝑡 ∈ R𝑛𝑖  is the zero-mean inde-
pendent and identically distributed Gaussian noise with variance 𝜎2𝑖,𝑡, 
i.e., 𝜔𝑖,𝑡 ∼  (𝟎𝑛𝑖 , 𝜎

2
𝑖,𝑡𝑛𝑖 ).

Iterations:For step 𝑡 ≥ 0 and player 𝑖 ∈ 

𝑔𝑖,𝑡 = ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡) + 𝜔𝑖,𝑡,

𝑥𝑖,𝑡+1 = 𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡 − 𝛽𝑡𝑔𝑖,𝑡], (3)

𝑦𝑖,𝑡+1 =
𝑁
∑

𝑗=1
𝑤𝑖𝑗 (𝑡)𝑦𝑗,𝑡 + 𝜓𝑖,𝑡+1(𝑥𝑖,𝑡+1) − 𝜓𝑖,𝑡(𝑥𝑖,𝑡). (4)

𝐱𝑡+1 = 𝑃𝑡+1 [𝐱𝑡 − 𝛽𝑡𝑔𝑡],
𝐲𝑡+1 = (𝑡)𝐲𝑡 + 𝜓𝑡+1(𝐱𝑡+1) − 𝜓𝑡(𝐱𝑡),

where the global action variable has the form 𝐱𝑡 ∶= 𝑐𝑜𝑙(𝑥1,𝑡,… , 𝑥𝑁,𝑡) ∈
𝑡, the auxiliary variable is denoted as 𝐲𝑡 ∶= 𝑐𝑜𝑙(𝑦1,𝑡,… , 𝑦𝑁,𝑡) ∈ R𝑚𝑁
and the projective operator is viewed as 𝑃𝑡 ∶= 𝑐𝑜𝑙(𝑃1,𝑡 ,… , 𝑃𝑁,𝑡 ). The 
weight matrix has the form (𝑡) = 𝑡 ⊗ 𝑚. The gradient has the 
form ∇𝑓𝑡(𝐱𝑡, 𝐲𝑡) = 𝑐𝑜𝑙(∇𝑓1,𝑡(𝑥1,𝑡, 𝑦1,𝑡),… ,∇𝑓𝑁,𝑡(𝑥𝑁,𝑡, 𝑦𝑁,𝑡)) ∈ R𝑛, which 
is used to estimate the pseudogradient, and the function is denoted 
as 𝜓𝑡(𝐱𝑡) = 𝑐𝑜𝑙(𝜓1,𝑡(𝑥1,𝑡),… , 𝜓𝑁,𝑡(𝑥𝑁,𝑡)) ∈ R𝑚𝑁 . The noise has the form 
𝜔𝑡 = 𝑐𝑜𝑙(𝜔1,𝑡,… , 𝜔𝑁,𝑡), and distribution of the noise is 𝜔𝑡 ∼  (𝟎𝑛, 𝛴2

𝑡 ), 
where 𝛴2

𝑡 = 𝑑𝑖𝑎𝑔(𝜎21,𝑡𝐼𝑛1 ,⋯ , 𝜎2𝑁,𝑡𝐼𝑛𝑁 ).

Remark 7.  The adversary can deduce the sensitive information of 
the player’s cost functions from the auxiliary variable 𝑦𝑖,𝑡 when the 
players communicate with their neighbors. By analysis, if adding the 
noise directly to the auxiliary variable, the regret of the algorithm 
will fail to find good upper boundary. So we introduce Gaussian 
noise to mask gradient, thereby safeguarding the private information 
under the framework of (𝜖𝑡, 𝛿𝑡)−differential privacy, and the protection 
mechanism will be delivered to the auxiliary variable by iteration.

Remark 8.  The noisy gradient of differential privacy is different from 
the stochastic gradient function (cf. [9,32]). The noise of the stochastic 
gradient function come from the measurement error or data distur-
bance, whose distribution is arbitrary, and the noise cannot protect 
sensitive information. By contrast, the variance of the noise of differ-
ential privacy is calculated strictly based on sensitivity and parameters 
𝛿𝑡, 𝜖𝑡, thus the noise of differential privacy can protect players.

Remark 9.  Due to the characteristics of the distribution, adding 
Laplace noise requires measuring 𝑙1-sensitivity and yields
(𝜖𝑡, 0)-differential privacy (see [17,24]), where the probability of pri-
vacy leakage 𝛿𝑡 is zero. In contrast, adding Gaussian noise requires mea-
suring 𝑙2-sensitivity and, as shown in [17], results in (𝜖𝑡, 𝛿𝑡)-differential 
privacy. When dealing with high-dimensional query outputs, the value 
of 𝑙2-sensitivity is typically much smaller than the 𝑙1-sensitivity, i.e., for 
the same privacy budget, adding Gaussian noise results in less distor-
tion and better preserves data utility. Furthermore, the probability of 
privacy leakage 𝛿𝑡 can be adjusted to flexibly balance the trade-off 
between data utility and privacy strength (see Theorem  1), where a 
smaller 𝛿𝑡 yields lower data utility but stronger privacy protection. 
Based on the above advantages, we add Gaussian noise for privacy 
protection.

3.1. Privacy analysis

We analyze the privacy protection of distributed online aggregative 
game algorithm proposed, which can protect the sensitive information 
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at any time t in the sense of (𝜖𝑡, 𝛿𝑡)−differential privacy. There exist 
two adjacent function sets 𝐹 (1)

𝑡 = {𝑓 (1)
𝑖,𝑡 }

𝑁
𝑖=1 and 𝐹

(2)
𝑡 = {𝑓 (2)

𝑖,𝑡 }
𝑁
𝑖=1 at time 

t, where 𝑓 (1)
𝑖,𝑡 = 𝑓 (2)

𝑖,𝑡  for any 𝑖 ≠ 𝑖0, and 𝑓 (1)
𝑖0 ,𝑡

≠ 𝑓 (2)
𝑖0 ,𝑡
. Note that 𝑖0 ∈ 

stands for any players whose cost function is different in the adjacent 
function sets at time t. The query function of proposed algorithm is the 
gradient, thus when ∇𝑓 (1)

𝑖0 ,𝑡
= ∇𝑓 (2)

𝑖0 ,𝑡
, the sensitive cannot be leakage, so 

we only consider the condition of ∇𝑓 (1)
𝑖0 ,𝑡

≠ ∇𝑓 (2)
𝑖0 ,𝑡
. We consider a worst 

scenario, where the adversary know 𝑡, 𝐱0, 𝛽𝑡, {𝜓𝑖,𝑡}𝑁𝑖=1, 𝑡 and the 
distributions of the noises at time t. The output of the algorithm is 𝑡 =
{𝑔𝑖,𝑡}𝑁𝑖=1 at time t. Next, the time-varying sensitivity of the algorithm 
and the variances of noises are given, which make the algorithm satisfy 
(𝜖𝑡, 𝛿𝑡)−differential privacy.

Lemma 2.  The time-varying sensitivity of the algorithm satisfies
𝛥𝑡 ≤ 2𝐵𝑡,

for any time 𝑡 ≥ 0.

Proof.  Considering two time-varying adjacent function sets 𝐹 (1)
𝑡  and 

𝐹 (2)
𝑡 , we know the gradients ∇𝑓 (1)

𝑖,𝑡  and ∇𝑓
(2)
𝑖,𝑡  can be computed for 

all 𝑖 ∈  respectively based on 𝐹 (1)
𝑡  and 𝐹 (2)

𝑡 . Then we can get the 
sensitivity of algorithm satisfies
𝛥𝑡 = sup

𝐹 (1)
𝑡 ,𝐹 (2)

𝑡 ∶𝐴𝑑𝑗(𝐹 (1)
𝑡 ,𝐹 (2)

𝑡 )
‖∇𝑓 (1)

𝑖,𝑡 − ∇𝑓 (2)
𝑖,𝑡 ‖

= ‖∇𝑓 (1)
𝑖0 ,𝑡

− ∇𝑓 (2)
𝑖0 ,𝑡

‖ ≤ 2𝐵𝑡,

where the 𝑖0 is the different function in the two adjacent function sets, 
and the inequality applies Assumption  3.(2). □

Theorem 1.  Let 𝜖𝑡 ∈ (0, 1) be arbitrary and 𝛿𝑡 > 0 be sufficiently small. 
Noise 𝜔𝑖,𝑡 is sampled from Gaussian distribution, whose variance is 

𝜎2𝑖,𝑡 =
8𝐵2

𝑡 ln(1.25∕𝛿𝑡)

𝜖2𝑡
, (5)

for any 𝑖 ∈  , denoted as 𝜎2𝑡 ∶= 𝜎2𝑖,𝑡, and the algorithm is (𝜖𝑡, 𝛿𝑡)−differential 
privacy at each time t.

Proof.  We can observe the output sequence of the algorithm have a 
linear relation with noise sequence at each time t, i.e., 𝑔𝑡 = ∇𝑓𝑡 + 𝜔𝑡, 
where the map can be denoted as 𝛺(𝜔𝑡) ∈ 𝑡 and 𝜔𝑡 = 𝑐𝑜𝑙(𝜔1,𝑡,… , 𝜔𝑁,𝑡). 
When the algorithm applies to the two adjacent function sets 𝐹 (1)

𝑡  and 
𝐹 (2)
𝑡 , the equivalence relation holds for 𝑙 = 1, 2

P{(𝐹 (𝑙)
𝑡 ) ∈ 𝑡} = P{𝛺(𝜔(𝑙)

𝑡 ) ∈ 𝑡},

where the 𝜔(𝑙)
𝑡  denote the noise added to the adjacent function sets 𝐹 (𝑙)

𝑡 .
In order to protect the sensitive information, we expect the se-

quences of outputs generated by 𝜔(1)
𝑡  and 𝜔(2)

𝑡  are same at each time 
t, i.e., ∇𝑓 (1)

𝑡 + 𝜔(1)
𝑡 = ∇𝑓 (2)

𝑡 + 𝜔(2)
𝑡 , which means that there exists a map 

(⋅), such that 𝜔(2)
𝑡 = (𝜔(1)

𝑡 ). Let 𝛤 (𝑙)
𝑡 = {𝜔(𝑙)

𝑡 |𝛺(𝜔(𝑙)
𝑡 ) ∈ 𝑡}, 𝑙 = 1, 2, 

which denotes the noise sets satisfying the algorithm. Then we have

| ln
P{𝛺(𝜔(1)

𝑡 ) ∈ 𝑡}

P{𝛺(𝜔(2)
𝑡 ) ∈ 𝑡}

|

= | ln
∫𝛤 (1)

𝑡

∏𝑁
𝑖=1 𝜑(𝜔

(1)
𝑖,𝑡 )𝑑𝜔

(1)
𝑡

∫𝛤 (2)
𝑡

∏𝑁
𝑖=1 𝜑(𝜔

(2)
𝑖,𝑡 )𝑑𝜔

(2)
𝑡

|

= | ln
∫𝛤 (1)

𝑡

∏𝑁
𝑖=1 𝜑(𝜔

(1)
𝑖,𝑡 )𝑑𝜔

(1)
𝑡

∫𝛤 (1)
𝑡

∏𝑁
𝑖=1 𝜑((𝜔(1)

𝑖,𝑡 ))𝑑𝜔
(1)
𝑡

|

= | ln

∫𝛤 (1)
𝑡

∏𝑁
𝑖=1

∏𝑛𝑖
𝑗=1

1
√

2𝜋𝜎2𝑖,𝑡
𝑒𝑥𝑝(−

(𝜔𝑗,(1)𝑖,𝑡 )2

2𝜎2𝑖,𝑡
)𝑑𝜔(1)

𝑡

∫𝛤 (1)
∏𝑁

𝑖=1
∏𝑛𝑖

𝑗=1
1

√

2
𝑒𝑥𝑝(−

(𝜔𝑗,(1)𝑖,𝑡 +∇𝑓 𝑗,(1)𝑖,𝑡 −∇𝑓 𝑗,(2)𝑖,𝑡 )2

2𝜎2
)𝑑𝜔(1)

𝑡

|,
𝑡 2𝜋𝜎𝑖,𝑡 𝑖,𝑡

5 
where 𝜔𝑗,(1)𝑖,𝑡  denotes the 𝑗’th element of the 𝑛𝑖-dimensional vector 𝜔(1)
𝑖,𝑡 , 

in the same way, we define ∇𝑓 𝑗,(1)𝑖,𝑡  and ∇𝑓 𝑗,(2)𝑖,𝑡 , then we can get
∏𝑁

𝑖=1
∏𝑛𝑖

𝑗=1
1

√

2𝜋𝜎2𝑖,𝑡
𝑒𝑥𝑝(−

(𝜔𝑗,(1)𝑖,𝑡 )2

2𝜎2𝑖,𝑡
)

∏𝑁
𝑖=1

∏𝑛𝑖
𝑗=1

1
√

2𝜋𝜎2𝑖,𝑡
𝑒𝑥𝑝(−

(𝜔𝑗,(1)𝑖,𝑡 +∇𝑓 𝑗,(1)𝑖,𝑡 −∇𝑓 𝑗,(2)𝑖,𝑡 )2

2𝜎2𝑖,𝑡
)

=
𝑁
∏

𝑖=1

𝑛𝑖
∏

𝑗=1
𝑒𝑥𝑝 −1

2𝜎2𝑖,𝑡
[(𝜔𝑗,(1)𝑖,𝑡 )2 − (𝜔𝑗,(1)𝑖,𝑡 + ∇𝑓 𝑗,(1)𝑖,𝑡 − ∇𝑓 𝑗,(2)𝑖,𝑡 )2]

=
𝑛𝑖0
∏

𝑗=1
𝑒𝑥𝑝 −1

2𝜎2𝑖0 ,𝑡
[(𝜔𝑗,(1)𝑖0 ,𝑡

)2 − (𝜔𝑗,(1)𝑖0 ,𝑡
+ ∇𝑓 𝑗,(1)𝑖0 ,𝑡

− ∇𝑓 𝑗,(2)𝑖0 ,𝑡
)2]

<
𝑛𝑖0
∏

𝑗=1
𝑒𝑥𝑝 −1

2𝜎2𝑖0 ,𝑡
[(𝜔𝑗,(1)𝑖0 ,𝑡

)2 − (𝜔𝑗,(1)𝑖0 ,𝑡
+
√

𝑛𝑖0𝛥𝑡)
2]

= 𝑒𝑥𝑝 −1
2𝜎2𝑖0 ,𝑡

[𝑛𝑖0 (𝛥𝑡)
2 − 2

√

𝑛𝑖0𝛥𝑡

𝑛𝑖0
∑

𝑗=1
𝜔𝑗,(1)𝑖0 ,𝑡

]

≤ 𝑒𝑥𝑝|
−𝜖2𝑡

16𝐵2
𝑡 ln(1.25∕𝛿𝑡)

[𝑛𝑖0 (𝛥𝑡)
2 − 2𝑛𝑖0𝛥𝑡𝜔

𝑗,(1)
𝑖0 ,𝑡

]|,

where by Lemma  2, ∇𝑓 𝑗,(1)𝑖0 ,𝑡
−∇𝑓 𝑗,(2)𝑖0 ,𝑡

< 𝛥𝑡 =
√

∑𝑛𝑖0
𝑗=1(∇𝑓

𝑗,(1)
𝑖0 ,𝑡

− ∇𝑓 𝑗,(2)𝑖0 ,𝑡
)2 <

√𝑛𝑖0𝛥𝑡 holds. 
∑𝑛𝑖0
𝑗=1 𝜔

𝑗,(1)
𝑖0 ,𝑡

 has a same distribution with √𝑛𝑖0𝜔
𝑗,(1)
𝑖0 ,𝑡

 for any 
𝑗 ∈ {1,… , 𝑛𝑖0}. Substituting (5) we can get the above inequality. Then, 
it is obtained

|

−𝜖2𝑡
16𝐵2

𝑡 ln(1.25∕𝛿𝑡)
[𝑛𝑖0 (𝛥𝑡)

2 − 2𝑛𝑖0𝛥𝑡𝜔
𝑗,(1)
𝑖0 ,𝑡

]|

≤
𝜖2𝑡

16𝐵2
𝑡 ln(1.25∕𝛿𝑡)

(𝑛𝑖04𝐵𝑡|𝜔
𝑗,(1)
𝑖0 ,𝑡

| + 𝑛𝑖04𝐵
2
𝑡 ),

where Lemma  2 is used. When the noise satisfies |𝜔𝑗,(1)𝑖0 ,𝑡
| ≤ 4𝐵𝑡 log(1.25∕𝛿𝑡)

𝜖𝑡𝑛𝑖0
−

𝐵𝑡, we can get the privacy loss

| ln
P{(𝐹 (1)

𝑡 ) ∈ 𝑡}

P{(𝐹 (2)
𝑡 ) ∈ 𝑡}

| ≤ | ln
∫𝛤 (1)

𝑡

∏𝑁
𝑖=1 𝜑((𝜔(1)

𝑖,𝑡 ))𝑒
𝜖𝑡𝑑𝜔(1)

𝑡

∫𝛤 (1)
𝑡

∏𝑁
𝑖=1 𝜑((𝜔(1)

𝑖,𝑡 ))𝑑𝜔
(1)
𝑡

|

≤ | ln 𝑒𝜖𝑡 | ≤ 𝜖𝑡.

Next, we will prove the probability of privacy leakage is 𝛿𝑡, i.e.,

P{|𝜔𝑗,(1)𝑖0 ,𝑡
| > 𝑀𝑖0 ,𝑡 ∶=

4𝐵𝑡 log(1.25∕𝛿𝑡)
𝜖𝑡𝑛𝑖0

− 𝐵𝑡} ≤ 𝛿𝑡.

We know P{𝜔𝑗,(1)𝑖0 ,𝑡
> 𝑀𝑖0 ,𝑡} ≤ 𝛿𝑡

2 , and the tail bound of normal 

distribution P{𝜔𝑗,(1)𝑖0 ,𝑡
> 𝑀𝑖0 ,𝑡} ≤

𝜎𝑖0 ,𝑡
√

2𝜋𝑀𝑖0 ,𝑡
𝑒
(−

𝑀2
𝑖0 ,𝑡

2𝜎2𝑖0 ,𝑡
)
. When 𝛿𝑡 is small 

(≤0.01) and 0 < 𝜖𝑡 < 1, the two terms 𝜎𝑖0 ,𝑡𝑀𝑖0 ,𝑡
< 1 and −

𝑀2
𝑖0 ,𝑡

2𝜎2𝑖0 ,𝑡
< 𝑙𝑛(

√

2𝜋 𝛿𝑡2 )

hold, where the detailed proof can be found in [17]. Therefore, we can 

know P{𝜔𝑗,(1)𝑖0 ,𝑡
> 𝑀𝑖0 ,𝑡} ≤

𝜎𝑖0 ,𝑡
√

2𝜋𝑀𝑖0 ,𝑡
𝑒
(−

𝑀2
𝑖0 ,𝑡

2𝜎2𝑖0 ,𝑡
)
≤ 𝛿𝑡

2 , and the probability of 
privacy leakage 𝛿𝑡 is proved.

Setting P1 = {𝜔𝑗,(1)𝑖0 ,𝑡
∶ |𝜔𝑗,(1)𝑖0 ,𝑡

| ≤ 𝑀𝑖0 ,𝑡} and P2 = {𝜔𝑗,(1)𝑖0 ,𝑡
∶ |𝜔𝑗,(1)𝑖0 ,𝑡

| >
𝑀𝑖0 ,𝑡}, we know

P{(𝐹 (1)
𝑡 ) ∈ 𝑡} = P{∇𝑓 𝑗,(1)𝑖0 ,𝑡

+ 𝜔𝑗,(1)𝑖0 ,𝑡
∶ 𝜔𝑗,(1)𝑖0 ,𝑡

∈ P1}

+ P{∇𝑓 𝑗,(1)𝑖0 ,𝑡
+ 𝜔𝑗,(1)𝑖0 ,𝑡

∶ 𝜔𝑗,(1)𝑖0 ,𝑡
∈ P2}

≤ 𝑒𝜖𝑡P{(𝐹 (2)
𝑡 ) ∈ 𝑡} + 𝛿𝑡,

which shows the algorithm is (𝜖𝑡, 𝛿𝑡)-differential privacy at each time 
t. □

Remark 10.  This value of the variance is selected to guarantee that the 
probability of a privacy leakage is less than 𝛿  (See the proof of Theorem 
𝑡
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A.1 in [17]). In the privacy protection algorithm, it is necessary to 
strike a balance between privacy protection and algorithmic utility. 
According to (5), the privacy parameters 𝜖𝑡 and 𝛿𝑡 must have a lower 
bound to prevent the algorithm from becoming invalid, i.e., 𝜖𝑡 ≥ 𝜖𝑚𝑖𝑛 >
0 and 𝛿𝑡 ≥ 𝛿𝑚𝑖𝑛 > 0 for any time t, which means the variance 𝜎2𝑡  has an 
upper bound for all time.

Remark 11.  Clearly, sensitivity gives an upper bound on how much 
we must perturb its output to preserve privacy (cf. [17]). As required 
by the algorithm, we select the gradient as the query function, and thus 
need to compute the sensitivity of the gradient function. From Theorem 
1 and [17], 𝜎𝑡+1 is determined by 𝛥𝑡+1. According to Lemma  2, 𝛥𝑡+1
depends only on the upper bound of ∇𝑓𝑖,𝑡+1 and remains unaffected 
by 𝑥𝑖,𝑡+1 and 𝑦𝑖,𝑡+1 from iteration 𝑡. So 𝜔𝑡+1 is determined solely by 
the function at 𝑡 + 1, which means protection at 𝑡 + 1 is achieved 
independently of how well the information was protected at time 𝑡. 
Subsequently, the protection that 𝜔𝑡+1 provides for the function 𝑓𝑡+1 is 
transmitted to the decision 𝑥𝑡+2 and the auxiliary variable 𝑦𝑡+2 by the 
post-processing of differential privacy (See [21,24]), which prevents 
adversaries from inferring players’ sensitive information by analyzing 
the transmitted data 𝑦𝑡+2.

Remark 12.  From the proof of Theorem  1, when 𝜖𝑡 tends to 0, the 
Gaussian mechanism  ensures that the probabilities of producing the 
same output on two adjacent function sets are close with a probability 
of at least 1 − 𝛿𝑡, which means the algorithm protect the sensitive 
information in the sense of (𝜖𝑡, 𝛿𝑡)-difference privacy. Besides, gradi-
ents masked by noise make intuitively it difficult to identify sensitive 
information for adversary.

3.2. Regret analysis

To analyze the convergence properties of algorithm, we establish 
the following probabilistic framework:
𝑡 = 𝜎{𝜔𝑖,ℎ, 𝑖 ∈  ; 0 ≤ ℎ ≤ 𝑡 − 1}, 𝑡 ≥ 1,

where 𝑡 denotes the sigma-algebra generated by all random variables 
up to iteration 𝑡 − 1, where 𝜔𝑖,𝑘 represents the stochastic component 
at time 𝑘. This filtration captures the complete historical information 
available to the algorithm prior to time 𝑡. Some variables are useful 
to the regret analysis in dynamic environment, where ∑𝑁

𝑗=1 sup𝑦𝑗∈𝑗,𝑡−1
‖𝜓𝑗,𝑡(𝑦𝑗 ) − 𝜓𝑗,𝑡−1(𝑦𝑗 )‖ ∶= 𝜂𝑡−1 and path variable 

∑𝑇
𝑡=1 ‖𝐱

∗
𝑡 − 𝐱∗𝑡+1‖ ∶= 𝛩𝑇

can describe the variation of functions.

Lemma 3.  Under Assumption  1, for any 𝑡 ≥ 0, the following equation 
holds

𝑦̄𝑡 =
𝟏𝑇
𝑁
𝜓𝑡(𝐱𝑡) = 𝜏𝑡(𝐱𝑡),

where 𝑦̄𝑡 is the average of aggregate estimate, i.e., 𝑦̄𝑡 = 1
𝑁

∑𝑁
𝑖=1 𝑦𝑖,𝑡.

Proof.  Multiplying 1
𝑁

∑𝑁
𝑖=1 on both sides of (4), we can get

1
𝑁

𝑁
∑

𝑖=1
𝑦𝑖,𝑡+1 =

1
𝑁

𝑁
∑

𝑖=1

𝑁
∑

𝑗=1
𝑤𝑖𝑗 (𝑡)𝑦𝑗,𝑡 +

1
𝑁

𝑁
∑

𝑖=1
𝜓𝑖,𝑡+1(𝑥𝑖,𝑡+1) −

1
𝑁

𝑁
∑

𝑖=1
𝜓𝑖,𝑡(𝑥𝑖,𝑡),

i.e.,

𝑦̄𝑡+1 = 𝑦̄𝑡 +
𝟏𝑇
𝑁

(𝜓𝑡+1(𝐱𝑡+1) − 𝜓𝑡(𝐱𝑡)),

where the stochastic property of weight matrix is applied.
When the initial condition 𝑦𝑖,0 = 𝜓𝑖,0(𝑥𝑖,0) holds,

𝑦̄𝑡 = 𝑦̄𝑡−1 +
𝟏𝑇
𝑁

(𝜓𝑡(𝐱𝑡) − 𝜓𝑡−1(𝐱𝑡−1))

= [𝑦̄ + 𝟏𝑇 𝜓 (𝐱 ) − 𝟏𝑇 𝜓 (𝐱 )] + 𝟏𝑇 (𝜓 (𝐱 ) − 𝜓 (𝐱 ))
𝑡−2 𝑁 𝑡−1 𝑡−1 𝑁 𝑡−2 𝑡−2 𝑁 𝑡 𝑡 𝑡−1 𝑡−1

6 
= ⋯ = 𝑦̄0 +
𝟏𝑇
𝑁
𝜓𝑡(𝐱𝑡) −

𝟏𝑇
𝑁
𝜓0(𝐱0) =

𝟏𝑇
𝑁
𝜓𝑡(𝐱𝑡) = 𝜏𝑡(𝐱𝑡),

the proof is completed. □

Lemma 4.  Under Assumption  3 and Assumption  4, for arbitrary time 
𝑡 ≥ 0, the following inequality holds
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡+1 − 𝑥𝑖,𝑡‖ ≤ 𝛽𝑡(𝑁𝐵𝑡 +

𝑁
∑

𝑖=1
‖𝜔𝑖,𝑡‖) + 𝛾𝑡.

Proof. 
Using the property of norm, we can get

𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡+1 − 𝑥𝑖,𝑡‖ =

𝑁
∑

𝑖=1
‖𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡 − 𝛽𝑡𝑔𝑖,𝑡] − 𝑥𝑖,𝑡‖

≤
𝑁
∑

𝑖=1
‖𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡 − 𝛽𝑡𝑔𝑖,𝑡] − 𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡]‖

+
𝑁
∑

𝑖=1
‖𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡] − 𝑥𝑖,𝑡‖

≤
𝑁
∑

𝑖=1
‖𝛽𝑡𝑔𝑖,𝑡‖ +

𝑁
∑

𝑖=1
‖𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡] − 𝑥𝑖,𝑡‖,

where the last inequality applies the non-expansiveness property of the 
projection.

Then, by using Assumption  3.(2) and Assumption  4, the following 
relations hold
𝑁
∑

𝑖=1
‖𝛽𝑡𝑔𝑖,𝑡‖ ≤ 𝛽𝑡

𝑁
∑

𝑖=1
(‖∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡)‖ + ‖𝜔𝑖,𝑡‖) ≤ 𝛽𝑡(𝑁𝐵𝑡 +

𝑁
∑

𝑖=1
‖𝜔𝑖,𝑡‖),

𝑁
∑

𝑖=1
‖𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡] − 𝑥𝑖,𝑡‖ ≤

𝑁
∑

𝑖=1
ℎ(𝑖,𝑡,𝑖,𝑡+1) = 𝛾𝑡,

where the last relation is based on the definition of the one-way 
Hausdorff distance. □

Lemma 5.  When Assumptions  1–4 hold, the sum of average estimate errors 
of aggregation variable satisfies
𝑇
∑

𝑡=1

𝑁
∑

𝑖=1
E‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ ≤ (𝐸̂𝑇 𝐵̂𝑇

𝑇
∑

𝑡=1
𝛽𝑡 +

𝑇
∑

𝑡=1
𝜎𝑡−1𝛽𝑡 + 𝐸̂𝑇

𝑇
∑

𝑡=1
𝛾𝑡 +

𝑇
∑

𝑡=1
𝜂𝑡

+ 𝐸̂𝑇 𝐵̂𝑇
𝑇
∑

𝑡=1
𝜎𝑡−1𝛽𝑡−1),

where 𝐸̂𝑇 = max𝑡∈[𝑇 ] 𝐸𝑡 and 𝐵̂𝑇 = max𝑡∈[𝑇 ] 𝐵𝑡, and 𝜎𝑡 is the standard 
deviation of noise.

Proof.  Using the recursive method to (4), we can get

𝑦𝑖,𝑡+1 =
𝑁
∑

𝑗=1
𝑤𝑖𝑗 (𝑡)𝑦𝑗,𝑡 + 𝜓𝑖,𝑡+1(𝑥𝑖,𝑡+1) − 𝜓𝑖,𝑡(𝑥𝑖,𝑡)

=
𝑁
∑

𝑗=1
𝑤𝑖𝑗 (𝑡)[

𝑁
∑

𝑙=1
𝑤𝑗𝑙(𝑡 − 1)𝑦𝑙,𝑡−1 + 𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)]

+ 𝜓𝑖,𝑡+1(𝑥𝑖,𝑡+1) − 𝜓𝑖,𝑡(𝑥𝑖,𝑡)

=
𝑁
∑

𝑗=1
𝛷(𝑡, 𝑡 − 1)𝑖𝑗𝑦𝑗,𝑡−1 +

𝑁
∑

𝑗=1
𝛷(𝑡, 𝑡)𝑖𝑗 [𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)]

+ 𝜓𝑖,𝑡+1(𝑥𝑖,𝑡+1) − 𝜓𝑖,𝑡(𝑥𝑖,𝑡)

= ⋯ =
𝑁
∑

𝑗=1
𝛷(𝑡, 0)𝑖𝑗𝑦𝑗,0 +

𝑡
∑

𝑘=1

𝑁
∑

𝑗=1
𝛷(𝑡, 𝑘)𝑖𝑗 [𝜓𝑗,𝑘(𝑥𝑗,𝑘) − 𝜓𝑗,𝑘−1(𝑥𝑗,𝑘−1)]

+ 𝜓𝑖,𝑡+1(𝑥𝑖,𝑡+1) − 𝜓𝑖,𝑡(𝑥𝑖,𝑡). (6)
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Considering the doubly stochastic property of weight matrix and 
using the recursive method, the following relation can be derived

𝑦̄𝑡+1 =
1
𝑁

𝑁
∑

𝑗=1
𝑦𝑗,𝑡+1 =

1
𝑁

𝑁
∑

𝑗=1

𝑁
∑

𝑖=1
𝑤𝑗𝑖(𝑡)𝑦𝑖,𝑡 +

1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡+1(𝑥𝑗,𝑡+1)

− 1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡(𝑥𝑗,𝑡) = 𝑦̄𝑡 +

1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡+1(𝑥𝑗,𝑡+1) −

1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡(𝑥𝑗,𝑡)

= [𝑦̄𝑡−1 +
1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡(𝑥𝑗,𝑡) −

1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)] +

1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡+1(𝑥𝑗,𝑡+1)

− 1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡(𝑥𝑗,𝑡) = ⋯ = 𝑦̄0 +

1
𝑁

𝑡
∑

𝑘=1

𝑁
∑

𝑗=1
[𝜓𝑗,𝑘(𝑥𝑗,𝑘) − 𝜓𝑗,𝑘−1(𝑥𝑗,𝑘−1)]

+ 1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡+1(𝑥𝑗,𝑡+1) −

1
𝑁

𝑁
∑

𝑗=1
𝜓𝑗,𝑡(𝑥𝑗,𝑡). (7)

Using Lemma  3 and substituting (6) and (7) into the following equation, 
it can be obtained that
𝑁
∑

𝑖=1
‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ =

𝑁
∑

𝑖=1
‖𝑦𝑖,𝑡 − 𝑦̄𝑡‖

=
𝑁
∑

𝑖=1
∥

𝑁
∑

𝑗=1
𝛷(𝑡 − 1, 0)𝑖𝑗𝑦𝑗,0 +

𝑡−1
∑

𝑘=1

𝑁
∑

𝑗=1
𝛷(𝑡 − 1, 𝑘)𝑖𝑗 [𝜓𝑗,𝑘(𝑥𝑗,𝑘) − 𝜓𝑗,𝑘−1(𝑥𝑗,𝑘−1)]

+ 𝜓𝑖,𝑡(𝑥𝑖,𝑡) − 𝜓𝑖,𝑡−1(𝑥𝑖,𝑡−1) −
1
𝑁

𝑁
∑

𝑗=1
𝑦𝑗,0 −

1
𝑁

𝑡−1
∑

𝑘=1

𝑁
∑

𝑗=1
[𝜓𝑗,𝑘(𝑥𝑗,𝑘) − 𝜓𝑗,𝑘−1(𝑥𝑗,𝑘−1)]

− 1
𝑁

𝑁
∑

𝑗=1
(𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)) ∥=

𝑁
∑

𝑖=1
∥

𝑁
∑

𝑗=1
(𝛷(𝑡 − 1, 0)𝑖𝑗 −

1
𝑁

)𝑦𝑗,0

+
𝑡−1
∑

𝑘=1

𝑁
∑

𝑗=1
(𝛷(𝑡 − 1, 𝑘)𝑖𝑗 −

1
𝑁

)[𝜓𝑗,𝑘(𝑥𝑗,𝑘) − 𝜓𝑗,𝑘−1(𝑥𝑗,𝑘−1)]

+ 𝜓𝑖,𝑡(𝑥𝑖,𝑡) − 𝜓𝑖,𝑡−1(𝑥𝑖,𝑡−1) −
1
𝑁

𝑁
∑

𝑗=1
(𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)) ∥

≤
𝑁
∑

𝑖=1

𝑁
∑

𝑗=1
𝜃𝛼𝑡−1‖𝑦𝑗,0‖ +

𝑁
∑

𝑖=1

𝑡−1
∑

𝑘=1

𝑁
∑

𝑗=1
𝜃𝛼𝑡−1−𝑘‖𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)‖

+
𝑁
∑

𝑖=1
‖𝜓𝑖,𝑡(𝑥𝑖,𝑡) − 𝜓𝑖,𝑡−1(𝑥𝑖,𝑡−1)‖ +

𝑁
∑

𝑗=1
‖𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)‖

= 𝑁𝜃𝛼𝑡−1
𝑁
∑

𝑗=1
‖𝑦𝑗,0‖ + (𝑁𝜃

𝑡−1
∑

𝑘=1
𝛼𝑡−1−𝑘 + 2)

𝑁
∑

𝑗=1
‖𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)‖, (8)

where the inequality holds with the help of Lemma  1 and the property 
of norm.

For the following term, we add and subtract 𝜓𝑗,𝑡(𝑥𝑗,𝑡−1), then apply 
the Mean Value Theorem and Assumption  3.(2) yielding that
𝑁
∑

𝑗=1
‖𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)‖

≤
𝑁
∑

𝑗=1
‖𝜓𝑗,𝑡(𝑥𝑗,𝑡) − 𝜓𝑗,𝑡(𝑥𝑗,𝑡−1)‖ +

𝑁
∑

𝑗=1
‖𝜓𝑗,𝑡(𝑥𝑗,𝑡−1) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)‖

≤ 𝐸𝑡
𝑁
∑

𝑗=1
‖𝑥𝑗,𝑡 − 𝑥𝑗,𝑡−1‖ +

𝑁
∑

𝑗=1
‖𝜓𝑗,𝑡(𝑥𝑗,𝑡−1) − 𝜓𝑗,𝑡−1(𝑥𝑗,𝑡−1)‖

≤ 𝐸𝑡𝛽𝑡−1(𝑁𝐵𝑡 +
𝑁
∑

𝑖=1
‖𝜔𝑖,𝑡−1‖) + 𝐸𝑡𝛾𝑡−1 + 𝜂𝑡−1, (9)

where Lemma  4 is substituted into the above inequality.
Substituting (9) into (8), then summing Eq.  (8) over 𝑡 ∈ [𝑇 ] and 

taking the expectation, we obtain the following expression
𝑇
∑

𝑡=1

𝑁
∑

𝑖=1
E‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ ≤

𝑇
∑

𝑡=1
𝑁𝜃𝛼𝑡−1

𝑁
∑

𝑗=1
‖𝑦𝑗,0‖

+
𝑇
∑

(𝑁𝜃
𝑡−1
∑

𝛼𝑡−1−𝑘 + 2)[𝐸𝑡𝛽𝑡−1(𝑁𝐵𝑡

𝑡=1 𝑘=1

7 
+
𝑁
∑

𝑖=1
E‖𝜔𝑖,𝑡−1‖) + 𝐸𝑡𝛾𝑡−1 + 𝜂𝑡−1]. (10)

The inequality ∑𝑁
𝑖=1 ‖𝜔𝑖,𝑡−1‖ ≤

√

𝑁‖𝜔𝑡−1‖ holds. Since the noise 𝜔𝑡−1
follows a Gaussian distribution, i.e., 𝜔𝑡−1 ∼  (𝟎𝑛, 𝜎2𝑡−1𝑛), then it is 
obtained 𝜔𝑇𝑡−1𝜔𝑡−1∕𝜎2𝑡−1 is distributed as chi-square with 𝑛 degrees of 
freedom. Using the distribution we can get 

E‖𝜔𝑡−1‖ = E
√

𝜔𝑇𝑡−1𝜔𝑡−1 = 𝜎𝑡−1
√

2
𝛤 ( 𝑛+12 )

𝛤 ( 𝑛2 )
. (11)

In addition, by exchanging the order of summation, one can yield
𝑇
∑

𝑡=1

𝑡−1
∑

𝑘=1
𝛼𝑡−1−𝑘𝛽𝑡−1 =

𝑇−1
∑

𝑘=1
𝛼𝑘−1

𝑇−1
∑

𝑡=𝑘
𝛽𝑡

≤
𝑇−1
∑

𝑘=1
𝛼𝑘−1

𝑇
∑

𝑡=1
𝛽𝑡 ≤

1
1 − 𝛼

𝑇
∑

𝑡=1
𝛽𝑡. (12)

Similarly, we obtain 
𝑇
∑

𝑡=1

𝑡−1
∑

𝑘=1
𝛼𝑡−1−𝑘𝛾𝑡−1 ≤

1
1 − 𝛼

𝑇
∑

𝑡=1
𝛾𝑡 (13)

and 
𝑇
∑

𝑡=1

𝑡−1
∑

𝑘=1
𝛼𝑡−1−𝑘𝜂𝑡−1 ≤

1
1 − 𝛼

𝑇
∑

𝑡=1
𝜂𝑡. (14)

Substituting (11) − (14) into (10), we have
𝑇
∑

𝑡=1

𝑁
∑

𝑖=1
E‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ ≤ 𝑁𝜃

1 − 𝛼

𝑁
∑

𝑗=1
‖𝑦𝑗,0‖ +

𝑁𝜃𝐸̂𝑇𝑁𝐵̂𝑇
1 − 𝛼

𝑇
∑

𝑡=1
𝛽𝑡

+
𝑁𝜃

√

2𝑁𝛤 ( 𝑛+12 )

(1 − 𝛼)𝛤 ( 𝑛2 )

𝑇
∑

𝑡=1
𝜎𝑡−1𝛽𝑡

+ 𝑁𝜃𝐸̂1
1

1 − 𝛼

𝑇
∑

𝑡=1
𝛾𝑡 +𝑁𝜃

1
1 − 𝛼

𝑇
∑

𝑡=1
𝜂𝑡

+ 2𝐸̂𝑇 (𝑁𝐵̂𝑇 +
√

2𝑁
𝛤 ( 𝑛+12 )

𝛤 ( 𝑛2 )
)
𝑇
∑

𝑡=1
𝜎𝑡−1𝛽𝑡−1

+ 2𝐸̂𝑇
𝑇
∑

𝑡=1
𝛾𝑡−1 + 2

𝑇
∑

𝑡=1
𝜂𝑡−1.

The proof is completed. □

Theorem 2.  Under Assumptions  1–4, for any player 𝑖 ∈  and given 𝑇 , 
the expected dynamic regret satisfies the following upper bound:

R𝑖,𝑇 ≤ (𝐵̂𝑇 𝑇
1
2 (
𝐶̂2
𝑇
𝛽𝑇

+
𝛩2
𝑇
𝛽𝑇

+ (𝐵̂2
𝑇 + 𝜎̂2𝑇 + 𝐶̂𝑇 𝐸̂𝑇 𝐵̂𝑇 + 𝐶̂𝑇 𝜎̂𝑇 )

𝑇
∑

𝑡=1
𝛽𝑡

+ 𝐶̂𝑇 𝐸̂𝑇
𝑇
∑

𝑡=1
𝛾𝑡 + 𝐶̂𝑇

𝑇
∑

𝑡=1
𝜂𝑡 + 𝐶̂𝑇 𝐸̂𝑇 𝐵̂𝑇 𝜎̂𝑇

𝑇
∑

𝑡=1
𝛽𝑡−1

+ (𝐵̂𝑇 +
𝜎̂𝑇
𝛽𝑇

+
𝐶̂𝑇
𝛽𝑇

)𝛩𝑇 )
1
2 ),

where 𝐶̂𝑇 = max𝑡∈[𝑇 ] 𝐶𝑡 and 𝜎̂𝑇 = max𝑡∈[𝑇 ] 𝜎𝑡.

Proof.  Using the Mean Value Theorem and Assumption  3.(2),we can 
get

R𝑖,𝑇 =
𝑇
∑

𝑡=1
E[𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝑥𝑖,𝑡, 𝐱∗−𝑖,𝑡)) − 𝑓𝑖,𝑡(𝑥

∗
𝑖,𝑡, 𝜏𝑡(𝐱

∗
𝑖,𝑡))] ≤

𝑇
∑

𝑡=1
𝐵𝑡E‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡‖

≤ 𝐵̂𝑇

√

√

√

√𝑇
𝑇
∑

𝑡=1
E‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡‖2 ≤ 𝐵̂𝑇

√

√

√

√𝑇
𝑇
∑

𝑡=1
E‖𝐱𝑡 − 𝐱∗𝑡 ‖2, (15)

where the Cauchy–Schwarz inequality is applied.
Considering the non-expansiveness property of the projection and 

the relation ‖𝑎 + 𝑏‖2 ≤ 2‖𝑎‖2 + 2‖𝑏‖2, then using Assumption  3.(2), it 
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follows that
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡+1 − 𝑥∗𝑖,𝑡+1‖

2

=
𝑁
∑

𝑖=1
‖𝑃𝑖,𝑡+1 [𝑥𝑖,𝑡 − 𝛽𝑡𝑔𝑖,𝑡] − 𝑥

∗
𝑖,𝑡+1‖

2 ≤
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡 − 𝛽𝑡𝑔𝑖,𝑡 − 𝑥∗𝑖,𝑡+1‖

2

=
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1‖

2 +
𝑁
∑

𝑖=1
𝛽2𝑡 ‖𝑔𝑖,𝑡‖

2 − 2
𝑁
∑

𝑖=1
𝛽𝑡⟨𝑔𝑖,𝑡, 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1⟩

≤
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1‖

2 + 2
𝑁
∑

𝑖=1
𝛽2𝑡 ‖∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡)‖

2 + 2
𝑁
∑

𝑖=1
𝛽2𝑡 ‖𝜔𝑖,𝑡‖

2

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡), 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1⟩ − 2

𝑁
∑

𝑖=1
𝛽𝑡⟨𝜔𝑖,𝑡, 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1⟩

≤
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1‖

2 + 2𝑁𝛽2𝑡 𝐵
2
𝑡 + 2

𝑁
∑

𝑖=1
𝛽2𝑡 ‖𝜔𝑖,𝑡‖

2

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡) − ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)), 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡⟩

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)), 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡⟩

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡), 𝑥∗𝑖,𝑡 − 𝑥

∗
𝑖,𝑡+1⟩

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨𝜔𝑖,𝑡, 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡⟩ − 2

𝑁
∑

𝑖=1
𝛽𝑡⟨𝜔𝑖,𝑡, 𝑥

∗
𝑖,𝑡 − 𝑥

∗
𝑖,𝑡+1⟩, (16)

where the last equality is obtained by adding and subtracting terms.
Using Assumption  2 and Assumption  3.(3) to the term of (16), we 

can get

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡) − ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)), 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡⟩

≤ 2
𝑁
∑

𝑖=1
𝛽𝑡‖∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡) − ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡))‖‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡‖

≤ 2
𝑁
∑

𝑖=1
𝛽𝑡𝐿‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖𝐶𝑖,𝑡. (17)

Note that ∇𝑓𝑖,𝑡(𝑥∗𝑖,𝑡, 𝜏𝑡(𝐱∗𝑡 )) = 𝟎𝑛𝑖 , we use Assumption  3.(4) to the term 
of (16) yielding

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)), 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡⟩

= −2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) − ∇𝑓𝑖,𝑡(𝑥∗𝑖,𝑡, 𝜏𝑡(𝐱

∗
𝑡 )), 𝑥𝑖,𝑡 − 𝑥

∗
𝑖,𝑡⟩

= −2𝛽𝑡⟨∇𝑓𝑡(𝐱𝑡, 𝜏𝑡(𝐱𝑡)) − ∇𝑓𝑡(𝐱∗𝑡 , 𝜏𝑡(𝐱
∗
𝑡 )), 𝐱𝑡 − 𝐱∗𝑡 ⟩ ≤ −2𝛽𝑡𝜇‖𝐱𝑡 − 𝐱∗𝑡 ‖

2. (18)

Using Assumption  3.(3) to the term of (16), it is obtained that

− 2
𝑁
∑

𝑖=1
𝛽𝑡⟨∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝑦𝑖,𝑡), 𝑥∗𝑖,𝑡 − 𝑥

∗
𝑖,𝑡+1⟩ = −2𝛽𝑡⟨∇𝑓𝑡(𝐱𝑡, 𝐲𝑡), 𝐱∗𝑡 − 𝐱∗𝑡+1⟩

≤ 2𝛽𝑡‖∇𝑓𝑡(𝐱𝑡, 𝐲𝑡)‖‖𝐱∗𝑡 − 𝐱∗𝑡+1‖ ≤ 2𝛽𝑡
√

𝑁𝐵𝑡‖𝐱∗𝑡 − 𝐱∗𝑡+1‖. (19)

Substituting (17)–(19) into (16), we have
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡+1 − 𝑥∗𝑖,𝑡+1‖

2 ≤
𝑁
∑

𝑖=1
‖𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡+1‖

2 + 2𝑁𝛽2𝑡 𝐵
2
𝑡 + 2

𝑁
∑

𝑖=1
𝛽2𝑡 ‖𝜔𝑖,𝑡‖

2

+ 2
𝑁
∑

𝑖=1
𝛽𝑡𝐿‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖𝐶𝑖,𝑡 − 2𝛽𝑡𝜇‖𝐱𝑡 − 𝐱∗𝑡 ‖

2

+ 2𝛽𝑡
√

𝑁𝐵𝑡‖𝐱∗𝑡 − 𝐱∗𝑡+1‖ − 2
𝑁
∑

𝑖=1
𝛽𝑡⟨𝜔𝑖,𝑡, 𝑥𝑖,𝑡 − 𝑥∗𝑖,𝑡⟩

− 2
𝑁
∑

𝛽𝑡⟨𝜔𝑖,𝑡, 𝑥
∗
𝑖,𝑡 − 𝑥

∗
𝑖,𝑡+1⟩,
𝑖=1

8 
which can be denoted as
‖𝐱𝑡+1 − 𝐱∗𝑡+1‖

2 ≤ ‖𝐱𝑡 − 𝐱∗𝑡+1‖
2 + 2𝑁𝛽2𝑡 𝐵

2
𝑡 + 2𝛽2𝑡 ‖𝜔𝑡‖

2 − 2𝛽𝑡𝜇‖𝐱𝑡 − 𝐱∗𝑡 ‖
2

+ 2
𝑁
∑

𝑖=1
𝛽𝑡𝐿‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖𝐶𝑖,𝑡 + 2𝛽𝑡

√

𝑁𝐵𝑡‖𝐱∗𝑡 − 𝐱∗𝑡+1‖

− 2𝛽𝑡⟨𝜔𝑡, 𝐱𝑡 − 𝐱∗𝑡 ⟩ − 2𝛽𝑡⟨𝜔𝑡, 𝐱∗𝑡 − 𝐱∗𝑡+1⟩,

then by moving items, one can get

‖𝐱𝑡 − 𝐱∗𝑡 ‖
2 ≤ 1

2𝛽𝑡𝜇
[‖𝐱𝑡 − 𝐱∗𝑡+1‖

2 − ‖𝐱𝑡+1 − 𝐱∗𝑡+1‖
2] +

𝑁𝛽𝑡𝐵2
𝑡

𝜇
+
𝛽𝑡
𝜇
‖𝜔𝑡‖

2

+ 𝐿
𝜇

𝑁
∑

𝑖=1
𝐶𝑖,𝑡‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ +

√

𝑁𝐵𝑡
𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖

− 1
𝜇𝛽𝑡

⟨𝜔𝑡, 𝐱𝑡 − 𝐱∗𝑡 ⟩ −
1
𝜇𝛽𝑡

⟨𝜔𝑡, 𝐱∗𝑡 − 𝐱∗𝑡+1⟩. (20)

Summing the first term of (20) over 𝑡 ∈ [𝑇 ], it is obtained that
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

[‖𝐱𝑡 − 𝐱∗𝑡+1‖
2 − ‖𝐱𝑡+1 − 𝐱∗𝑡+1‖

2]

=
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

[‖𝐱𝑡 − 𝐱∗𝑡 ‖
2 + ‖𝐱∗𝑡 − 𝐱∗𝑡+1‖

2

+ 2⟨𝐱𝑡 − 𝐱∗𝑡 , 𝐱
∗
𝑡 − 𝐱∗𝑡+1⟩ − ‖𝐱𝑡+1 − 𝐱∗𝑡+1‖

2]

≤
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

[‖𝐱𝑡 − 𝐱∗𝑡 ‖
2 − ‖𝐱𝑡+1 − 𝐱∗𝑡+1‖

2]

+
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖
2 +

𝑇
∑

𝑡=1

√

𝑁𝐶𝑡
𝛽𝑡𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖, (21)

where ‖𝐱𝑡−𝐱∗𝑡 ‖ ≤
√

𝐶2
1,𝑡 +⋯ + 𝐶2

𝑁,𝑡 ≤
√

𝑁𝐶𝑡, then expanding this term, 
we get
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

[‖𝐱𝑡 − 𝐱∗𝑡 ‖
2 − ‖𝐱𝑡+1 − 𝐱∗𝑡+1‖

2]

= 1
2𝛽1𝜇

[‖𝐱1 − 𝐱∗1‖
2 − ‖𝐱2 − 𝐱∗2‖

2] + 1
2𝛽2𝜇

[‖𝐱2 − 𝐱∗2‖
2 − ‖𝐱3 − 𝐱∗3‖

2]

+ ⋯ + 1
2𝛽𝑇 𝜇

[‖𝐱𝑇 − 𝐱∗𝑇 ‖
2 − ‖𝐱𝑇+1 − 𝐱∗𝑇+1‖

2]

= 1
2𝛽1𝜇

‖𝐱1 − 𝐱∗1‖
2 +

𝑇
∑

𝑡=2
( 1
2𝛽𝑡𝜇

− 1
2𝛽𝑡−1𝜇

)‖𝐱𝑡 − 𝐱∗𝑡 ‖
2 − 1

2𝛽𝑇 𝜇
‖𝐱𝑡+1 − 𝐱∗𝑡+1‖

2

≤
𝑁𝐶2

1

2𝛽1𝜇
+
𝑁𝐶̂2

𝑇

2𝜇

𝑇
∑

𝑡=2
( 1
𝛽𝑡

− 1
𝛽𝑡−1

) ≤
𝑁𝐶2

1

2𝛽1𝜇
+
𝑁𝐶̂2

𝑇

2𝛽𝑇 𝜇
. (22)

Summing (20) over 𝑡 ∈ [𝑇 ] and taking the expectation, then 
substituting (21)–(22) into (20), we can get
𝑇
∑

𝑡=1
E‖𝐱𝑡 − 𝐱∗𝑡 ‖

2 ≤
𝑁𝐶2

1
2𝛽1𝜇

+
𝑁𝐶̂2

𝑇
2𝛽𝑇 𝜇

+
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖
2

+
𝑇
∑

𝑡=1

√

𝑁𝐶𝑡
𝛽𝑡𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖ +
𝑁𝐵̂2

𝑇
𝜇

𝑇
∑

𝑡=1
𝛽𝑡 +

1
𝜇

𝑇
∑

𝑡=1
E𝛽𝑡‖𝜔𝑡‖2

+
𝐿𝐶̂𝑇
𝜇

𝑇
∑

𝑡=1

𝑁
∑

𝑖=1
E‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ +

√

𝑁𝐵̂𝑇
𝜇

𝑇
∑

𝑡=1
‖𝐱∗𝑡 − 𝐱∗𝑡+1‖

−
𝑇
∑

𝑡=1
E 1
𝜇𝛽𝑡

⟨𝜔𝑡, 𝐱𝑡 − 𝐱∗𝑡 ⟩ −
𝑇
∑

𝑡=1
E 1
𝜇𝛽𝑡

⟨𝜔𝑡, 𝐱∗𝑡 − 𝐱∗𝑡+1⟩. (23)

Using the distribution of noise, we know 𝜔𝑇𝑡 𝜔𝑡∕𝜎2𝑡  is distributed as 
chi-square with 𝑛 degrees of freedom, then 
E‖𝜔𝑡‖2 = E(𝜔𝑇𝑡 𝜔𝑡) = 𝜎2𝑡 𝑛. (24)

Considering 𝑥𝑡 and 𝑥∗𝑡  are measurable with respect to sigma-algebra 
𝑡, and 𝜔𝑡 is independent of 𝑡, so it is obtained that
E⟨𝜔𝑡, 𝐱𝑡 − 𝐱∗𝑡 ⟩ = E{E{⟨𝜔𝑡, 𝐱𝑡 − 𝐱∗𝑡 ⟩|𝑡}}

and 
E{⟨𝜔 , 𝐱 − 𝐱∗⟩| } = (𝐱 − 𝐱∗)𝑇E(𝜔 ) = 𝟎 . (25)
𝑡 𝑡 𝑡 𝑡 𝑡 𝑡 𝑡 𝑛
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Substituting (24)–(11) and (25) into (23), we have
𝑇
∑

𝑡=1
E‖𝐱𝑡 − 𝐱∗𝑡 ‖

2 ≤
𝑁𝐶2

1
2𝛽1𝜇

+
𝑁𝐶̂2

𝑇
2𝛽𝑇 𝜇

+
𝑇
∑

𝑡=1

1
2𝛽𝑡𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖
2

+
𝑇
∑

𝑡=1

√

𝑁𝐶𝑡
𝛽𝑡𝜇

‖𝐱∗𝑡 − 𝐱∗𝑡+1‖ +
𝑁𝐵̂2

𝑇
𝜇

𝑇
∑

𝑡=1
𝛽𝑡 +

1
𝜇

𝑇
∑

𝑡=1
𝛽𝑡𝜎

2
𝑡 𝑛

+
𝐿𝐶̂𝑇
𝜇

𝑇
∑

𝑡=1

𝑁
∑

𝑖=1
E‖𝑦𝑖,𝑡 − 𝜏𝑡(𝐱𝑡)‖ +

√

𝑁𝐵̂𝑇
𝜇

𝑇
∑

𝑡=1
‖𝐱∗𝑡 − 𝐱∗𝑡+1‖

+
𝑇
∑

𝑡=1

1
𝜇𝛽𝑡

√

𝑁𝜎𝑡
√

2
𝛤 ( 𝑛+12 )

𝛤 ( 𝑛2 )
‖𝐱∗𝑡 − 𝐱∗𝑡+1‖, (26)

then we substitute (26) and Lemma  5 into (15) completing the
proof. □

Remark 13.  In Theorem  2, the regret is impacted by some parameters, 
e.g., 𝐸̂𝑇 , 𝐵̂𝑇  and 𝐶̂𝑇 , where Assumption  2 and Assumption  3 (2) can 
make them take finite value for given 𝑇 . But when time 𝑇  tends to 
infinity, where Assumptions  2 and 3 (2) fail, these parameters may 
also tend to infinity, then sub-linear regret will be impacted, i.e., if 
lim𝑇→∞

𝐵̂𝑇
𝑇 = 1, then lim𝑇→∞

R𝑖,𝑇
𝑇 → ∞. So when the time tends to 

infinity, it is necessary to analyze the increase rate of these parameters. 
Crucially, if these parameters remain bounded, they only affect the 
convergence rate of regret without changing its sublinearity.

Remark 14.  For an online version of differential privacy, it is 
necessary to analyze the impact of the cumulative privacy budget over 
a horizon of length T, i.e., ∑𝑇

𝑡=1 𝜖𝑡. By Theorem  1, the privacy budget 
𝜖𝑡 can be converted into the variance of noise 𝜎𝑡. In Theorem  2, the 
variances of noises are affected by the step-size and optimal path 
variable, thus only 𝜎̂𝑇 = max𝑡∈[𝑇 ] 𝜎𝑡 affect algorithm’s performance. 
According to the analysis in Remark  10, the variance is bounded at any 
finite time 𝑇  and also as 𝑇  tends to infinity. Therefore, the differential 
privacy mechanism does not affect the algorithm’s sublinearity. In 
addition, Theorem  2 shows the privacy protection considered in this 
paper only affect the convergence rate of the designed algorithm.

Remark 15.  Based on (5) in Theorem  1, there exists a trade-off 
between the variance and the privacy parameters. When the probability 
of privacy leakage 𝛿𝑡 remains constant, a smaller privacy budget 𝜖𝑡
leads to a larger variance 𝜎𝑡. Similarly, with a fixed 𝜖𝑡, a smaller 𝛿𝑡 also 
results in a larger 𝜎𝑡, so a higher degree of privacy protection leads to 
a larger upper bound of variance, i.e., 𝜎𝑇  is larger. Then according to 
the relation of the variance and the regret upper bound (See Theorem 
2), it is clear that a higher degree of privacy protection make algorithm 
convergence rate be slower.

Corollary 1.  Under Assumptions  1–4, let 𝛽𝑡 = 𝑡−𝜁 , where 𝜁 ∈ (0, 1), and 
𝐵̂𝑇 , 𝐶̂𝑇 , 𝐸̂𝑇  and 𝜎̂𝑇  are finite as time 𝑇  tends to infinity, then by Algorithm 
1, for any 𝑖 ∈  , the dynamic regret satisfies

R𝑖,𝑇 ≤ (𝑇
1+𝜁
2 + 𝑇

2−𝜁
2 + 𝑇

1+𝜁
2 𝛩𝑇 +

𝑇
∑

𝑡=1
𝛾𝑡 +

𝑇
∑

𝑡=1
𝜂𝑡).

Remark 16. In fact, it is impossible that regret has a sub-linear bound 
in the worst condition. Because if the variations of functions and 
constraints were too fast, the algorithm’s iterative convergence might 
fail to keep pace with the rate of change of the time-varying optimal 
value point. We need to introduce some constrictions on the variation 
of time-varying function and time-varying constraint sets. The path 
variation 𝛩𝑇  and 

∑𝑇
𝑡=1 𝜂𝑡 are used to limit the variation of time-varying 

function, and ∑𝑇
𝑡=1 𝛾𝑡 is used to depict the change of the time-varying 

constraint sets. Let 𝛩𝑇 ≤ (𝑇 𝜌), ∑𝑇
𝑡=1 𝜂𝑡 ≤ (𝑇 𝜁 ) and ∑𝑇

𝑡=1 𝛾𝑡 ≤ (𝑇 𝜁 ), 
where 𝜌 < 1−𝜁

2 , 𝜁 ∈ (0, 1), then the dynamic regret have a sub-linear 
upper bound.
9 
Remark 17.  Compared with [23], which addresses the offline op-
timization problem within the context of static constraints and the 
Laplace mechanism, this paper studies an online game with time-
varying constraints and employs the Gaussian mechanism for privacy 
protection. The variation of constraints introduces challenges to the 
design of online algorithms and the analysis of regret, where the 
operation of projecting decisions to the next time, combined with the 
slow-variation condition characterized by Assumption  4, makes it pos-
sible to achieve convergence for online algorithms with time-varying 
constraints. Furthermore, the real-time changing privacy information 
in time-varying objective functions brings challenges to whether the 
algorithm can provide effective protection at every moment. Sensitivity 
can extract the upper bound of the information that needs protection 
in real time. This allows online algorithms to adjust the noise added to 
the algorithm in real time, achieving effective protection.

4. Numerical simulation

In a dynamic Nash–Cournot market model, five firms (𝑁 = 5)
compete by producing and selling identical goods. At each time t, the 
output level 𝑥𝑖,𝑡 of firm 𝑖 is subject to a time-dependent constraint 𝑖,𝑡 ∈
R, influenced by both policy shifts and technological advancements, 
where 𝑖,𝑡 = [10 − 20 sin(𝑡)∕

√

𝑡, 20 − 20 sin(𝑡)∕
√

𝑡] for 𝑡 ≥ 1 and 𝑖,0 = 𝑖,1. 
The time-varying cost function of the player 𝑖 has the form 𝑓𝑖,𝑡 =
(sin(𝑡∕500) + 1)𝑥𝑖,𝑡 − 𝑥𝑖,𝑡(20 + 𝑖∕10 − (𝑖∕20) cos(𝑡∕500) − 𝜏𝑡(𝐱𝑡)) impacted 
by the marginal costs and order demands, where the time-varying 
aggregative term is given by 𝜏𝑡(𝐱𝑡) = 1

𝑁
∑𝑁
𝑖=1 𝜓𝑖,𝑡(𝑥𝑖,𝑡) and 𝜓𝑖,𝑡(𝑥𝑖,𝑡) =

𝑥𝑖,𝑡 + cos(𝑡)∕(𝑡 + 1). We can get the Nash equilibrium 𝑥∗𝑖,𝑡 by solving the 
equations ∇𝑓𝑖,𝑡(𝑥𝑖,𝑡, 𝜏𝑡(𝐱𝑡)) = 0, 𝑖 ∈  , at each time t.

We randomly select initial points 𝑥𝑖,0 ∈ 𝑖,0, 𝑖 ∈  , make step-size 
𝛽𝑡 =

1
√

𝑡
 for 𝑡 ≥ 1, 𝛽0 = 𝛽1, parameter 𝛿𝑡 = 0.01, 𝜖𝑡 = 0.5, and execute 

Algorithm 1 and privacy-free Algorithm. We can get the Fig.  1, where 
the players are strictly bounded in the time-varying constraint sets for 
all time t, and they can find the optimal points by iteration. Due to 
the perturbation introduced by noise, the decisions 𝑥𝑖,𝑡 after privacy 
protection exhibit certain fluctuations. Firms transmit information via 
time-varying communication graphs. However, an adversary could at-
tack these channels to acquire the transmitted data, from which they 
might infer the corporate objective functions, resulting in a privacy 
leakage. Our algorithm offers indirect protection for the transmitted 
data. Fig.  2 demonstrates that the privacy-preserved 𝑦𝑖,𝑡 is distinct from 
the transmitted data without privacy protection. Consequently, the 
adversary cannot obtain the true transmitted data and therefore cannot 
infer the sensitive information. The maximum of average estimate 
errors of aggregative terms are shown in the Fig.  3, from which we 
can see the comparison of Algorithm 1 and the privacy-free algorithm. 
It is obtained that noises impact the convergence of aggregative es-
timates in Algorithm 1. Firms interact via a time-varying connected 
communication graph, while adversaries exploit aggregate estimates to 
reconstruct private cost functions from inferred gradients. Then the 𝑖th 
player regrets of Algorithm 1 and the 𝑖th player privacy-free algorithm 
are shown in the Fig.  4. The decreasing trend of average regret implies 
that Algorithm 1 has good performance, and the convergence rate is 
lower than privacy-free one. By choosing different parameters 𝜖𝑡, we 
can get Fig.  5, from which we can see that the smaller 𝜖𝑡 has the slower 
convergence rate.

5. Conclusion

In this paper, we study a complex online scenario of distributed 
aggregative game with privacy protection, where a privacy-preserving 
projected tracking algorithm is given. In particular, the definition of 
one-way Hausdorff is introduced to describe the unidirectional varia-
tion of time-varying constraints. In the algorithm, we consider a slow 
change scenario of time-varying constraint sets and make all actions 
be confined on their constraints by project operation at each time. In 
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Fig. 1. The players and time-varying constraint sets.

Fig. 2. The transmitted data under different algorithms.

Fig. 3. Maximum of average estimate errors under different algorithms.
10 
Fig. 4. The average dynamic regret under different algorithms.

Fig. 5. The average dynamic regret under different 𝜖𝑡.

addition, the differential privacy is utilized to protect the cost functions. 
Then the sublinear dynamic regret is given, and it is shown that 
the variance of noise would impact the convergence rate of regret. 
Finally, we confirm the conclusion by using numerical experiments of 
Nash–Cournot game.
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