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This study focuses on the problem of distributed online Nash equilibrium seeking for aggregative games
under time-varying constraints and differentially private. The players’ constraint sets are assumed to be non-
uniform and time-varying, while their cost functions are deemed to contain sensitive information requiring
protection. To characterize the evolution of the time-varying constraints, we employ the one-way Hausdorff
distance ensuring that the players’ decisions always stay at the constraints at each time step. For privacy
preservation, we mask the players’ gradients with independent Gaussian noise before information exchange
among neighbors. By integrating a projected gradient descent approach with a consensus tracking protocol, we
develop a distributed online privacy-preserving algorithm that accommodates both time-varying constraints
and time-varying communication topologies. We rigorously prove that the proposed algorithm guarantees
(¢, 6,)-differential privacy. Furthermore, we establish a sub-linear dynamic regret, revealing a fundamental
tradeoff between the convergence rate of regret and the level of privacy protection. Finally, through
numerical simulations implemented on a Cournot game, the theoretical analysis is verified, and the algorithm’s
effectiveness is demonstrated.

1. Introduction

Aggregative game [1,2] is a class of noncooperative game [3,4],
where the cost function of each player hinges on both their individual
action and an aggregated term that encompasses the actions of all
(e.g., total sum). The main purpose of the game is to find the Nash
equilibrium, where no player is able to reduce their cost through uni-
lateral deviation from their own strategy. There exist several practical
situations involving aggregative game, such as Cournot competition in
economics [5], smart grids [6], and resource allocation [7].

In dynamic environments where players’ cost functions vary over
time, the resulting game is termed an online game. A critical perfor-
mance measure for online algorithms is the regret, which quantifies
the cumulative deviation from the optimal sequence of decisions. For
an algorithm to be considered feasible, it must ensure that the regret
exhibits a sublinear upper bound, thereby guaranteeing its asymptotic
convergence to an optimal solution. The study of online aggregative
game has received increasing attention due to the common applications
in reality, such as, in a dynamic smart grid environment, the costs
and operational constraints of energy supply fluctuate in real time

due to the uncertainty of renewable energy generation [8,9]. Some
distributed algorithms were proposed to deal with distributed online
aggregative game problems with static constraints, e.g., the mirror
ascent algorithm [10] and a distributed forward-backward splitting
algorithm [11]. A distributed online gradient descent algorithm with
primal-dual and push-sum method was proposed in [12], where the
constraint of players was static and the coupled nonlinear inequality
constraint was time-varying. This paper considers time-varying local
constraints in a relatively smooth manner, i.e., a slow-variation pattern,
which are commonly encountered in practice. For example, individual
technical improvements and management adjustments can make the
players’ local constraint sets be time-varying, and national overall
regulation and anti-monopoly laws prevents the constraint set from
changing drastically over time. Hence, this paper primarily considers
time-varying constraint sets in a slow-varying mode. When considering
time-varying constraints, it is unavoidable to analyze scenarios of con-
straint violation, where the actions of players may lack the practical
significance.

In the aggregative game problem, the real aggregative term is not
known by each player, and the estimated aggregative variables can
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be shared with their neighbors in communication network at each
time [13], where there exists the risk that the sensitive information
may be disclosed to the adversaries. Therefore, privacy protection is
vary necessary for aggregative games. Some measures were proposed
to protect privacy, e.g., homomorphic encryption [6], k-anonymity,
generalization-based approaches [14], noise perturbation [9] and other
methods [15,16], where the uncertain noises and parameters restricted
the utilizations of algorithms. Note that differential privacy has strongly
arbitrary post-processing for privacy protection and auxiliary infor-
mation [17]. And there were some offline distributed algorithms for
aggregative game with differential privacy, e.g., [18-21], where sen-
sitive information of players is protected during communication with
other players. In the online setting, players’ information is updated in
real-time, and information leakage may occur at each iteration during
interactions with other players, so real-time privacy protection for
information is essential. A specially designed noise is used to protect
the transmitted information in online game algorithm [9]. Differential
privacy is considered in online learning [22], but there is a lack of lit-
erature analyzing the protection of differential privacy for online game
problems. In contrast to offline games, where the sensitive information
in the function does not change over time (see [21]), the information
that needs protection in online games changes in real-time. This brings
challenges to the algorithm in whether it can effectively protect the
changing information in every iteration. For example, the cost function
in a player’s objective function may change with time, and this part of
information can reflect processes like internal corporate restructuring,
thus requiring real-time protection.

Based on the above observation, we design a differentially pri-
vate distributed online aggregative game algorithm with dynamic con-
straints, which mainly adopts projected gradient descent and a tracking
method. In order to describe the variation of constraint sets over time,
the definition of one-way Hausdorff distance is introduced, which is
used to describe a slow-variation pattern. Gaussian noises is utilized to
perturb the sensitive information of the cost functions in the algorithm.
Based on the sensitive information needed to protected, the variances of
noises can be accurately counted at each time. Some main contributions
are given as follows.

(1) Compared to [9,12], where only time-varying functions and
network topologies are considered, this paper extends the scope to
a more general online setting, introducing the novel dimension of
time-varying local constraint sets for each player and time-varying
parameters ¢, and 6, for online privacy protection. The time-varying
constraints of each player are non-uniform and all actions of players
are confined in the their corresponding constraint sets over time by
the projected operation, where the upper bound of constraint viola-
tions does not need to be analyzed. And the rigorous constraint can
make all actions have practical meaning at each time. The one-way
Hausdorff distance is given to characterize the unidirectional motion of
time-varying constraint sets, which makes the designed algorithm suit
for multiple variation scenarios of constraint sets, such as expansion,
contraction, remaining stability or slow movement permitting finite
large-magnitude variation.

(2) Motivated by [21], where (¢, §)-differential privacy protects sen-
sitive information in the offline algorithm, we design a online privacy
protection algorithm, where time-varying private information can be
protected in the sense of (e, §,)-differential privacy at each time t.
Gaussian noise with time-varying variance is directly added to the
gradient of player at each time, which can protect the time-varying cost
functions. It is also proved that the upper bound of all time-varying
variances only affects the convergence rate of regret and not change
the sublinearity of regret.

This article unfolds according to the following structure. Some
foundations and relevant problem setups are introduced in Section 2,
including the definition of online aggregative game, differential privacy
and graph theory. Section 3 mainly analyzes privacy protection and the
regret of the algorithm. Section 4 presents the numerical experiments
based on the Nash—Cournot game. The conclusion of this paper is given
in Section 5.
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Notations. Throughout this paper, the n dimensional vector space is
denoted as R”. For an integer T > 0, define [T] = {0,1,...,T} as a set.
Let x = col(x, ..., x) represents the column vector formed by stacking
individual vectors x, through x,. I denotes the identity matrix, while
1, and 0, denote column vectors whose elements are all ones and zeros,
respectively. Let || - ||, (a, b) and a” denote the standard Euclidean norm,
the inner product of a, b € R" and the transpose of a € R", respectively.
The symbol ® is the Kronecker product. Let V, f;,(a,b) := V,f; (a,b)
and V,f;,(a.b) := V,f;(a,b) denote the local gradients of f;,(-) with
respect to the first variable ¢ and the second variable b. A diagonal

matrix is represented as diag(a,,...,ay), where a;, i € {1,...,N}, are

the diagonal elements. A random variable w, ~ N'(0,,621,) (Where ¢, >
@ 2

0) has the probability density function ¢(w,) = H,'.'=l L = exp <—;—’;>,
2mo; Ot

where w;, is the ith element of the n-dimensional vector w,.
2. Preliminaries and problem description

Some important foundations will be introduced in this section,
including game theory, differential privacy, and graph theory. Based on
these foundation, we establish a differentially private distributed online
aggregative game algorithm with dynamic constraints.

2.1. Online aggregative games

A distributed online noncooperative game is denoted as Y(r) =
{V.C, f,}, where ¥V = {1,..., N} represents a set of N players, C, =
Cy,X-+XCy, CR" denotes the time-varying action set with the player
i’s action set C;, C R" at time r and lei (= n. C_;; CR"™" denotes
the time-varying action set that does not include player i’ action set.
fi={f14>---+ fn,) denotes the time-varying cost function set with f;, :
C, — R. Define x, = col(x,,...,xy,) = (x;,,X_;,) as the action of all
players, where x;, € C;, and x_;, = col(Xy, ..., X;_| s Xj11>---» XN ) €
C_;, denotes the actions of other players.

Definition 1 ([9] Online Aggregative Game). An online game Y (7) is
aggregative if there exists a time-varying aggregative function 7,(x,) :
C, » R™, which is separable, i.e., 7,(x,) = % Zfil v (x; ) and w; (x;,)
C;; = R™, such that there exist functions f;,(x;,.7,(x)) : ;, xR" = R
for all i € V, which satisfy f; ,(x;,, 7,(X)) = fi,(x; 1, 7(x; - X_; )

Definition 2 ([9] Nash Equilibrium). There exists an action profile
X! € C,, such that for all players i € ¥ and all times ¢ € [T],

f[v[(xiyts T](x['[, X:‘J)) > f/J(x;k,t’ T;(x,*)),

then x; is an Nash equilibrium.
2.2. Differential privacy

When players transmit information over the network, their private
information is at risk of being leaked in distributed algorithms, where
the attack model is considered like [21], i.e., the semi-honest players
who collect other players’ information and the adversaries of wire-
tapping all communication channels. Differential privacy can provide
privacy protection for each player.

Differential privacy naturally involves adding noise to exact result
before delivering, where an adversary cannot infer sensitive informa-
tion with a high probability. We consider an online privacy protection,
where the player’s information is time-varying and needs to be pro-
tected at each time t. The time-varying adjacent function sets are
introduced to record sensitive information needed to be protected.

Definition 3 (The Time-varying Adjacent Function Sets). There exist

two time-varying function sets F,(” = { f‘.(:)}fi , and F,m = { ff)}fi .
at each time ¢ € [T']. If there only exist i, € V such that fl.(o'i # f,.(oz),,

then they are called adjacent time-varying function sets, denoted as
(D 2
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Definition 4 ([21,23] The Time-varying Sensitivity). The time-varying
sensitivity of an query function ¢ is defined as

4 = sup la(F") = a(F)]I,

FO E®: 4dj(FD FD)
which captures the worst impact of a single individual’s information on
the query function ¢ at time t.

Definition 5 ([24] Differential Privacy). For any time ¢t € [T], given
constants ¢,,86, > 0, the two time-varying adjacent function sets FI(”
and E(z), and the subset of outputs S, C Range(M), if a distributed
online Nash equilibrium seeking algorithm M satisfies

PIMFD) € S} < e“PIM(FE®) € S,) + 5,

then the algorithm is said to realize (¢,, §,)—differential privacy.

Remark 1. The query function ¢ is an output map, which provides
answers based on specific needs (see [21,24]), e.g., querying the infor-
mation transmitted to other players in the algorithm, or querying the
gradients of players. The query q of interest is gradient in this paper.

Remark 2. (¢, 6)-differential privacy serves as a method for privacy
protection in traditional offline settings (see [21,25]), while (e,,§,)-
differential privacy in online scenarios, with its time-varying parame-
ters, allows for greater flexibility in algorithms. The privacy level of
individuals’ information can be quantified by the privacy budge ¢,,
where a smaller ¢, implies a higher information protection level. The
constant &, implies the algorithm can fulfill ¢,-differential privacy with
a probability of 1 — 6, and fail with the probability of §,. We can also
make all ¢, = ¢ and §, = 6 to realize the same private protection level
at all time t.

2.3. Graph theory

We formalize the communication network as a time-varying
weighted graph G, = (¥, X,, W,), where V is the vertex set representing
N agents, and X, C VXV constitutes the edge set. W, = [w,;(1)] € RN
is the adjacency matrix with w;;(t) quantifying the communication
weight between agent i and j. The graph is said to be undirected
if (j,i) € X,  (i,j) € &, for all + > 0. To establish convergence
properties, the following structural assumptions on the graph sequence
G, are given.

Assumption 1 ([25]). The time-varying communication topology G,
is connected and undirected. The weighting matrix W, satisfies: (1) W,
is a doubly stochastic matrix, i.e., W1y = 1y W, = 1y, (2) there is a
constant 0 < A < 1, such that the weight w;(t) > 4, and w;;(t) > 4
whenever w;;(t) > 0 for all i € V.

Give the definition of the transition matrix @(h, k) = W,W,,_; --- W,
for all h > k > 0, where @(h,h) = W), for all h > 0. Next, we present
the following lemma to analyze the convergence of algorithm.

Lemma 1 ([26]). When Assumption 1 holds, there are constants 6 > 0,
a € (0,1), such that ||d(h, k);; — %n < 0a"* for dll time h > k > 0 and
all players i, j € V.

Remark 3. The time-varying graph in this paper, an undirected
connected graph, represents a simplified assumption. Under the as-
sumption of jointly connected graphs, Lemma 1 also holds (cf. [27]),
and consequently, Theorem 2 can also be derived to hold.

2.4. Problem description

There exist N players in the online aggregative game, and each
player intends to resolve the optimization problem
min fi,z(xi,rsfx(xr))s (l)
!

xi€C;,
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where the aggregative function has the form 7,(x,) = % Zfi | Wi (X ).
We assume each player obtains its cost function f;,, time-varying
constraint C; ,,; and time-varying function y;, only after taking action
x;, at time ¢, and estimates the aggregative variable 7,(x,) only by
communicating with its neighbors. We know the global gradient is
Vo f i T%0)) = V(5 7 (%) + oL, £, (x;,07,(x,)), which can
be denoted as

V fi(x; > 7,(X,)). And the pseudogradient is denoted as V f,(x;, 7,(x,))
=col(Vf1,Xy 1 7(X))s s VN Xy > 7,(X)))-

The algorithm is to find the Nash equilibrium x; while protecting
player privacy in this paper. Since the noise in the algorithm makes
the action x;, random, we take the expected dynamic regret R, to
evaluate the performance, and we wish the expected dynamic regret to
have a sub-linear upper boundary, i.e., limy_ R’T’T — 0, which has the
following form

T
R = O BLf 060 7,00 X5, ) = fra Gl T (XD @

=1
Then some standard technical assumptions are listed.

Assumption 2 ([9]). For all players i € V and all time ¢ € [T],

(1) the time-varying constraints C;, is nonempty, convex and com-
pact; '

(2) there exist constants C.,C >0 for time-varying constraints,
i.e., for any a and b belong to C;,, such that |la - b|| < C;, holds, and
max;ey C;; = C.

Assumption 3 ([21]). The convex function f;,(x;,, 7,(x,)) satisfies

(1) both the cost function w;,(x;,) and f;,(x;,, 7,(x,)) are continu-
ously differentiable in x;, and (x; . 7,(x,)) respectively;

(2) there exist constants B, and E,, such that the global gradients
and the local gradients are bounded for ¢ € [T}, i.e., ||[Vf;,(,)| < B,
IV, Ol < Ej;

(3) there exists a constant L > 0, such that the global gradi-
ent Vf, (x;,,7,(x)) is L-Lipschitz continuous, i.e., ||V f; (x;, 7,(x,) —
VfiiOie I < Lllx;, — yi Nl + Ll (%) = 7,(y)ll;

(4) given a constant x > 0 and for all ¢+ € [T], the pseudogradient
Vf,(x,,7,(x,)) is u—strongly monotone, i.e., (Vf(a) — Vf(b),a — b) >
ulla—b]|? for any a,b belong to C,.

Remark 4. In many gradient-descent-based algorithm (cf. [8,9,21]),
Assumption 3.(1) and 3.(3) are imposed to guarantee the existence
of the gradient and to constrain its variations, respectively, which
prevents the iterative algorithm from becoming unstable. And As-
sumption 3.(2) provides an upper bound on the gradient, which is
a standard requirement to guarantee the existence of a sub-linear
regret bound. Assumption 2.(1) and Assumption 3.(4) ensure the ex-
istence and uniqueness of Nash equilibrium (cf. [9,18]), which implies
Vfix,7,(x)) = 0, if and only if x, = x; and x; is Nash equilib-
rium. In the setting of unconstrained scenario, Assumption 3.(2) and
Assumption 3.(4) are inherently contradictory. However, the analytical
framework of our paper is based on the common scenario where
the action variables belong to the closed and compact, time-varying
constraint sets. Under this setting, these two assumptions can coexist
quite naturally, e.g., the function f,(x) = x(x + sin(?)) for x € [-2 —

1/Ve2+ 1/

The one-way Hausdorff distance is introduced to depict the varia-
tions of the time-varying constraint sets over time.

Definition 6 ([28] The One-way Hausdorff distance). Given two
nonempty bounded sets C;, and C; ., for any i € V and any time ¢ € [T],
defining

nC;y, Ciyp) = max {  min

X, — X:
Xi€Cip Xip41€Ci 141 ” i il ”}’

where h(C;,,C; ) is called the one-way Hausdorff distance from C;, to
Cips1-
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Based on the above definition, we know the one-way Hausdorff
distance h(C;,,C; ;) represents the movement of player i’ constraint
from time 7 to ¢+ 1. In dynamic environment, a technical assumption is

given to restrict the movement of time-varying constrains.

Assumption 4 ([29]). For all player i € ¥V and given a integer 7, the
one-way Hausdorff distance 2(C;;.C; ;) :=7;, > 0 satisfies

T T
Z h(Cis, Ciyy1) = 2 Vit
=0 =0

has a sub-linear upper bound, i.e., ZLO Yie < O(T), denote Z,]i \Yig =
Vi

Remark 5. By Definition 6, the max-min property of the one-
way Hausdorff distance makes it well-suited for characterizing the
spatial change of the constraint set from time 7 to # + 1. And the one-
way Hausdorff distance offers several distinct advantages compared
to other set distance metrics. For instance, the two-way Hausdorff
distance (see [30]) characterizes the mutual distance between two
constraint sets and cannot describe the unidirectional change feature
when C;, transforms into C; ,,,. Additionally, the centroid displacement
of constraint sets measures only the distance between the centroids of
the sets (see [31]), overlooking changes in other decisions within the
sets. In online algorithms, each updated decision can be any point in
the constraint set. Thus characterizing the distance between sets must
consider all point, which is a requirement that centroid displacement
cannot meet, e.g., the constraint set shrinks but the centroid remains
unchanged, then the centroid distance is zero and thus fails to capture
the extent of the contraction.

Remark 6. In dynamic environments, time-varying constraint sets
are common. While [8,12] consider time-varying coupled inequality
constraints, where constraints among players interact with each other,
this paper analyzes the case where players’ local constraints vary
over time. To characterize the variation of time-varying constraint
sets, Assumption 4 restricts their change to a slow-variation mode
(see [29]). This mode encompasses many practical situations, including
fixed constraint sets, gradual expansion, slow contraction, or scenarios
where the variation of the constraint set gradually stabilizes over time.
Such cases are frequently encountered in real life. For instance, a
wind power company can gradually expand its production capacity
by installing additional equipment, where the gradually expanding
production constraint, with the one-way Hausdorff distance y, = 0 for
all ¢, satisfies Assumption 4.

3. Main results

We design a privacy-preserving projected tracking algorithm for the
online aggregative game problem with dynamic constraint sets.

At each time t, each player uses a Gaussian noise ®;, to mask
its time-varying gradient Vf; (x;,,y;,) obtaining the noisy gradient
g;;- Then based on the noisy gradient, each player adopts a common
method to update its action, i.e., projected gradient descent with a
non-increasing step-size f,, where the projection operation prevents
all players from violating the time-varying constraints. In the online
aggregative game, we introduce the auxiliary variable y;, to track the
aggregation term r,(x,) at time t, which needs to be exchanged in the
time-varying communication graph. When the players transmit the aux-
iliary variable with their neighbors, there exists the risk of information
leakage, but noisy gradient can protect sensitive information although
the noise is not directly added to the auxiliary variable, where the
robustness of differential privacy to post-processing (cf. [17,24]) is
used. The detailed algorithm is written as Algorithm 1.

The algorithm has the compact form as follows

& = Viix,y) + o,

Systems & Control Letters 207 (2026) 106295

Algorithm 1 Privacy-preserving Projected Tracking Algorithm

Initialization: Select a non-increasing step-size f, > 0. Let x; € C;
and y; o = y; (x;) for all i € V.

Privacy protection: Each player receives a noisy gradient g;, =
Vfi(X;i 4> ¥iy) + @;, where the noise w;, € R" is the zero-mean inde-
pendent and identically distributed Gaussian noise with variance afr,
Le, w, ~ N, 07 1,).

Iterations:For step ¢ > 0 and player i € V

8it = VIii(Xip yig) + 0,

Xir1 = P, [Xie = Bigigls 3
N
YVigr1 = 2 Wi Oy + Wirp1 K1) — Wi (X ) @

=l

X1 = e, % = Bi&],
Yir1 = WOY; + Wi Xep) — (X)),

where the global action variable has the form x, := col(x;,,....xy,) €
C,, the auxiliary variable is denoted as y, := col(y,,,...,yy,) € R™
and the projective operator is viewed as P, := col(Pe, .- Pey - The
weight matrix has the form W(r) = W, ® I,,. The gradient has the
form Vf,(x,.y,) = col(Vf,(x1910 - VIN XN YN ,) € R, which
is used to estimate the pseudogradient, and the function is denoted
as w,(x,) = col(y,(x1,), ..., Wy (xy,) € R™N. The noise has the form
w, = col(w, ..., wy,), and distribution of the noise is w, ~ N'(0,, Z?),
where X} = diag(o7 1,05 I)-

Remark 7. The adversary can deduce the sensitive information of
the player’s cost functions from the auxiliary variable y;, when the
players communicate with their neighbors. By analysis, if adding the
noise directly to the auxiliary variable, the regret of the algorithm
will fail to find good upper boundary. So we introduce Gaussian
noise to mask gradient, thereby safeguarding the private information
under the framework of (¢, §,)—differential privacy, and the protection
mechanism will be delivered to the auxiliary variable by iteration.

Remark 8. The noisy gradient of differential privacy is different from
the stochastic gradient function (cf. [9,32]). The noise of the stochastic
gradient function come from the measurement error or data distur-
bance, whose distribution is arbitrary, and the noise cannot protect
sensitive information. By contrast, the variance of the noise of differ-
ential privacy is calculated strictly based on sensitivity and parameters
&, €., thus the noise of differential privacy can protect players.

Remark 9. Due to the characteristics of the distribution, adding
Laplace noise requires measuring [,-sensitivity and yields
(¢,, 0)-differential privacy (see [17,24]), where the probability of pri-
vacy leakage 6, is zero. In contrast, adding Gaussian noise requires mea-
suring /,-sensitivity and, as shown in [17], results in (¢,, §,)-differential
privacy. When dealing with high-dimensional query outputs, the value
of /,-sensitivity is typically much smaller than the /,-sensitivity, i.e., for
the same privacy budget, adding Gaussian noise results in less distor-
tion and better preserves data utility. Furthermore, the probability of
privacy leakage &, can be adjusted to flexibly balance the trade-off
between data utility and privacy strength (see Theorem 1), where a
smaller &, yields lower data utility but stronger privacy protection.
Based on the above advantages, we add Gaussian noise for privacy
protection.

3.1. Privacy analysis

We analyze the privacy protection of distributed online aggregative
game algorithm proposed, which can protect the sensitive information
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at any time t in the sense of (e, §,)—differential privacy. There exist
two adjacent function sets F(l) {f] (”}N and F(z) {f (2)}1{2 at time
t, where f(l) f(z) for any i # iy, and f(l) f(z) Note that i, € V
stands for any players whose cost function is dlffgrent in the adjacent
function sets at time t. The query function of proposed algorithm is the
gradient, thus when V fi(o'j =V f,.([i),, the sensitive cannot be leakage, so
we only consider the condition of V fi(olv), #V fi((i),. We consider a worst
scenario, where the adversary know W,, x,, f;, {1//‘-',}[.];’ e and the
distributions of the noises at time t. The output of the algorithm is S, =
{8} Z‘:’ , at time t. Next, the time-varying sensitivity of the algorithm
and the variances of noises are given, which make the algorithm satisfy
(¢;, 6,)—differential privacy.

Lemma 2. The time-varying sensitivity of the algorithm satisfies

A, <2B,,

for any time t > 0.

Proof. Considering two time-varying adjacent function sets F, ) and

F,(2>, we know the gradients V f M and v fi @ can be computed for

all i € V respectively based on F M and F, (2) Then we can get the
sensitivity of algorithm satisfies

1 2
A= sup Vs -vr?l

FOFP: adj(FVFP)

Vsl v <28,

0-f igst

where the i, is the different function in the two adjacent function sets,
and the inequality applies Assumption 3.(2). [J

Theorem 1. Let ¢, € (0,1) be arbitrary and 5, > 0 be sufficiently small.
Noise w;, is sampled from Gaussian distribution, whose variance is

2
,  8B2In(1.25/3,)

WET e ®)

or any i € V, denoted as 6> := o'
foranyieV, ;
privacy at each time t.

» and the algorithm is (¢,, 6,)—differential

Proof. We can observe the output sequence of the algorithm have a
linear relation with noise sequence at each time t, i.e., g, = Vf, + w,,
where the map can be denoted as Q(w,) € S, and w, = col(w;, ..., @y ).
When the algorithm applies to the two adjacent function sets Ft(” and
F,(2>, the equivalence relation holds for / = 1,2

PIMF) € S} = P(2") € S},

where the a)E” denote the noise added to the adjacent function sets F,(”.
In order to protect the sensitive information, we expect the se-
quences of outputs generated by w(l) and w(z) are same at each time
t, i.e., V f,(l) fl) =V ft(z) + wfz), Wthh means that there exists a map
A(), such that ' = A@"). Let I = (0"1Q") € S,},1 = 1,2,
which denotes the noise sets satisfying the algorithm. Then we have

P(Q2") € S,)
P(Q?) € S,)
/r(l) H, I(P(w(l))dﬂ)(l)

=|In |
fra) 1Y, e@)de?
/rmH 1<ﬂ(w(l))dw(l)
=|In |
Jro TIY, o(A@())def”
t
o0
fr(])Hl IHJ | Fexp(_ ) )da)(l)
27no
=|In I,

J.(1) J(1) JA(2)\2
(@i +VS V)

N n; 1
/rx(]) H,‘:l Hj'=1 mexp(— 202

)daw”

it
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where a) “) denotes the j’th element of the n;-dimensional vector a)( )

in the same way, we define V fl.’ 1(1) and Vf/ ,(2), then we can get
w/v(U)z

(
Iy, H ——=-¢exp(—
\/Tr 207,

@ v 0 Vf/m)z)

AT e

)

1 j,(1 j,(1 i, (2
_HHexp J())2 (@ ?’,()+Vfi{[()_vfi{[( ))2]
i=1 j=
i 1 j,(1 j,(1 2
—Hexp {0(,)) — @[+ VY -V
10)‘
Vl,o
1 1
<Hexp (@ I]()(f))z I()_I_\/—A )2
lof
1
= exp—— [n,O(A)z 2, /n 4, Zw W]
107
_ 2
< exp| no (47 = 2m; Aol 1),

16B2 In(1.25/8, ) "o

(Vfl (1)

where by Lemma 2, V" = v/ < 4, = \/ D v <
\/_ 4, holds. ¥, "o ’0(1) has a same distribution with !V for any
Jje{l,....n } Substltutlng (5) we can get the above 1nequahty Then,
it is obtalned

2

€ .
|t (4% = 2n; A, 1|
16B21n(1.25/5,) Mo Tt oyt

312 () 2
< ——— (4B, | + n, 4B),
16B2In(1.25/6) ° s !

4B, l0g(1.25/8,
where Lemma 2 is used. When the noise satisfies Iw’ (l)l < %5/)
gy

B,, we can get the privacy loss

Jro TIL, oA e deo?
| <lin |
/r(” H, . (/J(A(w(l)))dw(l)

<|lne| <¢,.

PM(E") € S,)
n
P{M(F?) € S}

Next, we will prove the probability of privacy leakage is §,, i.e.,
_ 4B,log(1.25/5))

P{la)j’(l)l >M,, - B} <5,
€ny,
We know P{w’ (:) > M} < 52’, and the tail bound of normal
b
i T 202 .
distribution ]P’{w’“) > M;,} < 0!, *ipr | When 6, is small

27[M,0,

<1and— ’°’<1n(\/2n )
lol

hold, where the detailed proof can be found in [17]. Therefore we can

(<0.01) and 0 < ¢, < 1, the two terms —2—

_M'zo’)
know IP’{w[’U([D > M} < %e i 5’ , and the probability of
privacy leakage 6, is proved. o
Setting P, = (@]} : l0}| < M; ) and P, = (o)) ¢ |0}l >
M;, .}, we know
PAIM(FD) € S} =PV + 0l 0l e Py}
+ PV + 0l ol e By

< ee,P{M(F;2>) €S+ 5,,

which shows the algorithm is (¢, §,)-differential privacy at each time
t. O

Remark 10. This value of the variance is selected to guarantee that the
probability of a privacy leakage is less than &, (See the proof of Theorem



X. Zhang et al.

A.1 in [17]). In the privacy protection algorithm, it is necessary to
strike a balance between privacy protection and algorithmic utility.
According to (5), the privacy parameters ¢, and §, must have a lower
bound to prevent the algorithm from becoming invalid, i.e., ¢, > €,,;, >
0 and §, > 6, > 0 for any time t, which means the variance o> has an
upper bound for all time.

Remark 11. Clearly, sensitivity gives an upper bound on how much
we must perturb its output to preserve privacy (cf. [17]). As required
by the algorithm, we select the gradient as the query function, and thus
need to compute the sensitivity of the gradient function. From Theorem
1 and [17], o,,; is determined by 4,,;. According to Lemma 2, 4,,,
depends only on the upper bound of Vf;,,; and remains unaffected
by x;,.; and y;,,, from iteration . So w,,; is determined solely by
the function at r + 1, which means protection at ¢ + 1 is achieved
independently of how well the information was protected at time 7.
Subsequently, the protection that w,,, provides for the function f,, is
transmitted to the decision x,,, and the auxiliary variable y,, by the
post-processing of differential privacy (See [21,24]), which prevents
adversaries from inferring players’ sensitive information by analyzing
the transmitted data y,,,.

Remark 12. From the proof of Theorem 1, when ¢, tends to 0, the
Gaussian mechanism M ensures that the probabilities of producing the
same output on two adjacent function sets are close with a probability
of at least 1 — §,, which means the algorithm protect the sensitive
information in the sense of (¢, §,)-difference privacy. Besides, gradi-
ents masked by noise make intuitively it difficult to identify sensitive
information for adversary.

3.2. Regret analysis

To analyze the convergence properties of algorithm, we establish
the following probabilistic framework:

Fi=clw i €V;0<h<i—1}121,

where F, denotes the sigma-algebra generated by all random variables
up to iteration ¢ — 1, where o, , represents the stochastic component
at time k. This filtration captures the complete historical information
available to the algorithm prior to time 7. Some variables are useful
to the regret analysis in dynamic environment, where Z —1%UPy ec;,,
llw; (v;) = w; 1l = n,_, and path variable Z,:] lx; —x7 Il :== 07
can describe the variation of functions.

Lemma 3.
holds

Under Assumption 1, for any t > 0, the following equation

1T
Vi = ﬁv/,(X,) = 7,(%,),

where y, is the average of aggregate estimate, i.e., j, =

1 N
N Z,’:] Vit

Proof. Multiplying # Z,'i , on both sides of (4), we can get

N N N

1 1 1 1

N 2 YVigr1 = ﬁ Z Z wiiOy; + N Z Wigr1 (Xig1) — N Z Wi (Xi ),
i=1 i=1 j=1 i=1 i=1

ie.,

T
Vg1 =0 + F(WT‘FI(XT‘Fl) - Wy(x;))»

where the stochastic property of weight matrix is applied.
When the initial condition y;, = w; ((x; ) holds,

1T
Vi =+ —(W,(X;) - Wt—l(xr—l))

1 T
= [P+ v (X)) — Wt 2%+ — (Wt(xt) — w1 (X1)

N N
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T
= =J+ I V’x(Xz) ‘I/()(X()) y/,(x,) = 1,(x,),

the proof is completed. []

Lemma 4. Under Assumption 3 and Assumption 4, for arbitrary time
t > 0, the following inequality holds

N N
Dl = X ll S BANB + Y Nl 1) +

i=1 i=1

Proof.
Using the property of norm, we can get

N N
D Wit = xill = X WP, [y = Bigia] = Xl

i=1 i=1

=z

< PP, xi = Bigidd = Pe,,, [l

i=1

2 1P, [x; ] = i

i=1

< 2 18,1l + Z P, [xi] = Xills
&~

=4

z

where the last inequality applies the non-expansiveness property of the
projection.
Then, by using Assumption 3.(2) and Assumption 4, the following
relations hold
N

N N
DB < B YAV fiy i vl + oy D) < BN B, + Y ey, I,

i=1 i=1 i=1
Z“PC,,Jrl zt]_xzt“<Zh(clzvcrt+l)—7’r’
i=1

where the last relation is based on the definition of the one-way
Hausdorff distance. []

Lemma 5. When Assumptions 1-4 hold, the sum of average estimate errors
of aggregation variable satisfies

T N

> Y By, — mx)ll < O(Eq By Zﬂ, + Z o1B + Er Z v+ Z m

t=1 i=1

+ ErBr Z o1-161-1)s
=1
where Ep = max,gr B,, and o, is the standard

deviation of noise.

E, and By = max

Proof. Using the recursive method to (4), we can get

N

Vig+1 = z wij(t)yj,t + V/i,t+1(xi,t+1) - l/’i,t(xi,t)
Jj=1

N N
= z Wij(t)[z Wj[(t - 1))’1,:—1 + V/j,t(xj,t) - V’j,r—l(xj,t—l)]
=1 =1

+ ‘I/i 1 (X)) = Wi ()
N

—ch(tr Diy¥yamt + 2 @0 W) = w0y (o))
j=1

+ V/i,r+1(xi,z+1) =i (xip)

N t N
= 2 D(t, O)ijyj,o + 2 2 D(t, k),‘j[‘//j,k(xj,k) - ll/j’kfl(xj,kfl)J

i=1 k=1 j=1

+ Wit (X p) — Wi (X ) (6)
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Considering the doubly stochastic property of weight matrix and
using the recursive method, the following relation can be derived

LN LA
N Z Vil = 3 Z Z w;i Oy, +
=1 =1 i=1

1 _
N 2 Wi (X)) = 5+

Jj=1

Vi1 =

N

1

N Z Va1 (X 11)
j=1

N
1
ﬁ Z Wj,t(xj,x)

=z T

N
1
~ Z V1 (X p41) =

=+ le/,r(xﬂ) zll/,, 1o+ — Z‘V/m(x/m)
I
1 N
_ NZW,;:(x,,,): —yo+—22[wjk(x]k) Wt ()]
Jj=1 k=1 j=1
1 al 1 N
+ N;Wj,t+l(xj’t+l)_ N;Wj,t(xj,t)- )

Using Lemma 3 and substituting (6) and (7) into the following equation,
it can be obtained that

N N
Z 1y, = 7 x)ll = Z N1y, = %l

t—1
||2¢<r—10),,y,0+2
k=1

N

Mz

N
DD = 1,4 W4 G ) = Wt (X )]
1

Jj=

Jj=

i

N
1 1
+ 03 = W ) = 5 D10 = N 2 200 = Vet ()]
j=1 j=1

N N N
-~ LW = 0 ) 1= 3 1 R (@0~ 1,01, = =0
Jj=1 i= Jj=
-1 N 1
+ Z(dj(t -1 k) )[ll/, k(xj )~ V/j_k_l(xjvkq)]
k=1 j=1
]
+ V() = Wi () = Zw,,(xj,) Vi G |l
N N N -1 N
<Y Y0yl + 2 Y D 00 ;) =y ()
i=1 j=1 i=1 k=1 j=1

N

M G ) = Wi G 1)I|+Z|Iw,1(x”)—w,, NEIm|
“

Mz

= Noa"! Z 1170l +<N92a' -k +2>Z llw G0 = wy g Gl (8)
= k=1 =
where the inequality holds with the help of Lemma 1 and the property
of norm.
For the following term, we add and subtract y; ,(x;,_), then apply
the Mean Value Theorem and Assumption 3.(2) yielding that

N
Z llwj Cej) = w1 G DI

j=1

z

N
Z”W/[(xjx) l/’/x(x/[ 1)”+Z”W/1(x/[ 1) l/’jx I(xjy ])”
Jj=1 Jj=1

N N
<E, Z ”ij —Xji-1 I+ Z ”‘I/j,z(xj,x_l) - ‘I/j,z_l(xj,z_l)”
j=1 Jj=1
N
<Ep_(NB + 2 lw; 11D + Erv—y + 1y ©)

i=1
where Lemma 4 is substituted into the above inequality.

Substituting (9) into (8), then summing Eq. (8) over ¢+ € [T] and
taking the expectation, we obtain the following expression

2 ZEny,, -l < 2 Noa'™! Z 170l

t=1 i=
T t—1

+ (N0 Y o DEf (N B,

t=1 k=1
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N
+ X Bl 1)+ E_y + 1y ). (10)

i=1

The inequality Zfil llw;, 1l < \/]Vllw,_l || holds. Since the noise w,_,
follows a Gaussian distribution, i.e., o,_; ~ N (0,,,0[2_11,,), then it is
obtained a’xT—la’f—l /af_1 is distributed as chi-square with n degrees of
freedom. Using the distribution we can get

n+]
Ello,y |l = Ey/o! o, =0, 1\/' an

F()

In addition, by exchanging the order of summation, one can yield

Zak Izﬂr
<Zak lZﬂ <—Zﬂ, 12)

Similarly, we obtain

t—1
1—1—k
a b=

M=

1 k=1

T -1 T

z Z at—l—k < (13)
=1 k=1 =

and

T -1 T

XY ek (14

I
~
Il

Substituting (11) — (14) into (10), we have

2||yjo||+M]ZBTZ

1
NH\/ZNF(%I) T
R a)F(g) Zo't—lﬂr

t=1

Z

Mﬂ

Elly;, — 7 &)l <
1

+ N()Ell

| < | <
Tagy’+N0_l—az”’
n+l
2 )z 61181

ﬂ
(S 2=

+ ZET Z Vo1 +2 Z M_1-
=1 =1

The proof is completed. []

+ 2Er(N By + V2N

Theorem 2. Under Assumptions 1-4, for any player i € V and given T,
the expected dynamic regret satisfies the following upper bound:

1 G2 2 I
Ry < O(ETTE(ﬂ—T + ﬂ—T + (B2 + 62 + CrEpBr + Crép) D B,
T T t=1
T T T

+ CrEr Z n+Cr Z n, + CrEr Brér Zﬂz—l
=1 1=1 =1

e G 1
+ (Br + — + ——)07)2),
br = Pr
where Cr = max,gr; G, and 6 = max,g(r) 0;-

Proof. Using the Mean Value Theorem and Assumption 3.(2),we can
get

T T
R = O ELf 06 7o X5 ) = Fr Ol iKED] < )Y BRI, = X,

t=1 =1

T T
< ET\JT Y Ellx,, — x5 I12 < BT\JT Y Ellx, - xFII2, (15)
t=1

t=1

where the Cauchy-Schwarz inequality is applied.
Considering the non-expansiveness property of the projection and
the relation ||a + b||> < 2||a||> + 2||4||>, then using Assumption 3.(2), it
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follows that
N

Z l1xi 41 = x
i=

I Pe,

* ”2
it+1

5'42

[xi; — B;gi] —

* ”2
it+1 it+1

N
* 2
X 41 - < z Ix;; = Bigiy — x
i=1

N N
2 2 2
1 = X7y 17+ ) BRGNP =2 D B X = XTpy)
i=1 i=1

N N
i = XF o 242 D BV £, G v DI 42 Y Bl 117

i=1 i=1

N
-2 Z ﬂr<vfi,t(xi,r’ Vi) Xiy— x?,[+l> -2 Z ﬁr(“)i,xv Xit — xz,+1>
i=1 i=1

N
< 2 2 p2 2 2
I3 = X}y 1P+ 2NBZB2 42 ) Bl
i=1

™M=

S

M-

<

= 2 BV Fi G0 vi) = Vi T XD X1y = XT)

i=1

N
=23 BV fia (o T (X)) Xy — X))

i=1

N
-2 z ﬂz(vfi,t(xi,t’ yi,t)a X?J - x?jt+l)
i=1

N N
-2 Z Bl g xiy — x;i,) -2 Z Bl xi; - x;-i,_,.] ) (16)
i=1 i=1

where the last equality is obtained by adding and subtracting terms.
Using Assumption 2 and Assumption 3.(3) to the term of (16), we
can get

N
-2 Z BAV fi(Xi 1 ¥i) = Vi (X1 1(X)), X = x;’k,t>

i=1

N
<2 Y BV 10 31 = Vi DM, = X

i=1

N
<2 2 B LI, = T &)IC,. a7

Note that Vf; ,(xl T (X)) = 0, , we use Assumption 3.(4) to the term
of (16) yielding

N
=23 BV 1y T (X)) X, — X))
i=1

N
= =23 BUV F1 i %) = V£ (6 T, X = 1)

i=1
= =28V £, 7, (%) = V£, (3, 7 (X)X, — X7 ) < 2B ullx, = x| (18)
Using Assumption 3.(3) to the term of (16), it is obtained that

N
-2 Z BV f14(Xi 0 Vi) x:i; -

i=1

xir+1> = —2ﬁ,(Vf,(x,,y,),X,* - X;:l)

<2,V £, ¥OlIX, = X2, 1l <28,V N Bl = x5, 1. 19)
Substituting (17)-(19) into (16), we have

N N N
D = Xy 12 < D iy = x5 1P+ 2NB2BE +2 ) f o, |1
i=1 i=1 i=1

N

+2 ) ALl — 7 x)ICry = 28, ull%, = ] |
i=1

N
+ 26, VNBIIX =X 1 =2 ) Bl xi, = X[,)
i=1

N
* *
-2 Z Pl Xip = X415
i1
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which can be denoted as

_ 2 252 o2 12 |2
% —x7, 17 < Ix, —X,+1|| +2NB; B + 25 llog|I” = 2B, pllx, — X7 |l

+2 2 BLIY, = 7N Cry + 28, VN B, [Ix) = x5, |

i=1
= 2wy, X, — X,*> - 2ﬁ7<a)pX? - X;:_] ),

then by moving items, one can get

2
1 NpB:
I, = X717 < = =X 1P = ey = X7 P14 ——— + |1
tH 7
N
L VNB
+ —Zc,-,,||yl-,,—r,(x,>||+ I x|
« 1 .
- —{w, X, — X) — —{w,, x* —x* ). (20)
Mﬁ PR g, T

Summing the first term of (20) over ¢ € [T], it is obtained that
T

2 * 2
Z ol =X 17 = My = X7, 1]
Zﬂ’ I+1 1+1

1 €112 * * 2
=) % = x7 11" + lIx; = x|l
Zzﬂxﬂ t t t t+1

S 2
+ 2<x, XX =X = %y =X 1P

1 2 -2
<, 5k =717 = %y — x5, 117]
g{zﬂtﬂ t 1 1+ 1+1

T T
1 2 VNC,
+ ) Xy =xr 17+ ), ——Ixy —x; ], @n
Z; zﬂlll t t+1 Z; m t t+1
where [|x,—x}|| < 1/C? + -+ C% , < VNG, then expanding this term,
we get
o 1
Z s I =3P = I =, 1)
= L Lix; = x}I1> = llx, = x5 1171+ ! L%, = %5117 = lIxs = x5 111
2hm 2 2 ’
1 w112 o2
+ ot m[llxr =Xz lI” = IxXpyy = X7 117

T
1 w12 1 1 )2 1 .2
X = X"+ D (o= — oIx, = X717 — s 1X — x|l
2pp ,22‘ 2 2B u0 T 2ppp T

NC? ch < ch NC2
<— Z(— -—)<—L+ =L (22)
zﬂlﬂ = Pr ﬂr 1 2/31[4 2pru

Summing (20) over t+ € [T] and taking the expectation, then
substituting (21)-(22) into (20), we can get

2 A2 T

NC 1
2 T * ~ 2
Zﬂznx,—xn T 2ﬁu+,2f” ol

T T T
2 lIx = x| Mk Z ZE/J,nw,n2
A T N T
LCr \/
—ZZ 1y = 7 x) 1 + Z X=Xl
L Sl

- E—/(w, x, —XF) — E—/ (w, X" —x* ). (23)
R R

Using the distribution of noise, we know o »,/c? is distributed as
chi-square with n degrees of freedom, then

Ellw,||* = E! w,) = ¢*n. 24

Considering x, and x; are measurable with respect to sigma-algebra
F,, and w, is independent of F,, so it is obtained that

E{w,, x, — x) = E{E{{o,, x, —x])|F,}}
and

E{{w,,x, - x)|F,} = x, —x) E(w) =0, (25)
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Substituting (24)-(11) and (25) into (23), we have
I NC? NCZ L

Ellx, —x* < =— + —L + lIx; =2, 117
Z{ U T 2B 2prm ,21‘ 2bn =

T \/_ A2 T T

NC, NB 1

+Zﬂ— " TZﬂ,+—Zﬁ,a,2n

~ b Ho“ H e

LI
Y7
é T N
-t Z ZEny,-,, - )l + ——— \/_ Er 2 llx; = x5,

*
— Xl +

n+1

Z _\/No \f ||x -x; 26)

I

el

then we substitute (26) and Lemma 5 into (15) completing the
proof. []

Remark 13. In Theorem 2, the regret is impacted by some parameters,
e.g., By, By and C;, where Assumption 2 and Assumption 3 (2) can
make them take finite value for given 7. But when time T tends to
infinity, where Assumptions 2 and 3 (2) fail, these parameters may
also tend to infinity, then sub-linear regret will be impacted, i.e., if
limy_, o % = 1, then limy_, R"T’T — o0. So when the time tends to
infinity, it is necessary to analyze the increase rate of these parameters.
Crucially, if these parameters remain bounded, they only affect the
convergence rate of regret without changing its sublinearity.

Remark 14. For an online version of differential privacy, it is
necessary to analyze the impact of the cumulative privacy budget over
a horizon of length T, i.e., Z, | &- By Theorem 1, the privacy budget
¢, can be converted into the variance of noise o,. In Theorem 2, the
variances of noises are affected by the step-size and optimal path
variable, thus only 67 = max,) o, affect algorithm’s performance.
According to the analysis in Remark 10, the variance is bounded at any
finite time 7" and also as T tends to infinity. Therefore, the differential
privacy mechanism does not affect the algorithm’s sublinearity. In
addition, Theorem 2 shows the privacy protection considered in this
paper only affect the convergence rate of the designed algorithm.

Remark 15. Based on (5) in Theorem 1, there exists a trade-off
between the variance and the privacy parameters. When the probability
of privacy leakage &, remains constant, a smaller privacy budget ¢,
leads to a larger variance o,. Similarly, with a fixed ¢,, a smaller §, also
results in a larger o,, so a higher degree of privacy protection leads to
a larger upper bound of variance, i.e., oy is larger. Then according to
the relation of the variance and the regret upper bound (See Theorem
2), it is clear that a higher degree of privacy protection make algorithm
convergence rate be slower.

Corollary 1. Under Assumptions 1-4, let , = t=¢, where ¢ € (0, 1), and
By, C;, Ey and 6 are finite as time T tends to infinity, then by Algorithm
1, for any i € V, the dynamic regret satisfies

T T
1%
+T72 @T+Zy,+2r/,).
r=1 =1

Remark 16. In fact, it is impossible that regret has a sub-linear bound
in the worst condition. Because if the variations of functions and
constraints were too fast, the algorithm’s iterative convergence might
fail to keep pace with the rate of change of the time-varying optimal
value point. We need to introduce some constrictions on the variation
of time-varying function and time-varying constraint sets. The path
variation ©; and Z,T:| n, are used to limit the variation of time-varying
function, and Z,T L 7; is used to depict the change of the time-varying
constraint sets. Let O < O(T"), Z, L\ < O(T¢) and Z, L7 S OT6),
where p < 1—, ¢ € (0,1), then the dynamic regret have a sub-linear

2
upper bound.

1+ 2=
Rir<OT72 +T72
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Remark 17. Compared with [23], which addresses the offline op-
timization problem within the context of static constraints and the
Laplace mechanism, this paper studies an online game with time-
varying constraints and employs the Gaussian mechanism for privacy
protection. The variation of constraints introduces challenges to the
design of online algorithms and the analysis of regret, where the
operation of projecting decisions to the next time, combined with the
slow-variation condition characterized by Assumption 4, makes it pos-
sible to achieve convergence for online algorithms with time-varying
constraints. Furthermore, the real-time changing privacy information
in time-varying objective functions brings challenges to whether the
algorithm can provide effective protection at every moment. Sensitivity
can extract the upper bound of the information that needs protection
in real time. This allows online algorithms to adjust the noise added to
the algorithm in real time, achieving effective protection.

4. Numerical simulation

In a dynamic Nash—-Cournot market model, five firms (N = 5)
compete by producing and selling identical goods. At each time t, the
output level x; , of firm i is subject to a time-dependent constraint C;, €
R, influenced by both policy shifts and technological advancements,
where C;, = [10 - 20sin(r)/1/1,20 — 20sin(r)/+/7] for t > 1 and C;y = C; ;.
The time-varying cost function of the player i has the form f;, =
(sin(t/500) + Dx;, — x;,(20 + /10 — (i/20) cos(t/500) — 7,(x,)) impacted
by the marginal costs and order demands, where the time-varying
aggregative term is given by r,(x,) = % Zfll v (x;) and y; (x;,) =
x;, +cos(r)/(t + 1). We can get the Nash equilibrium X}, by solving the
equations V f; (x;,,7,(x,)) = 0,i € V, at each time t.

We randomly select initial points x;, € C;.i € ¥, make step-size
p = Lt for t > 1, f, = p,, parameter 6, = 0.01, ¢, = 0.5, and execute
Algorithm 1 and privacy-free Algorithm. We can get the Fig. 1, where
the players are strictly bounded in the time-varying constraint sets for
all time t, and they can find the optimal points by iteration. Due to
the perturbation introduced by noise, the decisions x;, after privacy
protection exhibit certain fluctuations. Firms transmit information via
time-varying communication graphs. However, an adversary could at-
tack these channels to acquire the transmitted data, from which they
might infer the corporate objective functions, resulting in a privacy
leakage. Our algorithm offers indirect protection for the transmitted
data. Fig. 2 demonstrates that the privacy-preserved y;, is distinct from
the transmitted data without privacy protection. Consequently, the
adversary cannot obtain the true transmitted data and therefore cannot
infer the sensitive information. The maximum of average estimate
errors of aggregative terms are shown in the Fig. 3, from which we
can see the comparison of Algorithm 1 and the privacy-free algorithm.
It is obtained that noises impact the convergence of aggregative es-
timates in Algorithm 1. Firms interact via a time-varying connected
communication graph, while adversaries exploit aggregate estimates to
reconstruct private cost functions from inferred gradients. Then the ith
player regrets of Algorithm 1 and the ith player privacy-free algorithm
are shown in the Fig. 4. The decreasing trend of average regret implies
that Algorithm 1 has good performance, and the convergence rate is
lower than privacy-free one. By choosing different parameters ¢,, we
can get Fig. 5, from which we can see that the smaller ¢, has the slower
convergence rate.

5. Conclusion

In this paper, we study a complex online scenario of distributed
aggregative game with privacy protection, where a privacy-preserving
projected tracking algorithm is given. In particular, the definition of
one-way Hausdorff is introduced to describe the unidirectional varia-
tion of time-varying constraints. In the algorithm, we consider a slow
change scenario of time-varying constraint sets and make all actions
be confined on their constraints by project operation at each time. In
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addition, the differential privacy is utilized to protect the cost functions.
Then the sublinear dynamic regret is given, and it is shown that
the variance of noise would impact the convergence rate of regret.
Finally, we confirm the conclusion by using numerical experiments of
Nash-Cournot game.
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