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This paper proposes a new induced attack strategy against multiagent systems from the perspective of the
attacker. It is noted that the induced attack can drive multiagent systems as a whole to follow a specific
trajectory prescribed by the attacker, which cannot be achieved by denial-of-service attacks or deception
attacks. Firstly, the induced attack signal is produced by establishing an attack generation exosystem, whose
dynamics can be regulated to generate the prescribed consensus trajectory. Then, by the local state information
and the induced attack signal among partial agents, a new induced attack protocol is proposed, which consists
of the nominal consensus term and the induced attack term. By constructing the projection of the induced
attack signal onto the consensus subspace, an explicit expression of the prescribed consensus trajectory is
determined, which describes the movement trajectory of the entire multiagent system under the induced attack.
Meanwhile, the induced attack design criterion is proposed to determine the dynamics matrix of the attack
generation exosystem via the robust H scheme. Finally, the simulation example is performed to illustrate the

effectiveness of theoretical results.

1. Introduction

The cyber attack problems against multiagent systems (MASs) at-
tracted extensive interest in various research fields, such as attack
detection [1,2], attack recognition [3], security control [4-6], and
attack-resilient control [7-10], etc. The cyber attack is a malicious
attempt made by an attacker to harm or disrupt the integrity, the
confidentiality, and/or the availability of information data of MASs,
which can be applied to degrade the control performance, disturb the
consensus of MASs, or even cause the complete system failure [11].
On the basis of attack strategies on interactive links, the cyber attack
against MASs can be classified into two kinds: denial-of-service (DoS)
attacks and deception attacks.

DoS attacks can prevent agents from exchanging useful and real-
time information with each other by maliciously consuming interactive
channel resources or directly breaking interactive links, which intercept
the cooperative information transmitted among agents. It can be found
that DoS attacks disrupt the availability of information data, where
the objective of the attacker is to block the normal transmission of
information among all agents. Some DoS attack strategies were pro-
posed to interfere the cooperative control performance of MASs, such as
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periodic DoS attacks [12,13] and random DoS attacks [14,15]. In [12],
the periodic DoS attacks were presented to prevent information data
from working on interactive links, which was modeled as a Bernoulli
distribution with the DoS frequency and the DoS duration. Zhang
et al. [14] considered a random DoS attack model, where all interactive
links were interrupted when the attack occurred. In this case, the hold-
input mechanism was adopted to deal with this random DoS attack
and robust consensus of MASs was achieved. A novel stochastic data-
based DoS attack strategy was proposed in [16], where the relation
between the attack rate threshold and the upper bound of the attack
parameter was expressed analytically under the assumption that the
DoS attacks were energy-constrained. From the above results of DoS
attacks, the unavailability of the data of the sensor or controller was
caused, such that the normal operation and the cooperation of MASs
were disrupted by DoS attacks. It should be noted that most approaches
for the attack elimination consist of the following two parts. First,
the attack detector determines whether there is an attack in agents
by analyzing the threshold of the detector and the received sensor
measurements. Then, the impact of attacks is eliminated by discarding
the information received from the attacked agents or reducing the
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interaction weight with each attacked agent. Hence, DoS attacks may
be easily recognized and eliminated by defense mechanisms of MASs,
such as the hold-input mechanism [14] and the connectivity restoration
mechanism [15].

Deception attacks refer to that the attacker modifies and manipu-
lates the information transmitted among the components of partially
specific agents, including sensors, controllers, and actuators, as dis-
cussed in [17,18]. Compared with DoS attacks, deception attacks try
to disrupt the integrity of information data, such as the sensor mea-
surement information and the actuator control command. In this case,
deception attacks are subtler and difficult to be detected. A decep-
tion attack model with false data sequences was constructed in [19],
and a special launch approach was given, which can make the state
estimation difference diverge to infinity. Wang et al. [20] proposed
an important-data-based attack strategy from the adversary’s point of
view to maximize the attack effect, and sufficient conditions were
presented to counter the proposed important-data-based attack, where
the H_, performance of the attacked system can be well guaranteed
by establishing an efficiently and unified attack-defense framework.
In [21], an optimal deception attack strategy was proposed, which
can maximize the output error between the attacked system and the
targeted system. It can be found that most existing works addressing
deception attacks or DoS attacks focus on how to impose the instability
on the attacked MAS. However, the effectiveness of a cyber attack on
MASs does not depend on the inconsistency or confusion of the system.
In some scenarios, the entire MAS can be deviated from its original
consensus trajectory to a desired trajectory of the attacker while still
maintaining consensus instead of being confused. This kind of cyber
attack can be regarded as an induced attack.

Recently, an attack strategy similar to the induced attack for isolated
systems was discussed and applied to counter an unmanned aerial
vehicle in [22,23], where the unmanned aerial vehicle was driven to
a prescribed flight trajectory by a potential attacker. For MASs, Yang
et al. [24] proposed a novel attack strategy based on the displacement
bias to deviate agents from original trajectories. By integrating the
additive and multiplicative attacks, an effective attack strategy against
MASs was constructed in [25], where the internal model principle was
proposed to analyze the impact of the general attack on the consensus
control process of MASs. It should be pointed out that the movement
trajectory after being attacked cannot be determined and the design
method of the attack signal was not discussed in [24,25]. Note that the
movement trajectory of an isolated system differs from the consensus
trajectory of MASs, as it is the evolution of the system state with the
control input and the initial state. However, the consensus trajectory
of MASs depicts the macroscopic movement of all agents as a whole,
which is associated with the interactions among agents. In this sense,
the induced attack for MASs refers to imposing a specific induced
excitation on the feedback control loop of partial agents by exploiting
the dynamics of MASs and the cooperative mechanism of each agent
with its neighbors. It can be found that the design of the induced
excitation and the achievement of the induced attack depend on the
distributed interactive network and the cooperative mechanism of the
MAS, which is a new and challenging direction. In this case, a complete
consensus or formation mechanism is a prerequisite for the induced
attack, which means that if a multi-agent system without attacks cannot
achieve the consensus or formation, then it is not required to impose
the induced attack. Under the influence of the induced excitation, all
states of agents are attracted to specific state spaces and regions. By
regulating an appropriate excitation of the induced attack, all states of
the MAS can be operated according to the intention of the attacker.
Focus on the detectability of the induced attack, the existing detection
methods on the cyber attack can be divided into two types. The first
one determines whether there is an attack by analyzing the difference
or variance between the actual sensor measurement and the ideal state.
If the attacker can obtain the threshold of the detector, then the induced
attack will not be detected by guaranteeing that the state difference of
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consensus trajectories before and after being attacked is lower than the
threshold of the detector. The second one employs the mean square
detection mechanism based on resilient distributed control protocols,
where agents determine whether the neighbors are attacked based on
the state difference between their neighbors and their own. In this case,
since the MAS under the induced attack still maintains the consensus,
then the induced attack will not be detected. Compared to DoS attacks,
which directly break the communication link among agents, the attack
signals of the induced attack are intentionally designed and injected
into interactive links of the MAS. Hence, the induced attack can cir-
cumvent some attack detection methods and is subtler and difficult
to be detected than DoS attacks, as discussed in [2]. Li et al. [26]
introduced a unified framework to address the consensus of MASs
and the synchronization of complex networks, where a necessary and
sufficient condition for the consensus problem was proposed and the
consensus trajectory of the MAS after achieving consensus was given. It
should be pointed out that the topics of [26] and this paper are different
and inverse. Li et al. [26] mainly focused on realizing consensus of
a MAS, and this paper concentrated on the induced attack to counter
original consensus of MASs and drive all agents to operate according to
the intention of the attacker. To the best of our knowledge, the induced
attack against MASs has not been investigated and is still open, which
contains two challenging issues to be addressed: (i) how to design an
induced attack strategy to induce the MAS to a prescribed consensus
trajectory while maintaining the consensus; (ii) how to describe and
determine the prescribed consensus trajectory.

This paper focuses on the induced attack against MASs, where the
mechanism and design approach of the induced attack are investigated.
The proposed induced attack strategy can guide the whole MAS to track
a prescribed state trajectory by designing and injecting attack signals
into partial agents, which contains three critical contributions.

(i) An attack generation exosystem (AGES) is developed, where the
regulated attack matrix is applied to depict the dynamic features of the
AGES and can be designed to generate the appropriate induced attack
signal and the prescribed consensus trajectory.

(ii) A novel induced attack protocol is proposed by combining the
induced attack signal, which induces the MAS to follow the prescribed
consensus trajectory and maintain consensus. By constructing a robust
H_, scheme, a design approach for the induced attack signal and the
regulated attack matrix is proposed. The design of the attack signal was
not considered in [24,25].

(iii) The explicit expression of the prescribed consensus trajectory
is determined, which describes the macroscopic movement trajectory
of the whole MAS and can be designed by the attacker. The attack
methods in [24,25] cannot determine the movement trajectory of the
system after being attacked.

The rest sections are arranged as follows. Section 2 gives the prob-
lem description. In Section 3, the explicit expression of the prescribed
consensus trajectory is determined. Sufficient conditions for the anal-
ysis and design of the induced attack against MASs are shown in
Section 4. The validity of the main results is verified by a numerical
simulation in Section 5. The conclusions are summarized in Section 6.

Some symbols used in this paper are summarized in the following
table (see Table 1).

2. Preliminaries and problem description

This section introduces some fundamental concepts of graph theory,
which are relevant to the analysis and design of the induced attack.
Then, the problem description of the induced attack with the prescribed
consensus trajectory against the MAS is stated.
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Table 1

Symbol index.
Symbols Implication
N Number of agents
n Dimension of state
m Dimension of control input
R Real number set
2y Kronecker product
* Symmetric term in a symmetric matrix
0>0 Positive definite matrix
0<0 Negative definite matrix
o'=0 Symmetric matrix

2.1. Graph theory

Denote G = (v, €, W) as an undirected interactive topology with N
nodes, where 9(G) = {v),v5,....u5} is a node set, &(G)
C {wiv) :v,v; € V(G)} is an edge set, and W = [w,;] € NN
with w;; > 0 is the weighted adjacency matrix. If the weight value
wj; > 0, then the edge (v;,v;) € £(§) and w;; = 0 otherwise. Moreover,
it is assumed that w; = 0 (Vi€ {1,2,...,N}). The set of neighbors
of the node v; is denoted by N; = {v; € ¥(G) : (v;,1;,) € £(G)}. Let
d; = Zje/\f, w;; (i € {1,2,...,N}) be the in-degree of the node v; and
D = diag {d,,d,, ..., dy}, then the Laplacian matrix of G is defined as
L =D - W. More details about graph theory can be found in [27].

2.2. Problem description

As the target of the induced attack, without loss of generality, the
dynamic model of N agents in the targeted MAS is described by

X (1) = Ax, (t) + Buy (1), (€8]

where k = 1,2,..., N, x,(t) € R" and u,(t) € R" are the coordinated
state and the control input of agent k, respectively, and A € R™" and
B € R™™ are system dynamic matrices.

A induced attack protocol is proposed, and the control input infor-
mation that arrives at the actuator of agent k is described as follows:

ui(t) =u (t) + €, 7, (1), (@)

where k = 1,2,...,N, u{(t) € R” is the corrupted input imposed to
agent k, u, (1) € R™ is the nominal input of the control protocol, and
7,(t) € R™ is the induced attack signal injected by the attacker. If
agent k is directly induced attacked, then ¢, = 1, otherwise ¢, = 0.
Let uf = g,7,(r) denote the overall induced attack affecting agent k,
then one can find that the induced attack focuses on partial or all
agents can be launched by selecting an appropriate switching input
€ = diag {),€5,....ey } with Ve, € {0,1} (k=1,2,..., N). In this case,
when only one element in ¢ is set to be 1 and the rest are zeros, it can
be found the agent corresponding to the element 1 is attacked. Without
the induced attack; that is, ¢ = 0, the nominal input u,(f) can ensure
that MAS (1) achieves consensus, and a valid candidate of the original
consensus trajectory is T, (1) = (1/N) e Z/](\l:] x,(0) for the undirected
interactive topology. As discussed in [28], the typical consensus-based
nominal input is usually defined as:

W =K Y wy (x,0) - x,0), )
IEN
where £ € R"™" is the feedback gain matrix. According to [29,30], an
appropriate feedback gain matrix K is determined to drive MAS (1) to
achieve consensus, where it is required that A — 4, BK (k =2,3,...,N)
is Hurwitz, and 4, are nonzero eigenvalues of the Laplacian matrix £.
For the case that the gain matrix K is calculated by A — 4,BK(k =
2,3,..., N), it should be pointed out that all information of the network
is needed by the attacker. For the distributed control of a MAS, there
are two types of concepts: distributed and fully distributed, as shown
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in [26,31], respectively. For the distributed case, the network and
weight value of edges are time-invariant; that is, 4;(k = 2,3,..., N) are
time-invariant, and the gain matrix K is designed before the MAS is
operated. In this case, the gain matrix K is calculated by all information
of the network, and the distributed cooperative control is achieved by
state information of the agent and neighboring agents instead of all
information of network. For the fully distributed case, the network and
weight value of edges may be time-varying, where the gain matrix
K should be adaptively regulated. In this case, an adaptive control
protocol with the state information of agent and its neighbors’ instead
of all information of network is required, where the gain matrix K is
calculated without all information of the network. The current paper
mainly focuses on the induced attack for the distributed case.

In the following, an attack generation exosystem (AGES) is modeled
as:

(1) = Hul (1), @

where k € {1,2,...,N} and H € R™" is the regulated attack matrix
to be designed. It is assumed that the regulated attack matrix H is
Hurwitz, which means AGES (4) is asymptotically stable. Then, the
induced attack signal ug (t) and the prescribed consensus trajectory T,,(f)
are generated by AGES (4) as:

ul(n) = 01yl (),

T, (1) = f (. x, (1), uf (@) »

where k = 1,2,...,N, t, > 0 denotes the start time of the induced
attack, and f : R" X [t,,+00) — R" is a continuous function, which
is used to describe the movement trajectory of the entire MAS with the
induced attack. To design and impose the induced attack, the following
assumption is needed.

Assumption 1 ([32-34]). The attacker can obtain the system dynamics,
the interactive topology, and the feedback gain matrix of the target
MAS.

From (1) to (4), the dynamics of MAS (1) with the induced attack
are transformed into the following form:

i (1) = Ax(0) + B K Y wy (x,(0) = x,(0) +uf(0) |, 5)
iIEN}

where k = 1,2,...,N. Let x(t) = [xT(0).x7(1),....x5(0]" and u() =

T
[(u‘l’(t))T, (u’zl(t))T, . (u‘]‘v(t))T] , then targeted MAS (5) can be rewrit-
ten as a global closed-loop system with the following dynamics:

x() = (Iy ® A= L ® BK) x(t) + (Iy ® B) u(1). ©

Definition 1 (Induced Attack). For any bounded initial state x(0), the
initial attack signal u?(z,), and the feedback gain matrix K, targeted
MAS (1) with protocol (2) is said to be induced by AGES (4) if there ex-
ists a regulated attack matrix H such that lim, ,, (x(t) = 1y ® T,,(1)) =
0(r>1,).

The purpose of this paper is to develop an induced attack approach
that can effectively drive MAS (1) as a whole to follow a prescribed
movement trajectory by the attacker. The explicit expression of the
prescribed consensus trajectory is determined to depict the movement
trajectory of MASs with the induced attack. Then, the impact of the
induced attack signal on the consensus of MASs is decoupled, and the
induced attack design criteria are proposed.

Remark 1. Different from the attack strategies of DoS attacks and
deception attacks, the induced attack aims to induce and relocate
the entire MAS to the prescribed consensus trajectory T,,(f), instead
of disrupting the consensus of MASs. With the induced attack, the
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control protocol of each agent is composed of two parts. The first one
is the nominal distributed consensus term K ¥,y ty; (x:(1) = x, (1))
(k=1,2,...,N), which characterizes the cooperative mechanism of
agent k with its neighbors and serves as the basis for the implemen-
tation of the induced attack. The second one is the induced attack term
ug(® (k=1,2,....N), which is intentionally designed and injected into
the consensus control loop of MAS (1) by the attacker. According to (5),
it can be found that the state of agent k is influenced by the induced
attack signal u{(r). With the nominal distributed consensus protocol
(3), the state after being attacked x,(¢) is transmitted in the interactive
topology of the MAS and is utilized for cooperation with neighbors of
agent k. Induced attack protocol (2) is proposed from the perspective of
the attacker, which is a new form of the control protocol and contains
the distributed consensus control protocol and the new induced attack
term ug(r). This induced attack protocol can be effectively applied to
analyze the impact of the induced attack on the MAS.

Remark 2. The switching input ¢ € S determines the specific targeted
agent being attacked in MAS (1), which means that the attacker may
not necessarily attack all agents simultaneously. When ¢ = 0; that is,
u?(t)y = 0, the problem of the induced attack against MASs can be
transformed into a typical consensus problem in MASs, as discussed
in [26,35]. By regulating the switching input ¢, the induced attack
problem on single agent, multiple agents, and all agents as well as the
consensus control problem can be unified into the above framework
of the induced attack (1)-(6). Moreover, the mathematical model of
AGES (4) is designed as an exogenous signal generator, which can
encompass a broad range of practical attack scenarios by configuring
the appropriate regulated attack matrix H, as shown in [36]. Note
that the regulated attack matrix H in AGES (4) defines the dynamic
characteristics of the AGES, and also determines the paradigm of the
induced attack signal u{(r) and the prescribed consensus trajectory
T,,(t). Hence, the induced attack signal and the prescribed consensus
trajectory can be generated by properly configuring the value of the
regulated attack matrix H.

3. Prescribed consensus trajectory of MASs with induced attack

In this section, the explicit expression of the prescribed consensus
trajectory is determined, which depicts the whole movement trajectory
of MAS (1) under the induced attack.

Since the interactive topology in MAS (1) is connected and undi-
rected, the following lemma holds:

Lemma 1 ([27]). If the interactive topology G is connected and undirected,
then the Laplacian matrix £ has a simple zero eigenvalue with the associated
eigenvector being 1, and other N — 1 eigenvalues are positive.

By Lemma 1, the eigenvalues of the Laplacian matrix £ can be set
as 0 = 4, < 4, < 43 < -+ < Ay. There exists an orthogonal matrix
U € RV*N such that

UTLU = diag {0,4,},

where 4, = diag {4, 43, ..., 4y } and the orthogonal matrix U" can be
constructed as U = [IN/\/N,TN/] with 77 € RVXN=-D_ TLet 49(r) =

T
(VT @ 1,) uw (o) with () = [(ut®)" (1@)", . (w4, 0)" " Accord-
ing to AGES (4), one can obtain that

i (1) = Ha (1), @

where k = 1,2,..,N. Let %) = (VT®I1,)x(t) and %) =
[fclT(t), SczT(t), ,Scﬁ(t)]T, then MAS (1) can be rewritten as follows

¥ =(Iy®A-VUTLU ® BK) %(1) + (Iy ® B) (). (8)

ISA Transactions xxx (Xxxx) xxx

Let  &@) = [ @.57@),.... 5L o] and a0 =

T
[(ﬁg(t))T, (a’;(t))T, s (ﬂ’j\,(t))T] , then MAS (1) can be further decom-
posed into

X, () = A%, (1) + Bi{ (1), (©)]
)= (Iy_, ®A-4;® BK) &)+ (Iy_, ® B) (). (10)
Construct auxiliary functions as follows

o2 (veL)[no0,...0, (1n
= (vel) .o 12)

Since the matrix U is nonsingular, it can be obtained that ¢.(¢) and ¢;(?)
are linearly independent. By (11) and (12), it can be revealed that

x(1) = 6. (1) + ¢:(). 13)

Let ¢; € RN denote a column vector with the first element being one
and zero elsewhere, then one can obtain that

[#71,0,....0]" = ¢, @ £ (0). as
According to (11), it can be deduced that
(D =Ve; ®%,(. (15)

Due to Ve, = IN/\/N, one can derive that
1y -
G = — ®X,(1). (16)
VN
From (13) and (16), it can be found that
1y -
Ge() = x(1) — —= @ X;(1). a7)
VN

According to (12) and (17), when lim,_,  £(7) = 0, one has

. 1
Illrg (xk(t) - \/—Nx](t)> =0(k=12,...,N), (18)

which means that &(7) represents the consensus errors among all agents
and X,(7) /\/F is a valid candidate of the consensus trajectory; that is,
the prescribed consensus trajectory 7,,(1).

In (6), one can find that the induced attack is introduced into the
feedback control loop and the distributed interactive topology of the
MAS by constructing induced attack protocol (2) and attack genera-
tion exosystem (4). According to the above state space decomposition
strategy, it can be found that subsystems (9) and (10) represent the
consensus and non-consensus dynamics of MAS (1), which describe the
whole motion of the MAS and the relative motions among all agents,
respectively. Especially, the following two aspects need to be clarified.
The first one is that the states of all agents under the induced attack are
integrated into one state space. Secondly, this state space is decoupled
into the consensus and non-consensus subspaces as shown in (11) and
(12), which correspond to subsystems (9) and (10), respectively. From
(9) and (11), one can obtain that the induced attack signal is decoupled
and projected onto the consensus subspace ¢ () of MAS (1).

The following theorem gives an explicit expression of the prescribed
consensus trajectory T,,(r) of MAS (1), which describes the whole
movement trajectory of the MAS under the induced attack.

Theorem 1. Under the induced attack, if MAS (1) is induced by AGES
(4), then the prescribed consensus trajectory T,,(1) satisfies that

rl—lglo (Tra(’) - (Cf()(t) + Cfﬂ(l))) =0,

where

N
1
cpot) = e <ﬁ ;xk(o)) ,

t
_ At—1) pH(r—1,) 1
1) = B d —
€ra®) /f ¢ ¢ f ( N

a

t>1,

k=1

N
D u;(za)> .
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Proof. By the structure of subsystems (9), it can be obtained that the
prescribed consensus trajectory T,,(7) consists of two parts. The first one
is the dynamic response introduced by initial conditions of MAS (1),
and the second one is the dynamic response introduced by the induced
attack signal u“(r). Due to %(0) = (U7 ® I,,) x(0), one can show that

N
- 1
%(0)= — Y x,(0), (19)
VN =
and the dynamic response of the initial condition is derived as
| N
o) = —=e ) x,(0). (20)
N =1

Furthermore, the dynamic response introduced by the induced attack
signal u“(r) is that

(D= /0 t A=) Biit(z)dr. 2D
Since the induced attack starts at 7,, it can be obtained by (4) that
ul(r) = M1yl (). (22)

By ‘(1) = (UT ® 1,,) u“(1), the dynamic response in (21) can be derived
as

e ()= \/Lﬁ [l A OB Y ui(r)dr

Ya

By (18), (20) and (23), the conclusion of Theorem 1 can be obt-
ained. [ ]

(23)

Remark 3. A general method to obtain the prescribed consensus
trajectory T,,(t) is provided in Theorem 1. If MAS (1) is induced by
AGES (4), then all agents move along the trajectory of the macro-
scopical movement, which is depicted by the prescribed consensus
trajectory T,,(). Different from our previous works on the consensus of
multiagent systems [37,38], the prescribed consensus trajectory T,,(t)
contains the additional impact of the induced attack on the consensus
trajectory, which can be designed by the attacker. It can be found in
Theorem 1 that the prescribed consensus trajectory 7,,(7) is determined
by ¢ 0 and ¢ 7a(®s where cro(®) shows the impacts of the dynamics
and initial states of the MAS, and ¢ 74(?) TEpresents the influence of the
induced attack signal u“(7). In this case, ¢ (f) describes the consensus
trajectory of the MAS in the absence of attacks and can be observed
or measured by attackers, and c,,(r) depicts the additional impact
of the induced attack on the consensus trajectory of the MAS. One
can see from (23) that c,,(#) depends on the average of the initial
attack value ug(t,). Hence, for the MAS with the undirected network,
there is no limit to the number of agents that directly attacked by
the induced attack. If only one attack at time occurs on an agent,
then the induced attack can still be achieved and the whole MAS will
track the corresponding prescribed consensus trajectory 7,,(r) when the
consensus is restored. However, one can find that c,,(¢) is related to the
system dynamic matrices A and B, which means that the arbitrary 7,,(r)
may not be realized. In this sense, the special prescribed consensus
trajectory T,,(t) can be predesigned by satisfying the induced attack
constraint framework. When ¢ = 0, the induced attack problem against
multiagent systems can be degraded to the consensus control problem,
and the prescribed consensus trajectory 7,,(f) can be transformed into
the consensus trajectory in [26].

4. Design and analysis for the induced attack against MASs

This section provides a sufficient condition for the attacker to
induce MAS (1), where the induced attack design approach is given
to determine the regulated attack matrix H by a robust H_ scheme.

The important feature of the induced attack is that the MAS can
return to consensus under the influence of the induced attack signal
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u®(1), which means that subsystem (10) is asymptotically stable; that is,
lim,_, () = 0. In this case, the state trajectory of MAS (1) after achiev-
ing consensus can be represented by the prescribed consensus trajectory
T,,(1), which can be predesigned by determining the regulated attack
matrix H in AGES (4). In the following theorem, by constructing a
robust H, scheme, the design criterion for the regulated attack matrix
H is proposed and can be solved through the linear matrix inequality
tool.

Theorem 2. For any bounded initial condition, MAS (1) is induced by
AGES (4) if for given constants y and p, there exist P = PT > 0 and
R = RT > 0 such that

p*1,+ATP+PA- 4, (KTBTP+PBK) PB 0
6, = * -y?1,, -BTPB
* * —R™!
<0(k=2,N).

In this case, the regulated attack matrix is H = —B” PB.

Proof. Due to 4, = diag {dy. 43, .... Ay }, £0) = [F1 (0, 37 (). ....x%,0] ",

T T 7
and #9(r) = [(ﬁ;(r)) ,(ﬁ;’(z)) s (8%,0) ] , subsystem (10) can be
divided into

%(1) = (A - 4, BK) %, (1) + Bt (1), 24
where k = 2,3, ..., N. The Lyapunov function candidate is constructed
as follows

Vi@ = Vi1 () + Vi (1), (25)
where

Vi@ = )ch(t)Pfck(t),

t
Vio () = / (i())" Rt (s)ds,

tﬂ
P=P >0, R=R">0,and k = 2,3,...,N. Due to i(r) = Hil(?)
and #(t) = (UT @ I,,) u®(t), one can find that V;,(r) can be expressed
as follows

Vie= /! (Hil(s))" RH(ds
= [l w6 (U ®1,) HTRH (UT ® 1,,) u“(s)ds.

Since U is composed of the eigenvectors of the Laplacian matrix £ of
the network and V" = |1,/ \/ﬁ ,U|, it can be obtained that Vj, () is
constructed by the induced attack signal u“(), regulated attack matrix
H, and the information of the network topology. In this case, one has

Via(t) = / @ ([Iv/VN.T|@1,) H RH
tu
17 /v/N “
X <[ Nér ] ®Im>u (s)ds.

It can be found that V), (¢) not only depends on the attacker but also
depends on the knowledge of the network. By taking the derivative of
V,(t) with respect to the time t along the trajectories of subsystems (7)
and (24), one has

V@ =%, () (ATP+ PA— 4, (KTBTP + PBK)), (26)

Vo) = (@®)" HT RHE (1), @27)
where k =2,3,..., N. Then one can deduce that
Vi) = 21 () (AT P+ PA— 4, (K" BT P + PBK)) %,(t) + 2%] () PBii’(s)
+(@ )" HT RHE ).
(28)
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In the following, the robust H, performance index is defined as

E. =2 / A= (0%, (1) — 2 (a20) & (), (29)

rﬂ
where @i} (t) € L, [0, o) and positive constants p and y are performance
regulating scalars. Due to

/ Vi (t)dt = V(00) = V()
1

one has
Eu= / P35 (03,0 — 7 (a20) T a(0) + Vi) = Vi(00) + Vi (1), (30)

tlI

Setting H = —B” PB, according to (28), one can obtain that

T
© ik(t)
E. = /,u .
@ (1)
p*I,+ (ATP+PA -4, (K'BTP+ PBK)) PB 31
* -y, + H
X (1)
. dt — Vi (c0) + V. (2,),
g (1)
where k=2,3,...,N and H = BTI;BRBTPB.
Let 0= @ ()" | and
o — p*I,+ (ATP+ PA- 4, (KTBTP+ PBK)) PB
k= # -y, +H |’
(32)
then one has
E.= / 005 (Nt = Vi (00) + Vi (t,). (33
la

The condition that MAS (1) can achieve the original consensus be-
fore attacks is a premise of the induced attack. According to the
linear superposition theorem, the robust H_ performance of MAS
(1) can be analyzed from the consensus state, which means %,(z,) =
0(k=2,3,...,N), hence V,(t,) = 0. For the case O, < 0(k =2,3,...,N),
one can obtain that E, <0; that is

P / " L% (n)dr < 7 / N (@) g (ndr. (34)
1 1

a a

Dueto 0 = 4, < 4, < A3 < -+ < Ay, by the convex feature of linear
matrix inequalities, the inequalities

0, = [ P21, + (ATP+ PA -4 (KTBTP+ PBK)) PB
i * -2, +H ]
<0(k=2,N)

can guarantee that

[ o1, + (ATP+PA -4, (KTBTP+ PBK)) PB

o, = _
k * -1, +H

<0(k=2,3,....N). (35)

By employing the Schur complement formula, one can obtain that
O, <0(k =2,N) is equivalent to

p*I,+ (ATP+PA- 1, (KTB"P+PBK)) PB 0

6, = * —y?1,-BTPB
* * —R™!
<0, (36)
where k =2, N. The inequalities 8, < 0(k = 2, N) can be obtained.
Since ¢;(N = (V' ®I,) [0, 2o, ... ,)”cN(t)]T, one has
N
HOFOEDIAGIAGY (37

k=2
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Fig. 1. Interactive topology.

By (1) = (UT ® I,,) u(t), it can be found that (u?(t))" u®(t) = @)
() and

N

Z (ﬁk(t))Tﬂk(t) <@ @) u(). (38)
k=2
Hence, one can derive that

pz/
1

¢l (Dg(ndr <y / @ @) w0, (39)
a tﬂ
which means ||¢;(®)||, < (v/p) lu®l,, and y/p is the H,, performance

bounds. Thus, the conclusion of Theorem 2 can be obtained. [ |

Theorem 2 gives an induced attack design criterion, which proposes
an approach to design the regulated attack matrix H of AGES (4). In this
case, the nonzero eigenvalues of the Laplacian matrix for the interactive
topology are needed in the induced attack design criterion. Actually,
the precise values of the maximum and minimum eigenvalues are not
required by the attacker, and some methods can be applied to estimate
the upper and lower bounds of these eigenvalues, such as [39,40]. With
estimated values of the maximum and minimum eigenvalues, the de-
sired attack effect of inducing the entire multiagent system to track the
prescribed consensus trajectory can ultimately be achieved by multiple
attempts and iterations. Meanwhile, there exist some identification and
estimation methods that can be applied to obtain the system dynam-
ics and the interactive topology of multiagent systems. For example,
in [41-43], the adaptive anticipatory synchronization-based approach
and the reconstruction theory were proposed to identify the system
dynamics and the interactive topology of unknown multiagent systems.

Consider the attack scenario where only one attack at time occurs
on an agent, it is assumed that only agent y is directly attacked; that is,
e,=1land g, =0(k=1,2,...., N and k # y). In this case, the induced
attack signal can be obtained as

u(r) = [0,...,(u;(t>)r,... ,O]T,

and MAS (6) can be expressed as

T T
()= (Iy ® A— £ ® BK) x(t)+(Iy ® B) [o,...,<u;(z)) ,...,0} . (40)

According to the state space decomposition strategy applied in Sec-
tion 3, the induced attack signal u“’(r) can be transformed by the
orthogonal matrix U" such that

T T
@0 =(UTel,) [o,...,(u;(t)) ,...,o] , (41)
where #/0) = [(@0)". (&) ... (@®)"] . Due to vTev =
diag {O, AA}, MAS (40) can be decomposed as
X, (t) = A%, (1) + B’ (1), (42)

%, (1) = (A — 44 BK) %,(0) + B&” (1), (43)

where k = 2,3,..., N. From (42), the dynamic response introduced by
the induced attack signal u%’(r) is that

t
() = / A B (r)dr. (44
0
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Fig. 2. State trajectories of six agents and consensus trajectories without induced attack.

T T
,...,0l and the in-

since @) = ((15/VN)®1,) [0,...,(145(:))

duced attack starts at #,, it can be obtained by (44) that
U " amo) pH (-

@) = —/ eAl=7) B H (= ’a)u“(ta)dr. (45)

VN '

By (45), the explicit expression of the prescribed consensus trajectory

T..(t) can be determined as follows.

Corollary 1. If MAS (1) is induced by attacking only agent y, then the
prescribed consensus trajectory T.,(t) satisfies that

lim (720 = (e o0+, 0) ) = 0.1 21,
where ¢} (1) = (1/N) /,: eA=7) BeMl (T1a)yar )dr.

From Corollary 1, one can obtain that the additional influence of
the induced attack on the prescribed consensus trajectory T2 () is only
determined by the induced attack signal ui(ty) of agent y. However, in
Theorem 1, the prescribed consensus trajectory 7,,(r) for the induced
attack case is determined by the average of all attack signals. In
addition, according to Theorem 2, when the regulated attack matrix
H is given previously, a sufficient condition for the induced attack
analysis is presented as follows.

Corollary 2. For any given matrix H, MAS (6) is induced by AGES (4)
if for given constants y and p, there exist matrices P = PT > 0 and
R = RT > 0 such that

o - [pzl,, +ATP+ PA— Ay, (KTBTP + PBK) PB ]
mn * —y2I,,+ H'RH
<0,
o [,;21,,+ATP+PA—,1max (KT BT P + PBK) PB ]
ax - -y21,,+ HTRH
<0,

where A, and A, are nonzero minimum and maximum eigenvalues of
Laplacian matrix L, respectively.

Remark 4. The induced attack is designed in Theorem 2 to drive
the multiagent system as a whole to track a consensus trajectory pre-
scribed by the attacker. By the state space decomposition method, the
design problem of the induced attack is transformed into an asymptotic
stability problem of the non-consensus dynamics of MASs. In this
case, a robust H_ approach is given to realize the induced attack in

Theorem 2 and determine the prescribed consensus trajectory with the
induced attack in Theorem 1. Since the consensus control in [26] is
the counter objective of the induced attack, the results in [26] and this
paper seem to be similar. However, the results in this paper cannot
straightly obtained from [26]. To realize the induced attack against
MASs (1) by AGES (4), the following two critical steps are discussed.
The first one is that the relationship between the non-consensus state
of MAS (1) and the induced attack signal u“(r) is derived in (10)
by the state space decomposition strategy. Note that the consensus
achievement of MAS (1) is closely related to the induced excitation of
u’(z), it is challenging to design an efficient induced excitation on the
basis of the cooperative loop and the feedback gain matrix. Secondly,
by introducing two performance regulating parameters, a constraint
framework based on the robust H_, performance index is constructed,
and a design criterion of the regulated attack matrix H is proposed in
Theorem 2, which can guarantee MAS (1) to achieve consensus under
the induced attack. In other word, for any given feedback gain matrix
K which can drive MAS (1) without the induced attack to achieve
consensus, the regulated attack matrix H that satisfies the linear matrix
inequality constraints in Theorem 2 can guarantee MAS (1) to be
induced. According to Theorems 1 and 2, the prescribed consensus
trajectory T,,(¢) is predesigned on the basis of the appropriate regulated
attack matrix H by the attacker.

5. Numerical simulation

A simulation example is provided in this section to illustrate the
validness of main results about the induced attack approach against
the MAS. First, the consensus of MAS (1) without the induced attack is
shown, and then attack effects are verified by the simulation results.

Consider a third-order linear MAS consisting of six agents with the
interactive topology shown in Fig. 1. If the state of agent i can be
received by agent j, then w;; = 1 and w;; = 0 otherwise. The dynamic
matrices of each agent are designed as follows:

0 0 -1 -02 1
A= -1 -1 1 |[,B= 2 0
-2 -3 0 0 0.1

The initial states of all agents are set as:
x1(0) = [-1,2,-117, x,(0) = [2,-1.5,-10],
x3(0) = [10, — 6, — 217, x,(0) = [3, 15, — 117,
x5(0) = [-9, = 3, 117, x¢(0) = [-10,2, — 177
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5.1. Consensus without the induced attack

For the MAS without the induced attack, the feedback gain matrix X
that drives the MAS to achieve consensus can be calculated as follows:

| 48229 93267 -6.0612
T | 97576 3.0842 -5.1338 |-

Without the induced attack, the states of six agents and the consensus
function in three dimensions are denoted as xi O (k=1,2,...,6,j =1,
2,3) and c_f/(¢) (j = 1,2,3), respectively. Fig. 2 shows the state trajec-
tories of six agents and the consensus function, where the curve of the
consensus trajectory is represented by red circles and the variables in
the y-axis represent the three dimensions of states. From Fig. 2, one
can find that the states xi(t) of six agents converge to the consensus
states c_f/(r) within 3s, which means all agents achieve consensus when
t > 3 s. However, it should be pointed out that r = 3 s is not the moment
when all agents achieve the consensus.

5.2. Induced attack effects

On the basis that the above MAS can achieve consensus, the induced
attack effects are discussed. Since the induced attack starts after that
the MAS is consensus, the attack start moment is set as fr, = 5 s. The
initial attack signals ul(t,) are selected as:

wit,) = (121", ud(t,) = [-1,5)", ul(t,) = [20.8]",
ul(ty) = [0.-02]", ul(r,) = [0, 01", ul(t,) = [1.5,-30]".

Let p = y = 1 and R = diag {0.3,0.3}, then the matrix variable P in
Theorem 2 can be obtained by the FEASP solver as:

0.4033 0.0248  -0.1525
P=| 0.0248 0.2006  —0.1657
-0.1525 —-0.1657  0.7454

In this case, the regulated attack matrix H of the AGES can be calcu-
lated as:

—0.7989
0.0611

0.0611
—0.3802

H=-B"PB=

Under the induced attack, the state trajectories of six agents in three
dimensions of states are depicted in Fig. 3, where the states of all agents
with the induced attack are denoted by fc{;(t) (k=1,2,...,6,j=1,2,3),
respectively, and the state trajectories of the same agent are indicated
by curves of the same color and different line shapes. The consensus
trajectories in three dimensions of MAS (6) with and without the
induced attack are illustrated in Fig. 4, where the initial state and the
attack injection location are denoted by the green hexagon and the cyan
box, and final states with and without the induced attack are marked by
the red and the blue pentagram, respectively. Define the energy indexes
of &) and u®(r) as Egyy = [, ET (et and Eaqy = [y~ @ @) u(t)dt,
then the corresponding energy trajectories of &(r) and u?(r) are shown
in Fig. 5.

From Figs. 3 to 4, it can be found that MAS (1) with the induced
attack protocol (2) experienced confusion during the injection of in-
duced attack signals, but subsequently regained consensus. Meanwhile,
the consensus trajectory of MAS (1) gradually deviates from its orig-
inal path due to the induced attack and eventually aligns with the
prescribed consensus trajectory 7,,(f). In Fig. 5, the energy in time
interval [ta,oo) of £(t) is smaller than that of u“(r), which means that
the robust H_, performance is satisfied. That is, MAS (1) with induced
attack protocol (2) is induced by the attacker.

In the following, the attack scenario where only one attack at
time occurs on an agent is considered. With the identical dynamic
matrices, the interactive topology, and attack parameters, the initial
attack signals uj(t,) are set as:

w(t,) = 10,01, u§(r,) = 10,01", () = [20,8]",
ui(t,) = 10,017, ul(t,) = [0, 017, ul(z,) = 0,01
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Fig. 3. State trajectories of six agents before and after attacks.
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Fig. 4. Consensus trajectories with and without the induced attack.

According to AGES (4), one can find that u/(t) = 0(i = 1,2,4,5,6),
which means that only agent 3 is directly attacked. In this case, the state

trajectories of MAS (1) before and after attacks are shown in Fig. 6. It
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Fig. 5. Energy trajectories of &(r) and u®(z).

can be obtained that the consensus of MAS (1) is still realized, and the
state of all agents is induced to the prescribed consensus trajectory,
which means that MAS (1) with induced attack protocol (2) is induced
when only agent 3 is directly attacked.

In addition, the attack performances for DoS attacks and the induced
attack on the consensus of MASs are revealed. Set the time interval of
the non-DoS attack as t € [tp,tp + 0.2) s with #, = 0 s and the time
interval of the DoS attack as t € [tp +0.2, ’p+1) s.Inte [tp +0.2, tp+1) S,
all interactive links among agents are disconnected by DoS attacks.
With DoS attacks and the induced attack, the state variables of six
agents are denoted by )‘cf;(t) and fc/;(t) (k=1,2,...,6,j =1,2,3), whose
state trajectories are shown in Fig. 7 by the dashed line and dotted
line with the same colors, respectively. It can be found that the state
trajectories of six agents with DoS attacks deviate significantly from
the original trajectory and are more chaotic within 3s, which can be
easily detected by the attack detector. Moreover, the state trajectories
gradually converge to the original state when ¢ > 3 s in the presence
of DoS attacks, which means that the influences of DoS attacks on the
MAS are eliminated and DoS attacks have no impact on the final state.
However, the state of the whole MAS is driven to a different consensus
state in a more orderly manner by the induced attack, which means
that the proposed induced attack strategy is more covert and effective
than DoS attacks.

6. Conclusions

In this paper, a new induced attack approach was proposed to drive
the whole MAS to the prescribed consensus trajectory by the attacker,
where the induced attack signal was designed and injected into the
interactive link between the controller and the actuator. The attack
generation exosystem model was constructed, and the design criterion
of the regulated attack matrix in the attack generation exosystem was
presented. Based on the design criterion, the induced attack signal was
designed to guarantee that the MAS can be induced. Moreover, the
explicit expression of the prescribed consensus trajectory was deter-
mined, which depicts the movement trajectory of the entire MAS after
being induced. It was proven that the attacker can achieve the expected
induced attack effect if the regulated attack matrix could be selected
properly. Focus on the fully distributed control of MASs with the
adaptive control protocol, where feedback gain matrix K is determined
without all information of the network topology, the induced attack
will be addressed in the future work by exploiting a fully distributed
strategy.
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Fig. 6. State trajectories of MAS (1) when only agent 3 being attacked.
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