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ABSTRACT

Fully distributed secure consensus control of nonlinear multiagent systems under communication link
attacks is achieved, where the design criteria are independent of the Laplacian matrix related to the com-
munication topology and its corresponding eigenvalues. Firstly, this article proposes an edge-based fully
distributed adaptive protocol for leaderless nonlinear multiagent systems with communication link
attacks to achieve secure consensus control, where the interaction strengths between neighboring agents
are adaptively adjusted on the foundation of the transmitted relative states to counteract influences of
communication link attacks. Then, the problem of secure consensus control for leaderless nonlinear mul-
tiagent systems with communication link attacks is transformed into the stability of secure consensus
error systems, and sufficient conditions for leaderless nonlinear multiagent systems achieving fully dis-
tributed secure consensus control are given. Furthermore, main results for leaderless nonlinear multia-
gent systems are extended to leader-following cases. Finally, theoretical results are verified by two

numerical examples.

© 2023 Elsevier B.V. All rights reserved.

1. Introduction

Coordinated control for multiagent systems (MASs) has
received a considerable amount of research attention due to its
wide application prospects across various fields of modern society,
including consensus/formation control [1-5], network synchro-
nization [6,7], swarm robotics [8-10], and power grids [11,12],
et al. Fully distributed consensus control is an important research
topic in coordinated control for MASs, which refers to that every
agent achieves an agreement on some quantity by depending only
on local information and information exchanged with its neighbor-
ing agents. The fully distributed consensus control strategy offers
better scalability, robustness, and flexibility, as it avoids a single
point of failure and reduces communication overhead, so designing
a fully distributed consensus control approach for MASs is of great
significance.
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1.1. Literature review

Extensive research results concerning fully distributed consen-
sus control for MASs have been attained, which can be classified
into two main groups: edge-based and node-based approaches.
For example, the edge-based consensus control protocols were
designed for leaderless MASs with the undirected topology in
[13,14], where the state information obtained from the two end-
points of the communication link is utilized to adaptively adjust
the weight of each communication link. Li et al. in [15,16] designed
the node-based distributed adaptive consensus protocols for the
high-order linear and Lipschitz nonlinear MASs, which utilize local
neighboring information to adaptively adjust the coupling strength
for each agent. Moreover, the applicability of node-based fully dis-
tributed adaptive protocols to MASs with a general directed graph
that contains a spanning tree was demonstrated in [17,18]. But the
works in [13-18] all require that the communication link environ-
ment is safe and perfect. Given the spatial distribution of agents
and the open exchange of information between them, it is imper-
ative to note that MASs are vulnerable to potential malicious
attacks aimed at disrupting communication links, which may cause
negative effects on the properties of MASs. Therefore, it is a chal-
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lenging task to design a fully distributed secure consensus control
(SCC) strategy for MASs against communication link attacks.

A lot of literature has discussed fully distributed SCC for MASs
against different kinds of communication link attacks, where two
typical attacks on communication links are deception attacks and
DosS attacks [19]. Dos attacks can block link information transmis-
sion and result in information packets loss and delay, and decep-
tion attacks tampered actual information with false information
and affect the normal control actions. For DoS attacks, the fre-
quency and duration of attacks were first proposed to depict the
features of DoS attacks in [20]. From the perspective of graph the-
ory, the information interaction among agents subjected to DoS
attacks can be interpreted as the topology switching process, in
which the structure of the communication topology varies ran-
domly over time. Switching theory was used to deal with SCC for
MASs under DoS attacks in [21-23], where it was assumed that
the controllers are invalid in the attack phase. Xu et al. in [24] pro-
posed event-triggered and sample-data communication control
strategies to deal with SCC for first-order MASs with distributed
DoS attacks launched by multiple attackers. For deception attacks,
the general replacement attack and the impulsive false data attack
were investigated in [25,26], respectively. Note that the model in
[20-26] failed to depict the communication link attacks of MASs,
comprehensively.

The actual communication link attack can be suitably described
as a sequential scaling attack. Deception attacks and DoS attacks
were unified into a sequential scaling attack in [27,28], where
SCC for high-order linear MASs can be realized in a fully distributed
manner and the sequential scaling attack was launched on the
communication links among agents and the sensor-to-controller
communication channel. It can be found that the attack scaling fac-
tor in [27,28] is time-invariant, which cannot be applicable to the
situation that communication link attacks are time-varying and
unknown. Li et al. in [29] modeled data manipulation attacks in
the communication link as communication link faults. Based on
this communication link attacks, fully distributed SCC for MASs
with leader-following and leaderless structures was achieved in
[30-34]. Noted that the problem of SCC in [29-34] can be solved
by designing the state observer for each agent, but at the same
time it may add some extra computational burdens. In addition,
when the dynamics of MASs is nonlinear, the above control strate-
gies are not applicable. To the best of our knowledge, the following
two challenging issues deserve further investigation: 1) How to
design an efficient control strategy for MAS with communication
link attacks to achieve a fully distributed SCC; 2) How to eliminate
the influences of the nonlinearity on SCC under the condition that
the weights of attacked communication links are time-varying and
unknown.

1.2. Contributions

This article develops a distributed adaptive SCC strategy in the
sense that the design criteria are independent of the Laplacian
matrix related to the communication topology and its correspond-
ing eigenvalues. Firstly, an edge-based fully distributed adaptive
protocol for leaderless nonlinear MASs with communication link
attacks to achieve SCC is proposed, where the interaction strengths
between neighboring agents are adaptively adjusted on the foun-
dation of the transmitted relative states to counteract the influ-
ences of communication link attacks. Then, the problem of SCC
for leaderless nonlinear MASs with communication link attacks is
transformed into the stability of secure consensus error systems,
and the fully distributed SCC criteria for leaderless nonlinear MASs
with communication link attacks are given. Finally, by the nonsin-
gular theory and the property of the nonlinear dynamics, main
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results for leaderless nonlinear MASs are extended to leader-
following cases.

Compared to previous works related to SCC for MASs with com-
munication link attacks, the specific contributions of this article
contain three aspects:

1. An edge-based fully distributed adaptive protocol is proposed,
which can be implemented in a fully distributed manner;
namely, the design criteria do not depend on the Laplacian
matrix related to the communication topology and its eigenval-
ues. This is in contrast to previous works in [35,36] that are
dependent of the nonzero eigenvalues of the Laplacian matrix
for the gain matrix design.

2. A twin damping coupling strength is introduced to avoid con-
tinuous increases and prevent overlarge control input. The
impacts of time-varying and unknown attacked weights on
the consensus property are eliminated to achieve SCC for MASs
with communication link attacks by adaptively adjusting cou-
pling strengths.

3. Different from the usual SCC problem for MASs with communi-
cation link attacks in previous works in [27-30], where the
dynamics is assumed to be linear, this article generalizes the
system to nonlinear, ultimately enabling the system to achieve
not only asymptotically SCC, but also fully distributed control.

1.3. Organization and notations

The outline of this article is outlined as follows. Section II
describes the SCC problem of the nonlinear MASs with communi-
cation link attacks. In Section III, the fully distributed SCC criteria
for leaderless nonlinear MASs with communication link attacks
are presented. Main results for leaderless nonlinear MASs are
extended to leader-following cases in Section IV. Section V pre-
sents two numerical simulations. This article is concluded by Sec-
tion VI. R¥7 denotes the set of d x q dimensional real matrix and
RP denotes the set of p dimensional column vector. 1y represents
N dimensional column vectors with all entries equal to 1. 0 and 0
denote the zero number and a zero matrix with an appropriate
dimension. I, denotes the identity matrix of dimension m. For a
matrix E, Amin(E) and Anmex(E) denote the minimum and maximum
eigenvalues of E, respectively. For a vector z(t) € R, ||z(t)|| denotes
its 2-norm. E ® F represents the Kronecker product of matrices E
and F. Z < 0(Z > 0) is called a negative-definite (positive-definite)
matrix. The symbol * represents the symmetric terms of a symmet-
ric matrix.

2. Problem description and preliminaries
2.1. Graph theory

The communication topology of a nonlinear MAS with N agents
can be described by an directed graph ¢ = (7",&,./), where
"= {v1, v, -, vy} denotes the set of node, in which each node
stands for an agent, & C (¥, 7") denotes the set of edges, the edge
(v, vj) denotes the communication link from nodes v; to »;, and
o/ = [wy] € RNV denotes the adjacent matrix associated with the
graph ¢, which is defined by w;; = 1if (;, v;) € ¢ and 0 otherwise.
The Laplacian matrix is denoted by £ = [lj] € R™N with
lj = —wy,i#j and [ = %W,‘j otherwise. A directed path from

j=1
nodes v; to v; is a sequence of ordered edges in the form of
(v, v),(1=1,2,--- k—1). The graph ¢ with the property that
there at least exists a node with the directed path to other nodes
is said to contain a directed tree, where the node is called to be a
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root node. The graph ¢ is undirected if w; = wj; for any v;, v; € ¥, If
there exists an undirected path between any two nodes, then the
undirected graph ¢ is said to be connected.

2.2. Problem description

Consider a group of homogeneous leaderless nonlinear MAS
consisting of N agents, and the dynamic of each agent is described
as

Xi(t) = Axi(t) + Buy(t) + Cf (xi(t))(i=1,2,- -, N), (1)

where x;(t) € R" is the system state, u;(t) € RP is the system control
input, A, B, and C are system matrices with the appropriate dimen-
sions, and f():R"— R satisfy the Lipschitz condition
If(x(0) — fly(®)|l < k||x(t) —y(t)|| with the Lipschitz constant
K > 0. Here, it is assumed that the pair (A, B) is stabilizable. In this
article, the communication topology of leaderless nonlinear MAS (1)
is subject to a communication link attack, which is modeled as

le(t) = AIJ(t)WU(lm] =12, 7N)7 (2)

where A;(t) € R is an attack scaling factor with A;(t) >0 and
w;(t) € R is the attacked weight of the edge (v;, vj). In this case,
define the Laplacian matrix associated with the attacked communi-
cation topology as Z(t) = [Ij(t)] € RN with Ij(t) = —w(t),i # j
and [;(t) = S, w;(t) otherwise.

Remark 1. Communication link attacks (2) covers the sequential
scaling attacks in [27,28], communication link faults or attacks in
[29-34], and the uncertain communication link model used in
[35,36], which implies that the transmitted data on some commu-
nication links can be tampered by attackers. Attacks on the
communication link are assumed to have the scaling property,
which means that the attacker scales down the original informa-
tion data in the communication link; that is, if the original
information date is r;(t) in the communication link (;, 7;), then
it becomes A;(t)r;(t) when nonlinear MASs are suffered from
communication link attacks. In particular, the communication link
(v;,vj) can be regarded as free of attacks if A;(t)=1 and the
deception attack otherwise. The attacked communication topology
is modeled into a sequential scaling switching topologies in
[27,28], where the attack scaling factors A;(t) are known and
time-invariant. Since the attack scaling factors A;(t) are time-
varying and unknown, the attacked weights w;(t) are also
unknown and time-varying. It is to be noted that the derivative
of the attacked weights wj(t) in the previous works [30,34] is
supposed to be bounded, while this condition is not required in
this article. Moreover, since the Laplacian matrix associated with
the attacked communication topology is strongly coupled with the
attack scaling factors Ay(t), it is challenging to realize SCC for
leaderless nonlinear MAS (1) and design an efficient control
strategy independent of the communication topology information
under the condition that the attack scaling factors A;(t) are time-
varying and unknown. Define the transmitted relative state hy(t)
for the communication link (z;, 7;) as

hii(t) = wy(O)(Xi(t) = X(6))(i,j = 1,2,---,N). 3)

Since attack scaling factors A;(t) are time-varying and
unknown, agents cannot receive the actual state of the neighboring
agents. The following assumptions of the communication topology
are required in this article.

Assumption 1. The undirected graph ¢ is connected, the attack
scaling factors A;(t) are bounded.
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Assumption 2. The transmitted relative state h;(t) is measurable
for the control design of each agent. Based on the transmitted rel-
ative information of neighboring agents for the edges, an edge-
based fully distributed adaptive protocol is proposed as follows:

N
ui(t) = —K_dy(0)hy (£),
46— ) @
dy(t) = hy(6) Thy(t) — ay(dy(t) — dy(t)),

dij(t) = 0;(dy(t) — d(t)),
where K € RP*" and I" € R™" are gain matrices to be designed,
d;(t) € R is a coupling strength for each edge, [iij(t) € R is a twin
damping coupling strength related to dj;(t), and 6; and g;; are adap-
tive factors with d; > 0 and g > 0. Moreover, initial values of dj;(t)
and fi,-j(t) are satisfied with d;(0) > [1,-,—(0) > 0.

The definition of leaderless nonlinear MAS (1) with communica-

tion link attacks (2) achieving SCC by edge-based fully distributed
adaptive protocol (4) is given as follows:

Definition 1. Leaderless nonlinear MAS (1) with communication
link attacks (2) is said to achieve SCC by edge-based fully
distributed adaptive protocol (4) if there exist two gain matrices
K and Tindependent of the bounded initial states
x(0)(i=1,2,---,N) such that limg_ (x;(t) — x;(t)) =0
(i,j=1,2,---,N).

The following three problems are mainly investigated in this
article: (i) How to design the gain matrices K and I'such that lead-
erless nonlinear MAS (1) with communication link attacks (2) real-
izes a fully distributed SCC; (ii) How to eliminate the impacts of the
nonlinear dynamic terms on the secure consensus property of
leaderless nonlinear MAS (1) under the condition that the attack
scaling factors A;(t) are time-varying and unknown; (iii) How to
extend main conclusions for leaderless nonlinear MAS (1) to the
leader-following cases.

Remark 2. The edge-based fully distributed adaptive protocol (4)
can realize SCC for leaderless nonlinear MASs with communication
link attacks, where the interaction strengths between neighboring
agents are adaptively adjusted on the foundation of the transmit-
ted relative states to counteract the influences of communication
link attacks. The edge-based fully distributed adaptive protocol (4)
contains two key features. The one is the edge-based fully
distributed adaptive protocol can be implemented in a fully
distributed manner in the sense that the design criteria do not
depend on the Laplacian matrix related to the communication
topology and its corresponding eigenvalues, the gain matrix design
depends on the nonzero eigenvalues of the Laplacian matrix
related to the communication topology in the previous works in
[35,36]. The other one is that the transmitted relative state h(t) is
used to design the control protocol under the condition that
weights of communication links are time-varying and unknown in
the presence of attacks, while weights of communication links are
generally assumed to be time-invariant and known. Note that the
variable hy(t) is dependent of the attacked weight wj(t). Even
though one cannot resolve A;(t) and regards it as a known variable,
hij(t) can be deemed as the overall measure data for the protocol
design, which can be found in the previous works such that
[13,14,28].

3. SCC for leaderless nonlinear MASs

This section presents SCC criteria for leaderless nonlinear MASs
(1) with communication link attacks (2) by edge-based fully
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distributed adaptive protocol (4). Firstly, based on the attacked
communication topology ¥, a virtual communication topology %,
is constructed, where the interaction strengths among neighboring
agents are adaptively adjusted on the foundation of the transmit-
ted relative states h;(t). Then, the problem of SCC for leaderless
nonlinear MAS (1) with communication link attacks (2) is trans-
formed into the stability of the secure consensus error systems.
Finally, an approach to design the gain matrices of edge-based fully
distributed adaptive protocol (4) is given.

Define the adjacent matrix of a virtual communication topology
%, as (t) = [dy(t)wy(t)] € RVN, which is associated with the
attacked communication topology 4% and the adaptive coupling
strengths d;(t). Since the attacked communication topology % is
connected and d;(t) >0 for Vt >0, the virtual communication
topology ¥, is also connected. The Laplacian matrix associated
with the virtual communication topology %, is denoted as

2(t) = [i,-j(t)] € R"*N, which is obtained by the definition of the
Laplacian matrix. From (1)-(4), it can be found that

xt)=(InoA- @(t) ® BK)x(t) + (Iv ® O)f (x(t)), (5)

where  x(t) = [xI(6).x5(0), - Xk (0)] and  f(x(0) = [T (0).f

(x2(1)), -+, fT(xn(t)))". Define the secure consensus error for agent
i be

1 .
e,'(t)ZXi(t)*N;Xj(t),(l:172,'-',N)7 (6)
let e(t) = [e](t), eX(t),- -- ,e{,(t)]T, then one can find that
e(t) = (U® L)x(t), (7)

where U =1Iy ——1N1T with f( W f?(t) = Ué’(t). Thus, one can

obtain from (5) and (7) that
ety =(IneA- @(t) ® BK)e(t) + (U @ O)f (x(t)). (8)

Before deducing the SCC conditions, the following lemmas are
introduced to be used later.

Lemma 1. [37]: For an undirected graph, the eigenvalues of the

associated Laplacian matrix L7 satisfy 0=21(2)
< (L)< <INZ) and (L) = mm XL if the undirected
x#0, 17

graph is connected.

Lemma 2. [37]: LetP =P e R*? Y=Y e RP*P and Z = Z" € R?"P,
then the condition {IZJT ﬂ < 0 is equivalent to any one of the

followings

(1)Y<OandP-2zY'Z" < 0;
(2)P<0andY-Z"P'Z<0.

The following theorem is main result of this section, which shows that
leaderless nonlinear MAS (1) with communication link attacks (2) by
edge-based fully distributed adaptive protocol (4) realizes SCC.

Theorem 1. Leaderless nonlinear MAS (1) with communication link
attacks (2) achieves SCC by edge-based fully distributed adaptive pro-
tocol (4) if there exist two positive-determined matrices R and Q such
that the following linear matrix inequality holds
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AR + R'AT — 2BB" + ¢,CCT J%R’l R
0= |« -, 0 <0, (9
* * —Q*1

where ¢ is any positive constant. In this case, K =B'R and

I' = $RBB'R with 0 < ¢ < 1/ _max  Aj(t);, and dy(t) and d;i(t)
t>0,ij=

will converge together to a common ﬁnlte valued constant as t — oofor

Vi,j=1,2,---N.

Proof: Select a candidate Lyapunov function as

N
Vi(t) = e'(t)(Iy ® R)e(t) +%Z

Oii S~ 2
eSO (10)

it is easy to be found that V,(t) > 0. From (4) and (8), one can
obtain that the time derivative of V;(¢) is

N N

Vi) =33 (@50 = Ay w0 (xi() — x(0) Tex(t) — xi(0)))

i=1 j=1
+e'(t) (IN ® (RA+AR) - 2(t) ® (RBK + (BK)T ))e
2

N N R
+2€T(6)(U & ROF(x(6)) = 05 Y (dy(t) = dy(0)) -

i-1 j—=1

(11)
Due to K = B'R and I" = $RBB'R, one can find that
<e'() (IN ® (RA+ATR) — 2.2(t) ®RBBTR)e(t)
+2eT<r>(U ® RC)f(x(t)) (12)
N N
+63 ((dy (1) = 7) AWy (Oxi(6) — x,(6) RBEROx(0) — x,(1)))-
i=1 j=1
Due to W,’j(t) = Wji(f),d,’j(f) = dji(f). and 0< (P < 1/

MaxXvye=0ij-12.-N Ajj(t), one can obtain that

N N
0> (@) = ) A (Owy(0) (xi(6) - x,(6)) RBB'R(x(£) — xi(1)))

i=1 j=1

N N
<D (6 = pwyle)(et) — ¢(6)RBBR(&i() — &(t)) )

i=1 j=1
< 2€7(t) ((@(t) - yé”(t)) ® RBBTR)e(t).
(13)
From (12) and (13), one can derive that
Vi) <€) (IN ® (RA+ATR) - 22(t) ® RBBTR)e(r)
+2€"(t)(U @ RO)f (x(t)). (14)
Moreover, since fjef(t) =0, one has
N 1 N 1 N
Zei(t)RC<f(Nzxj(t)) —NZf(Xj(f))> =0. (15)
i=1 j=1 j=1

From (15), it can be derived by the Lipchitz condition that

2e"(£)(U @ RO)f( 22@ RC( Y (xj(t))>
j 1

_ ZZe, RC( Zx] ) (16)

<e() (IN ® (&1RCCR + 1 Kzln)> e(t),
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where ¢; is any positive constant. According to Lemma 1, one has

—2e(t) (f?(t) ® RBBTR)e(r) < =2 (Z(t)e (1) (IN ® RBBTR)e(t). (17)

Substituting (16) and (17) into (14), it follows that

Vi(t) < e'(t) (IN & (RA + AR — 2y,(Z(t))RBB'R + & RCCTRT + sl ;czlﬂ)>e<r),
1

(18)

Since /J,(Z(t)) >0, there must exist a sufficiently large
designed constant ysuch that y,(Z(t)) > 1 for vt > 0. If ®; <0
holds, then one can obtain by Lemma 2 that

2
RA+ATR—2RBBTR+81RCCTR+’;—I,1 +Q<o0. (19)
1

From (18), one can find that
Vi) < —€"(t)(Iy ® Q)e(t). (20)

Thus, it follows that V;(t) <0 and V;(t) =0 if and only if
e(t) = 0, which means that leaderless nonlinear MAS (1) with com-
munication link attacks (2) achieves SCC by edge-based fully dis-

tributed adaptive protocol (4). Let d;;(t)
=dj(t) — Elij(t)(i,j =1,2,---,N), then it can be obtained from (4)
that

dij(t) = —(ay + 35)dy () + hy (£) Thy (), (21)

and (21) can be solved as

~ ~ < t <

di(t) = e~ dy(0) + e*(“v*‘)v)f/ eit)Thy(7) Thy(t)dt.  (22)
0

Due to d;;(0) > &U(O), one has aij(t) > 0 forVt > 0.To show that
&ij(t) will converge to zero as t — oofor Vi,j = 1,2, --- N, the follow-
ing two cases are considered. Casel: If ]5 el h; (1) Thy(t)dt is
bounded, it is obvious that lim[ﬂwa,-j(t) =0. Casell: If
[y €9 hy (1) Thy(t)dt is unbounded, that is;

t

lim [ e+ hy(t) Thy(t)dt = oo. (23)

t—oo Jo

According to L'Hopital’s rule, one can find that

ot
lim (e*(awéwf /0 e<0v+°‘v>fhu-(r)7rhij(r)dr)

t—oo
= lim (0 + di) "hy(t) Thy(t) = 0. (24)

Thus, it can be obtained that lim;_...d;j(t) = 0. Hence, d;j(t) and
fiij(t) will converge together to a common finite-valued constant

ast — oofor Vi,j = 1,2, -- - N. The proof of Theorem 1 is completed.
H.

Remark 3. Theorem 1 shows that a fully distributed SCC for
leaderless nonlinear MAS (1) with communication link attacks (2)
can be achieved by utilizing the property of the Laplacian potential
for the undirected graph and the Lipchitz condition, as shown in
(13) and (16). It is to be emphasized that a sufficiently small ¢can
be selected such that the design criteria are independent of the
parameters of communication link attacks. Moreover, it is worth

mentioning that d;(t) and f:l,-j(t) will converge together to a
common finite-valued constant as t — co. Due to Eiij(t) > 0 and
&U(t) = 6,-,-[1,-]-(0, one can obtain that &,j(t) is monotonously increas-
ing. Due to aij(t) > 0, one can find that dj(t) will first increase and
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then decrease if the initial values of d;(t) and &ij(t) are set to
d;(0) = Ei,j(O) forVvi,j=1,2,---N.Thus, d;(t) does not keep growing
to avoid overlarge control input (see [17,38]). However, coupling
strengths are monotonously increasing in [29,30,34].

4. Extension to leader-following cases

According to the different communication topology, MASs can
be divided into the leaderless and leader-following structures.
Leaderless MASs require all agents to jointly determine the final
consensus state through local information interaction, while
leader-following MASs require all followers to reach consensus
and track the state of the leader; that is, the final consensus state
of leader-following MASs is determined by the leader. SCC for a
leader-following MAS with communication link attacks (2) is
investigated in this section. By the edge-based fully distributed
adaptive protocol, sufficient conditions for leader-following MASs
with communication link attacks (2) achieving SCC are presented.

4.1. Problem description for leader-following cases

Consider the case that a leader and N — 1 followers consist of
the leader-following communication topology. In this case, the lea-
der is indexed by 1 and the followers are indexed by 2,3, ---,N. The
dynamics of each agent is identical to (1). Since the leader receives
no information and sends information to the followers, the control
input of the leader is assumed to be zero, namely,

{xl(t) = Ax;(t) + Cf(xa (1)),
Xi(t) = Axi() + Bui(t) + Cf (xi(t)) (i = 2,3, ---, N),

where the notations are identical to the previous sections. The fol-
lowing assumption is required in this section.

(25)

Assumption 3. The communication links among followers are
undirected and the graph % contains a directed spanning tree
with the leader as the root. Similar to the previous section, the
edge-based fully distributed adaptive protocol is used to deal with
the problem of SCC for leader-following nonlinear MASs with
communication link attacks (2). The following definition can be
described the problem of SCC for the leader-following cases.

Definition 2. Leader-following nonlinear MAS (25) with commu-
nication link attacks (2) is said to achieve SCC by edge-based fully
distributed adaptive protocol (4) if there exist two gain matrices K
and I'independent of the bounded initial states x;(0)(i=1,2,---,N)
such that lim,_.. (x;(t) — x;(£)) =0 (i=2,---,N).

4.2. Design criteria for leader-following cases

Let the Laplacian matrix related to the graph %, under commu-
nication link attacks (2) be denoted by #(t) , which can be parti-
0 0
LH(t) Z1(b)
21(t) e RN-DxN=D 'Note that Z;(t) is a symmetric and positive-
definite matrix, which can be found in [37]. The Laplacian matrix

tioned as Q’(t):{ } with  Z,(t) e R¥V1 and

@U(t) associated with the virtual leader-following communication
topology %y, can be partitioned in the above form, similarly. Let
i(t) = xi(t) — x1(t)(i = 2,3,---,N) be the tracking error for follower
i, then one can obtain from (4) and (23) that

0(t) = (Iy ® A — Z1(t) ® BK)(t) + (Iy

® O (f(x(t) = v @ f(xi (1)), (26)
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where  u(t) = [0§(), v (0), -+, o(6)] " and  Fex(6) = [T (),
T3 (), - .f (xn(t))]". The following theorem is main result of this
section, which shows that leader-following nonlinear MAS (25)
with communication link attacks (2) by edge-based fully dis-
tributed adaptive protocol (4) realizes SCC.

Theorem 2. Leader-following nonlinear MAS (25) with communica-
tion link attacks (2) achieves SCC by edge-based fully distributed
adaptive protocol (4) if there exist two positive-determined matrices R
and Q such that the following linear matrix inequality holds

AR+ R'AT - 2BB" + 6 CCT R R
®l = | % —In O < 07
* * 7Q71
(27)
where ¢ is any positive constant. In this case, K =B'R and

I = ¢RBB'R with 0 < ¢ < 1/\# Jmax A;i(t), and d;(t) and &f}-(t)
5041 2.,

will converge together to a common finite-valued constant as t — oofor
Vi,j=1,2,---N. Proof: Select a candidate Lyapunov function as

N N
t)-p)? Z—{JZZ(dv(t)—

i=2 j=2

N

N
+%ZZ i (
2

i=2 j=

Va(t) = T (6)(In-1 @ R)v

2

N Y
+Y_(dn(t) - 2+ (7‘; Z
i P

(28)
Following the similar line of the proof in Theorem 1, one can
obtain the time derivative of V,(t), as follows
V() = 07 (t) <1N ® (RA+AR) - 221 (1) ® RBBTR) v(t)
+20"(t)(In @ RO) (F(x(6)) = Ty @ f(x1(1)))

Ag(E)W;(6) (0i(8) = vy(6)) RBB'R(ui () - vy() )

At (Wi (t)viT(t)RBBTRUi(t)),

(29)
Similar to (13) and (16), the following inequalities hold

((ds(0) = 7) A (O (6) (01 () — () RBB'R(vi () — (1))

+2¢) ((dn(6) = 7)An (O (£)0] (RBB'Rui(0))

i=2
< 207(t) ((f% (t) - 12, (t)) ® RBBTR) 0(t),
(30)

207(t)(Iy ® RO) (F(x(1)) — Ty @ f(xa (1))

<VI(0) (IN ® (&:RCC'R+ 221, )) (8), GD

where 0 < ¢ <1/ max

Vt20,ij=1.2,N
Then, from (29), one can obtain that

A;i(t) and & is any positive constant.

Vo (t) < VT (8) (IN @ (RA+ATR— 2711 (21 (t))RBB'R+ & RCCTRT +811c21n)> (t).
1

(32)

Since 4 (t) is a positive-definite and symmetric matrix, there

must exist a sufficiently large designed constant ysuch that

Y21 (Z1(t)) = 1 for Vt > 0. The rest of the proof is similar to that
of Theorem 1, which is omitted for brevity.MMain results of Theo-
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rem 2 are achieved by determining the relationship between the
linear quadratic function associated with the Laplacian matrix
and the terms associated with state errors. The difficulty extending
to leader-following cases in Section 4 is that the Laplacian matrix
of the leader-following is not symmetric, which can be solved by
the decomposition of the Laplacian matrix and its structure fea-
tures. Leader-following MASs are more widely used in the biolog-
ical community in nature and practical engineering, such as flying
geese, UAV formation reconnaissance targets and so on. The advan-
tages extending to leader-following cases include two aspects,
namely, the research of SCC theory for MASs are further enriched
and main results can be applied to related potential application
scenarios.

Remark 4. In [29-33], SCC for leader-following MASs is investi-
gated, where SCC is realized by designing the distributed leader
state observers. Since it is necessary to solve the distributed leader
observer, the control systems inevitably add some extra compu-
tational burdens. However, the proposed schemes in this article
can reduce the computational cost to some extent. Main results of
this article need to deal with two key difficulties. The one is to
establish the relationship between the Lipschitz nonlinear terms
f(x;(t)) and the terms associated with state errors e;(t) and v;(t) to
eliminate the impacts of the Lipschitz nonlinearity on SCC, as given
in (16) and (31), which can be dealt with by the Lipschitz function
property and the structure features of the Laplacian matrices
related to the attacked communication topology. The another one
is to determine the relationship between the linear quadratic
function associated with the Laplacian matrix and the terms
associated with state errors e;(t) and v;(t), as given in (13) and (30).
The solution to this difficulty is benefited from the symmetric
property of undirected graphs. Note that Z;(t) is also a positive-
definite symmetric matrix in the leader-following structure, then
one can obtain that main results for the leaderless structure can be
extended to the leader-following structure.

5. Numerical simulation

In this section, we provide two numerical simulation examples
to demonstrate the effectiveness of main results for both leaderless
and leader-following cases.

Example 1. (Leaderless cases): Consider a nonlinear leaderless

MAS that consists of six agents with the communication topology
given in Fig.1. As shown in [39], the matrices in (3) are given by

0 1
|

o Los|8=C=[1] ) = —sinti0).

Fig. 1. Communication topology among agents for leaderless cases.
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Fig. 2. Secure consensus error trajectories for leaderless cases with the proposed approach.
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Fig. 3. Secure consensus error trajectories for leaderless cases with the existing approach in [29,30,34].

For simplicity, it is assumed that the weights w;(i,j € {1,2,---,6})
of communication links free of attacks are equal to 1 if there exists
a communication link between agents i and j, and the attack scaling
factors are set to be A;(t) =1+ 0.5sin(t)(i,j € {1,2,---,6}). It can
be easy to verify that Assumptions 1 and 2 hold. The initial states
of agents are  x;(0)=[5-6]",%(0) = [-2,3]",x3(0) =
[=3,2]",%4(0) = [3,3]", x5(0) = [0, —5]", X6(0) = [3, —1]". The parame-
ters of  protocol (4) are chosen as ojj = 150,
35 = 2,d;;(0) = &,,-(O) =0.1(i,j=1,2,---,6) and ¢ = 0.66. According
to the theoretical results of Theorem 1, one can obtain that

3.7718 4.8041 0.0517 0.8832
this case, one can obtain that K = B'R=[3.7718,4.8041] and
B o [9.3895 119594
I'=¢RBE'R = [11.9594 152325
simulations with the existing approach in [29,30,34] are presented,
where SCC is realized by designing the distributed state observers
for each agent. It is to be noted that parameter settings in the sim-
ulation are identical with the ones in this article, parameters not
involved in this paper are identical with the ones in [34].

R— {6.4520 3.7718} and Q — {0.8921 0.0517] with & = 1. In

]. For comparison purposes, the
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10° 102 107! 10° 10!
Time(s)

Fig. 4. Trajectories of the coupling strengths dj;(t) for leaderless cases. (a) by protocol (4). (b) by the existing approach in [29,30,34].

di(8) — diy(t)

10° 10

Time(s)

Fig. 5. Trajectories of the coupling strength errors dj(t) — dj(t) for leaderless cases.

The secure consensus error trajectories for leaderless cases with
the proposed approach and the existing approach in [29,30,34] are
given in Figs. 2 and 3, respectively, which indicate that leaderless
nonlinear MAS (1) with communication link attacks (2) achieves
SCC by two approaches. One can also find from Figs. 2 and 3 that
the convergence rate of SCC applying the proposed approach is
obviously faster compared with the existing approach. This may
be because the actual state tracking observer state requires a cer-
tain system response time in the existing approach, which leads
to the slow convergence speed. The trajectories of the coupling
strength d;(t) for leaderless cases by protocol (4) are given in
Fig. 4(a). Coupling strengths with the existing approach in
[29,30,34] are plotted in Fig. 4(b). One can see from Figs. 4(a)
and 4(b) that the convergency values of coupling strengths by pro-
tocol (4) are much smaller than the ones obtained by the existing
approach when SCC for leaderless nonlinear MAS (1) with commu-
nication link attacks (2) is achieved. By introducing the twin damp-
ing coupling strengths fiij(t). one can see that d(t) in Fig. 4(a)
increases at first and then decreases but dj(t) in Fig. 4(b) increases
continuously. The trajectories of the coupling strength errors

dii(t) — a,»j(t) for leaderless cases is given in Fig. 5, where the cou-

pling strength errors dj(t) — &ij(t) converge to zeros; that is, d;j(t)
and &U(t) converge together to a common finite-valued constant

as t — oofor Vi,j=1,2,---N.

Example 2. (Leader-following cases): Consider a nonlinear MAS
with a leader and N —1 followers, where the communication
topology is given in Fig. 6 and the dynamic of each agent is denoted
by (25) with

0 1 0 0 0
A —-48.6 -1.26 486 O B 216 7
0 0 0 10 0
195 0 -195 0 0
0
0

C=Lfx®) =1, ,

—Iicsin(x; (£))
where () = [xi1 (£), X (1), X3 (1), Xia(t)] (i=1,2,---,6)  and
Kk =0.0333. The initial states of the agents are
X1 (0) = [_47 07 107 8}T7X2(0) = [57 _87 _37 _3}T7X3(0) = [_37 87 07 ]2]T7
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Fig. 6. Communication topology among agents for leader-following cases.

x4(0) = [-6,13,-12, -8]",x5(0) =

[-13,-4,12,-3])",x(0) = [8,-3,12,-3]". Communication link
attacks are assumed to be a sequence of the communication link
scaling attacks. Specifically, the attack signal is depicted as one-
period square wave, which starts at t = 0 with height 0.3 and width
2; that is the attack scaling factors A;(t) = 0.7 if the nonlinear MASs
is under attacks and 1 otherwise. The parameters of protocol (4) are
chosen as ¢ =300,4; =10, and ¢ = 1. According to theoretical
results of Theorem 2, one can obtain that

agent 2
—agent 3
agent 4
agent 5
agent 6

agent 2
—agent 3| o
—agent 4
agent 5
—agent 6

Vi3 (t)v {

0 2 4 6 8 10
Time(s)
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03047 0.0309 02458 0.6250 T
g | 00309 00088 00190 0.1172
~02458 -0.0190 0.2285 —0.3350 |’
0.6250 0.1172 —0.3350 3.6088 |
0.0030 0.0003 -0.0003 0 1
0.0003  0.0028 0 0
Q=1 00003 0 0.0031 0
0 0 0 0.0031 |
In this case, one can obtain that
K =B'R=[0.6670 0.1905 —0.4102 2.5314] and
04449 01271 —02736 1.6885
0.1271 00363 —0.0782 0.4823 .
T=¢RBB'R= | "09736 00782 01682 10383 | AS it
1.6885 04823 —1.0383 6.4081

Example 1, the simulations with the existing approach in
[29,30,34] are presented. The secure consensus error trajectories
for leader-following cases with the proposed approach and the
existing approach in [29,30,34] are given in Figs. 7-9, respectively,
which indicate that leaderless nonlinear MAS (1) with communica-
tion link attacks (2) achieves SCC by two approaches. One can also
find from Figs. 7 and 8 that the convergence rate of SCC applying the
proposed approach is obviously faster compared with the existing
approach. The trajectories of the coupling strength dj(t) for
leader-following cases by protocol (4) and the existing approach
in [29,30,34] are given in Figs. 9(a) and 9(b), respectively. One can

100
w 30
o
o
| -50
e agent 2
—~ agent 3
l;/ ~100 ——agent 4
S agent 5
-150 —agent 6
-200 . . : .
0 2 4 6 8 10
Time(s)
10 T T T
© 5
& 0
-
-3
e agent 2
= -10 ——agent 3
= —agent 4
) agent 5
=15 ——agent 6
-20 : L . .
0 2 4 6 8 10
Time(s)

Fig. 7. Secure consensus error trajectories for leader-following cases.
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Fig. 8. Secure consensus error trajectories for leader-following cases with the existing approach in [29,30,34].
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Fig. 9. Trajectories of the coupling strengths dj(t) for leader-following cases. (a) by protocol (4). (b) by the existing approach in [29,30,34].

see that the convergency values of coupling strengths by protocol
(4) are much smaller than the ones obtained by the existing
approach when SCC for leader-following nonlinear MAS (1) with
communication link attacks (2) is achieved. The trajectories of the

10

coupling strength errors dj(t) — fi,-j(t) for leader-following cases is
given in Fig. 10, which indicates that d;(t) and &,-,(t) converge
together to a common finite-valued constant as t — oofor
Vi,j=1,2,---N.
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Time(s)

Fig. 10. Trajectories of the coupling strength errors d;(t) — aij(t) for leader-following cases.

6. Conclusions

Fully distributed SCC of nonlinear MASs under communication
link attacks was achieved. An edge-based fully distributed adaptive
protocol was proposed, which can be implemented in a fully dis-
tributed manner in the sense that the design criteria do not depend
on the Laplacian matrix related to the communication topology
and its corresponding eigenvalues. By adopting adaptive tech-
niques and omodification methods, the impacts of time-varying
and unknown attacked weights on the consensus property are
eliminated, and the phenomenon that coupling strength is contin-
uously increasing can be avoided. Based on the nonsingular M-
matrix theory and property of the nonlinear dynamics, main
results for leaderless nonlinear MASs were extended to leader-
following cases. Future research directions can focus on two
aspects. The first one is to study SCC for MASs containing complex
nonlinear dynamics. The other one is to investigate the secure opti-
mal consensus control for MASs with communication link attacks.
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