W) Check for updates

Received: 21 September 2022 Revised: 7 April 2023 Accepted: 17 May 2023

DOI: 10.1002/rnc.6802

RESEARCH ARTICLE WILEY

Fully distributed secure consensualization for leaderless
nonlinear multiagent systems with communication
link attacks

Miao Zhao'?® | Jianxiang Xi'® | Le Wang'® | Kehan Xia! | Yuanshi Zheng?

'High-Tech Institute of Xi’an, Xi’an,

People’s Republic of China Abstract

2Naval University of Engineering, Wuhan, The secure consensualization for leaderless nonlinear multiagent systems with
People’s Republic of China communication link attacks is realized in a fully distributed manner in a certain
*Shaanxi Key Laboratory of Space Solar sense that the gain matrix design do not depend on the communication topology.

Power Station System, School of

Mechano-Electronic Engineering, Xidian
University, Xi’an, People’s Republic of the common tracking state, which can adaptively adjust coupling strengths to
China

A new virtual reference state estimator is proposed for each agent to estimate

counteract the influence of communication link attacks. Then, by the Lipschitz

Correspondence condition and the special structure property of the time-varying nonsingular

Kehan Xia, High-Tech Institute of Xi’an, transformation matrix, the influence of the Lipschitz nonlinearity on secure con-
Xi’an, 710025, People’s Republic of China.

o sensus is linearized, and a design approach of the secure consensus control gain
Email: xiakh2000@126.com

is given on the foundation of the linear matrix inequality. Finally, a numerical

Funding information example is provided to demonstrate the effectiveness of theoretical results.
National Natural Science Foundation of

China, Grant/Award Numbers: 62176263,
62103434, 62003363; Science Foundation
for Distinguished Youth of Shaanxi
Province, Grant/Award Number:
2021JC-35; Youth Talent Promotion
Program of Shaanxi Provincial
Association for Science and Technology,
Grant/Award Number: 20220123

KEYWORDS

communication link attacks, fully distributed control, Lipschitz nonlinearity, multiagent system,
secure consensus

1 | INTRODUCTION

Recently, coordinated control of multiagent systems (MASs) has been attached great importance because of its extensive
applications in many fields, including consensus/formation control of multiple robots,'* satellite attitude coordination
control,” and synchronization of smart power grids®® and wireless sensor networks®!? and so forth. Fully distributed con-
sensus control is one of the important topics in the above fields, which needs that all agents reach agreement on some
interesting variables by constructing the consensus protocol in a fully distributed manner. Some fully distributed con-
sensus protocols and important conclusions were shown in References 11-15, where the influence of the communication
link attack or fault was not considered. With the rapid advancement of artificial intelligence and information technol-
ogy, the communication link attack is an important threat for MASs. Attacks on the communication link can block the
communication channels among agents, and can cause the data information transmitted in the communication topology
to be unavailable or invalid, which may seriously damage the consensus properties of the whole system. This motivates
researchers to study secure consensus control (SCC) for MASs with communication link attacks.
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Several effective control strategies were proposed to deal with SCC of MASs with communication link attacks, where
communication link attacks were modeled as denial-of-service (DoS) attacks and/or deception attacks. DoS attacks mean
that attackers prevent agents from exchanging data information with their neighbors through intentionally flooding
massive amounts of invalid data and viciously consuming communication link resources, where the frequency and dura-
tion of the attacks are usually used to depict the attackers action, as shown in References 16-19. For the continuous
communication, Feng et al.?° obtained sufficient conditions on both the frequency and duration of attacks to preserve
secure consensus tracking for MASs by introducing the topology-switching connectivity recovery mechanism. Sufficient
conditions to achieve secure consensus tracking for leader-follower MASs were derived in Reference 21, where DoS
attacks were divided into the connectivity-broken attacks and connectivity-maintained attacks. For the discontinuous
communication, a fully distributed secure triggering control protocol was proposed for first-order MASs under DoS attacks
in Reference 22, where the frequency and the duration of DoS attacks were less than a certain function of time. Deception
attacks mean the scenario that an attacker has the ability to get admission to the communication link, thus being capable
of manipulating the transmitted data information and/or control commands among agents. Therefore, deception attacks
are meant to affect the integrity of data information, while DoS attacks compromise the availability of data information.
A typical deception attacks is to inject false data information into the communication link between two agents. Xu and
Haddad? designed an adaptive estimation-based control protocol for linear discrete-time MASs with the false data inject
attacks on the communication link, which can achieve SCC in a mean-square sense. In References 24 and 25, a secure
impulsive consensus control strategy was investigated to obtain ultimate uniformly bounded consensus for the MASs suf-
fering from false data injection attacks, and the upper bounds of the consensus errors were given. Moreover, the design
and analysis problems of secure formation and consensus are addressed respectively for MASs with the intermittent com-
munication in References 26-29, and some meaningful results are given. In the above works, it was assumed that weights
of communication links are time-invariant or the communication topology is deterministic.

In practice, the weights of communication links are uncertainties, which may result from all kinds of communication
link constraints and transmission errors under communication link attacks. Therefore, it is more challenging and practi-
cally meaningful to design a secure control strategy such that MASs achieve fully distributed consensus with time-varying
weights. Chen et al.*° investigated the secure control of high-order linear homogenous MASs with the unknown and
time-varying weight, and transformed the secure consensus tracking problem into the design of the leader state observer.
Yang et al.3! designed a cascaded estimator network, which can effectively estimate the practical leader dynamics and
state, and an adaptive distributed control protocol was given to achieve secure control for heterogeneous MASs under
the condition that weights of the directed graph are time-varying. For multiple nonholonomic chained-form systems and
microgrid control systems, the SCC analysis and the design problem with the communication fault or attack were inves-
tigated in References 32-34. Note that the appropriate leader state observer for the followers in References 30-34 were
designed, which adaptively adjust the weights according to the obtained neighbor states to achieve secure tracking control
with the uncertain time-varying weights. In References 30-34, the secure consensus problem was transformed into a sta-
bilization problem by constructing the tracking error variables, which adopted the nonsingular M-matrix theory for the
stability analysis directly. However, for leaderless MASs, since there exists no a specified leader, the associated Laplacian
matrix is singular, and the nonsingular M-matrix theory cannot be applied to solve the stabilization problem of leaderless
MAS:s directly. Moreover, when the dynamics of each agent contains the Lipschitz nonlinearity, it is more difficult and
challenging to achieve SCC for MASs with communication link attacks. Hence, the above control strategies in References
30-34 cannot be applicable in leaderless Lipschitz nonlinearity MASs. As far as we known, the following two challenging
issues on SCC of nonlinear MASs with communication link attacks are still open: (i) How to determine the influence of
the Lipschitz nonlinearity on SCC when the weight of the communication link is time-varying and unknown; (ii) How
to achieve adaptive SCC for a nonlinear leaderless MAS in a fully distributed manner.

In this article, we intend to propose an adaptive distributed SCC scheme with communication link attacks, which can
be regarded as an additive deception attack. A novel adaptive SCC protocol including a virtual reference state estimator
for leaderless Lipschitz nonlinear MASs is proposed, where the weights among agents are time-varying and unknown,
and the influences of attacks on the communication link are eliminated by adaptively adjusting coupling strengths of
the estimator. Then, a sufficient condition for the estimators with communication link attacks achieving reference state
consensus is given, and the influence of the Lipschitz nonlinearity on the secure control consensus is determined by the
structure characteristic of the transformation matrix and the Lipschitz condition. Finally, by the linear matrix inequality
techniques, an approach to design the gain matrix of the secure control protocol is given, thus SCC for leaderless nonlinear
MASSs with communication link attacks is realized in a fully distributed manner in the sense that SCC design criteria is
independent of the communication topology.
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Compared with previous works about SCC of MASs with communication link attacks, this article has three novel
features as follows. First, according to the property of the Rayleigh quotient, it is shown that the scale factor between the
quadratic function associated with the Laplacian matrix and the local neighborhood state error for leaderless MASs is
nonnegative. Based on graph theory, the scale relationship between the quadratic function associated with the Laplacian
matrix and the local neighborhood state error is determined, which shows that the scale factor is larger than zero. Sec-
ond, the previous research works**-3* mostly focus on the SCC problem for leader-follower MASs, where the consensus
problem was transformed into a stabilization problem and SCC was achieved by the nonsingular M-matrix theory. How-
ever, for leaderless MASs, the associated Laplacian matrix is singular, and the nonsingular M-matrix theory is no longer
valid. SCC for leaderless nonlinear MASs with communication link attacks is realized in a fully distributed manner by
introducing the special property of the positive scale factor between the quadratic function associated with the Laplacian
matrix and the local neighborhood state error. Third, the Lipschitz nonlinearity is considered in this article, which is more
complicated and challenging. The influence of the Lipschitz nonlinearity on the reference state consensus is eliminated
by using the special structure property of a transformed matrix and SCC is achieved in a fully distributed manner, while
the dynamics of each agent is linear in References 30-34.

The rest of the current paper is organized as follows. Section 2 models communication topology for a leaderless
nonlinear MAS with communication link attacks and describes the SCC problem of leaderless nonlinear MASs with com-
munication link attacks. In Section 3, a sufficient condition for the reference state consensus and an approach to design
the SCC protocol gain are presented. The numerical simulation and the conclusion are presented in Sections 4 and 5.

Notations: R™1 represents the set of m X q real matrix. 1y and I,, denote N X 1 column vector with all entries equal
to 1 and the identity matrix of dimension n, respectively. 0 represents a zero matrix with appropriate dimensions. For
a vector z € R", ||z|]| denotes its 2-norm. For a matrix C, pmin(C) and pmax(C) represent the minimum and maximum
singular values of C, respectively. The Kronecker product of matrices C and D is denoted by C ® D.C < 0 (C > 0) denotes
that the matrix C is negative-definite (positive-definite).

2 | DESCRIPTION OF SECURE CONSENSUS CONTROL PROBLEM
2.1 | Modeling communication topology

Consider a leaderless nonlinear MAS with N agents. A directed graph G = (V,£) with N nodes can describe the
communication topology of the leaderless nonlinear MAS, where ¥V = {v,v,, ... ,vy} is the node set, and £ C V (G) X
V (G) represents the edge set denoting the communication link among agents. The weight w;; of the communication link
from agents j to i stands for communication strength, where wy; > 0 if (v;,v;) € £, and w;; = 0 otherwise. v; is said to be
a neighbor of v; if there exists a node v; with edge (v;,v;) incoming to v;. The notation N; = {v; : (v;,v;) € €} represents
the neighbor set of v;. A directed path from node v; to v;, is composed of a series of ordered edges of the form (v; ,v;, ,),
wherev; € V(m =1,2, ... ,n— 1). The directed graph ¢ is said to be a strongly connected graph if there at least exists a
directed path from v; to v; between any pair of different nodes v; and v;, V (v;,v;) € V. It is supposed that G is a strongly
connected graph.
The weights of communication links may be corrupted by cyber attacks, which can be described as

V_Uy(t) =w;+ Aij([), (1)

where w; € R is the uncompromised weight of the communication link from agents j to i, A;(¢) is the unknown
corrupted weight caused by communication link attacks, and wy(t) is the compromised weight of the communica-
tion link from agents j to i. L(t) = H(t) - W(t) € RV ig the Laplacian matrix of the directed graph G, where H(t) =
diag { hi(t), h(t), ... ,hn(t) } with h(t) = ZjeNi w;(t) and W(t) = [w;j(H)Inxn being the in-degree matrix and the
adjacent matrix of the directed graph G, respectively. Because the weight is changed by the communication link attacks,
L(¢) is unknown and time-varying. Here, it is assumed that A;;(¢) and AU(t) are bounded, and the sign of the compromised
weight wy(¢) is identical to the uncompromised weight wy;. In the current research framework, it is required that wy(t) > 0
if the compromised communication link from agents j to i is connected, and wj(t) = 0 otherwise. If this assumption
removed, from (1), one can find for some moment ¢, that the compromised weight of the communication link may be
wji(t;) < 0, and the uncompromised weight is w;; = 0 but the compromised weight may be w;j(t;) > 0, which means that a
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unconnected communication link becomes connected after attacks. These contradicts common-sense and the definition
of the weight. Hence, the above assumption is required in this article.

2.2 | Describing secure consensualization
The dynamics of each agent is modeled as
xi(f) = Axi(D) + f(x(0) + Buy(t) (i € {1,2, ... ,N}), @)

where x;(t) € R" and u;(t) € RP are the state vector and the control input, respectively, A and B are constant matri-
ces with appropriate dimensions, and the pair (A, B) is stabilizable. The continuous and differentiable function f :
R" X [0, +00) — R" denotes a Lipschitz nonlinear function, which satisfies the Lipschitz condition ||f(x;(£)) — f(x;(£))|| <
v ||t —x(0)|| G.j€{1,2, ... ,N}), where y > 0is the Lipschitz constant.

In the following, an adaptive distributed virtual reference state estimator is developed to counteract the influence
from the weight changes of the communication link under cyber attacks. Based on the distributed virtual reference state
estimator, an adaptive SCC protocol is designed to achieve SCC for leaderless MAS (2) with communication link attacks
(1) as follows:

%i(t) = AR(0) + FGa(®) — (i) + pi(D)E(D),
&) = T, wy(DGi(D) — %(0)), ®3)
ui(t) = K (a(t) = %:(0)),

where X;(t) € R" is the state of the virtual reference state estimator for agent i, &(t) € R" is the local neighborhood state
error of the virtual reference state estimator for agent i, and p;(¢) and d;(t) are coupling strengths. Moreover, p;(t) is calcu-
lated by p;(t) = §l.T(t)F§i(t) with T =TT > 0, d;(¢) is adaptively updated by di(t) = ¢ipi(t), where ¢; is a scaling factor with
¢; > 0 and the initial value of d;(¢) satisfies that d;(0) > 1. Since &;(¢) contains the communication link attack term Ay(t),
the relationship between parameters d;(f) and p;(¢) of the estimator and the communication link attack term A(t) can be
indirectly constructed. Note that it is assumed that the local neighborhood state error &;(¢) of the estimator is measurable
for the control design of each agent, which is widely used in previous studies such as References 11 and 23. In this case,
the estimator state X;(¢) is transmitted among agents through the communication topology, and the actual state x;(¢) is not
transmitted and only used to design its control protocol.

The definitions of the reference state consensus of the virtual reference state estimators and the SCC of leaderless
nonlinear MASs with communication link attacks are given as follows.

Definition 1. The virtual reference state estimator designed in SCC protocol (3) is said to achieve reference
state consensus if there exists a vector-valued function c¢(¢) such that lim,_, , o (X;(t) —c(t)) =0 (i=1,2, ... ,N)
for any bounded initial states X;(0) (i = 1,2, ... ,N), where c(¢) is called the state consensus function of virtual
reference state estimators.

Definition 2. Leaderless nonlinear MAS (2) with communication link attacks (1) is said to be securely con-
sensualizable by SCC protocol (3) if there exists a gain matrix K such that lim, . (x(0) —x() =0 (i,j =
1,2, ... ,N) for any bounded initial states x;(0) (i=1,2, ... ,N).

This article mainly investigates the following two problems. (i) How to determine the influence of the Lipschitz non-
linearity on SCC when the weights of communication links are time-varying and unknown. (ii) How to design K such
that Leaderless MAS (2) achieves SCC with communication link attacks (1).

Remark 1. A fully distributed SCC is realized by SCC protocol (3) via adaptively adjusting coupling strengths
of the virtual reference state estimator, thus the SCC problem of leaderless nonlinear MAS (2) with commu-
nication link attacks (1) is transformed into the design of the virtual reference state estimator. Moreover, a
critical characteristic in SCC protocol (3) is that the compromised weight wj;(¢) is unknown and time-varying,
while the local neighborhood state error &;(¢) of the estimator is assumed to be available. However, it should
be point out that the weight is time-invariant or deterministic weighted topology in most fully distributed
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consensus works, 123 it is greater challenging to counteract the influence of the uncertain weight on the adap-
tive secure consensus characteristic and to realize SCC in a fully distributed manner. Different from the main
goal of the fault tolerant control is to maintain the stability of the system and ensure an acceptable perfor-
mance level by employing redundancy, monitoring, and self-healing techniques. Secure consensus control is
to design distributed cooperative control algorithms and strategies such that all agents reach agreement on
some variables or performance index of interest under various malicious attacks.

3 | MAIN RESULTS

Since G is a strongly connected graph, one can obtain that there exists a vector v(t) = [p;(¢), p2(¢), ... ,pn(®) 17 € RN with
pi(t) > 0 and Zl{ilpi(t) =1 (=12, ...,N) such that vI'(t)L(¢t) = 0. Thus, a common virtual reference state c(t) of the
estimators for all agents can be constructed as

c(t) = V(1) ® IX(1),
where X(t) = [fclT(t), fczT ), ... ,fc{,(t)] " In this case, the reference state error of the estimator i can be defined as
e =% —c® (i=1,2,...,N),
which can be rewritten in a compact form as
e(t) = X(t) — (A" (1) ® IX(1) = (U(1) ® In)k(), C))

where e(t) = [elT(t), el(t), ... ,e]{,(t)] Tand U@t = Iy — 1507 (¢). Due to L(t)U(t) = L(t), the local neighborhood state error
&(t) of the estimator can be written in a compact form as

) = (L) ® TX(®) = (L(1) @ I)e(?). (5)
Thus, one can derive by (3)—(5) that

&0 = (Iv @A=L D0 +p(0) @ I ) &0) + (L) ® L ) f5(0) + (L) ® 1 ) e(t), ®)

where D(t) = diag {di(£), d>(D), ... ,dn(D)}, p(t) = diag{pr(t), p2(®), ... . pn(®)}, and f&(®) = [fT&i(®), fTG), ...,
JAENG) LN

To obtain our main results, the following lemmas are required.

Lemma 1. if Gisa strongly connected graph, there exist two positive constants o1 and o, such that the following
inequality holds:

&0 ((POTW +T OP® ) ® In) &0) 2 26" 0E0) > 71526 (1e(0)

where P(t) = diag {p,(t), p2(), ... ,pn(D)}.

Proof. Since G is a strongly connected graph, one can find from (5) that e(t) = 0 or e(t) = 1y ® eo(t) if £(¢) = 0,
where ey(t) is a nonzero column vector. It is to be noted that X(t) = 1y ® (c(t) + eo(t)) if e(t) = 1y ® eo(t).Due
to U(t)1y = 0, one can obtain from (4) that e(t) = 0. A contradiction is obtained. Thus, one can show that
&(t) = 0 if and only if e(f) = 0. It is obvious that ET(£)&(f) > 0 and e (f)e(t) > 0. Therefore, one can find that
there must exist a positive constant o; such that

ET(E®) > Trel (be(d).

Let f(t) = P(t)L() +ET(t)P(t), where P(t) = diag {p1(t), p2(t), ... ,pn(t)}. It can be found that lﬁf(t) =
1ZP(OL() + 15 ()P() = 0 and Lty = POL(t)1y + L (HP(H1y = 0. Tt implies that L(¢) is the symmetric

35U8017 SUOWIWIOYD) B[R 3|aeal|dde ayy Ag pausenob ale sajonte YO ‘esn Jo Sa|ni o} AreiqiauljuQ A31AA UO (SUONIPUOD-PUe-SWLIBIW0D B | 1M AReiq 1 RUIUO//:SANY) SUOIIPUOD pUe SWB | 83U 39S *[£202/90/60] U0 Arlqiauluo A1 ‘AisieAlun UeipiX Aq Z089-0Ul/Z00T OT/I0pod A3 1m Areiqipuljuo//sdny wolj papeoumod ‘0 ‘6€2T660T



6 Wl LEY ZHAO ET AL.

Laplacian matrix associated with an undirected graph G(t). Let W(t) =1 Wij(t) ] € RMN be the adja-
cency matrix of C(t), then one has

W) = Wi(t) = pOWy(t) + p;(OW;i().

Note that p;(t) and p;(¢) are positive, and w;;(t) and wj;(t) are nonnegative, one can obtain that ﬁij(t) = ﬁﬁ(t) >0
if wy() > 0 or wj(¢) > 0; that is, (v;,v)), (v, 1) € E(C() if (v, ;) € E(Q). Therefore, if G is strongly connected,
¢(t)is connected. Let 2(t) = £7(¢t) (f(t) ® In) &(t) > 0, then one can find that Z(¢) = 0 if and only if &(¢) = &)
fori,j=1,2, ... ,N.In this case, one can obtain that there exists a column vector & (t) € R” such that &(t) =
Iy ® &(8) and &(f) = &(t) (i=1,2, ... ,N). Itis generally known that Euclid space R" is a Hilbert space. For
Vb, € R", let w(t) = v(t) ® b, then one can find that

Nty (1) = & (Db
From (5), one has ET(Hy (f) = eT(t)(fT(t) ® I)y(t) = 0. Thus, one can find that & ()b, = 0 for Vb, € R". Due
to & (t) € R", according to the orthogonal projection characteristic of Hilbert space, one can find that &(¢) = 0,

which means that &(f) = &(t) = 0fori,j = 1,2, ... ,N. Thus, one can show that Z(t) = 0 ifand only if &(t) = 0.
Therefore, one can find that there must exist a positive constant ¢, such that

O ((POLO+T OPO ) ® 1) &0 2 526 (O£,
Thus, one can derive that
T T 7T — T —— T
&0 ((POTW + I OP® ) ® I ) £0) 2 726" 2 F152¢T (De(®)

This completes the proof of Lemma 1. =
Lemma 2 (35). Forany r(t), z(t) € RP and C, R € RP*P, the following inequality holds:
2r()CTRz(t) < r(1)CTCr(t) + 2" (HRT Rz(1).

Lemma 3. The following inequality holds:

— — 5 2 2
267(0) (POLOMDO) +p(0) ®T ) fG:0) < E"(1) (%(D(r) 4P @ + " INn) &),
102
where po = pmax(T) and p1 = Hmaxwiz0(L(1))-
Proof. According to Lemma 2, one can see that

267(0) (PWOLO) (D) + p(6) ® T ) (1)
< 2670 (00 + 50 ®T) &0+ =f7600) (T 0P WE0 ®T ) f0)
Due to pi(f) > 0and ¥N pi(t) =1 (i=1,2, ... ,N), the second term in the right of the above inequality has
=760 (T 0POL0O ®T ) f60) < 2760) (T Lo ) f&0).

Let F(t) = f(X(t)) — 1x ® f(c(t)), then one can show that

SHos

02

2 £T(3(1)) (T oo er) e = 2 () (T wImer)Fo < FT(0F (D),
[op) 02
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where py = pumax(I') and p; = ymaX,V,ZO(Z(t)). By the Lipschitz condition of f : R" X [0, +o0) — R", it can be
shown that

N N
FTOF () = Y (FGu(0) — fe@)” FG®) - ) < 7> Y Gt) - c0) @) - cv) = e e,

i=1 i=1

By Lemma 1, one can find that
y2
F'(OF (@) < E—éT(t)f(t)-
1

Thus, one can derive that

0102

—_ - 5 2 2
287 (1) (P(t)L(t) (D) + p(1) ® F)f &) < &7 <%<D(t) 4P T + INn> ).

This completes the proof of Lemma 3. [

Lemma 4 (36). Let P and Y be real symmetric matrices and assume Z be invertible, then

P Z Y >0,
<0&
x =Y P+zZY'Z" <o.
From the above analysis, we can obtain the following theorem, where a fully distributed reference state consensus is

achieved in a certain sense that the design of the estimator does not depend on the Laplacian matrix of the communication
topology and its eigenvalues.

Theorem 1. Ifthe directed graph G is strongly connected, estimators in (3) with communication link attacks (1)
achieve reference state consensus.

Proof. Construct the following Lyapunov function
1 N 1 N
i) =3 izzlpz(t) (2di(®) + pi(1) pi(D) + 3 i:zl (di(®) — &))", (7)

where «; is a positive constant to be designed later. By the definition of p;(t) and d;(?), it is easy to see that
V1(t) > 0. The time derivative of V;(¢) is given by

N
Vi) = Y (BiO(di() + 0.5p(0)pict) + pilt) (di() + piCt)) pi0) + (PiCt)pi(t) + di(t) — ) di(8)) . ®)
i=1

Due to p;(t) = fiT(t)Féi(t) and d;(t) = ¢;pi(t), one can obtain that
Vi) = £t (P(t) ((D(t) +0.5p(1) ®T) &(1) + 287 (1) (P(1) (D) + p(1) @ T) &(t)
+E1(0) (¢ (P(W)p(t) + D(t) — @) @ T) £(1), )
where ¢ = diag{¢1, P2, ... ,¢n} and a = diag{ay, a3, ... ,ay}. From (6), one has
Vi) = E7(t) (P(t) (D(®) +0.5p(1)) ® F) E(0) + ET () (¢ (P(Dp(t) + D(t) — @) @ I) £(1)
—2£7(1) ((D(f) + p(1)) P(OL(E) (D(t) + p(1)) ® F) 403)
+267(0) (D + p®) POL®) & T ) f(0)

+267(0) (W +pO) POLO BT ) et
+ 2670 (D) + p(0) PO ® TA) £ (10)
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8 Wl LEY ZHAO ET AL.

2670 (DO + p(©) POLO (DO + p0) ®T ) 0 = €70 (D) + p(0) (POTW) + I 0P ) (DO + p(t) & T ) &0,
one can deduce by Lemma 1 that

—2£7(0) ((D(t) + p(1)) P(OL(E) (D(t) + p(1)) ® F) &(t) < =T (1) (D) + p(1))* @ T) E(1). (11

Due to Zfilpi(t) =1 and pi(t)>0 (i=1,2,...,N), one can find that pmaxveo(P(#) <1. Let pu; =
Umaxvr=0(P(f)), by Lemma 2, then one can find that

T ; 1 Gy .7 2 5/45 T
& (o (D + 5/)(0) ®T) & < ZEOPOBT) 0+ ZE O Iy @DED

+ %T(n (PP ®T) &)

%21 " 25u0H5
< ?5 () ((D(t)+/0(t)) QT) &) + oo ET(DE®). 12)
02

Similarly, let u3 = pmax(A), by Lemma 2, then one can obtain that

5 5uo max(¢?)
') (@ PMp(OD() @ T) &(1) < Q?ETU) (D@ + p(1))* ®T) &t) + %f(%(t), (13)

2

267(1) (PAOYD() + p(1) ® AT (1) < = 5 ®) ((D®) + p(1)) ®T) &(t) + 5 (DE). (14)

Let puy = ,umaX,WZO(I_J(t)), by Lemmas 1 and 2, then one can find that

267(0) (PO (DO + pN IO ®T ) et) < 2 5 () ((DW) + p(0)* ®T) &(t)+ ~ L et

2
MM4

éfT(t) (DO + p(1)* ®T) &(1) + éT(t)é(t) (15)

By Lemma 3, one can show that

27() (P(r)i(o(D(t)+p<t>)®r)f<fc<t)>s:Ta)( %2 000+ p0? @ T+ T n>¢(t>

510,
ZEW (D0 + p(07 @T) &0 + 521” L (16)

Applying (11)-(16) to (10), one can find that
Vi) < (165:1 = (167°u7 + So143 + 1651445 + 1645 + 451 max(¢?)) — Amin(I) min(qﬁiai)) ET(HE). 17)

Since 61,02 and y; (i=0,1, ... ,4) are the bounded constants, there must exist the designed constant a; such
that

SHo
610'2

@ = pmin(T) min(g;a;) — (16y° 43 + 50145 + 1651 43 + 1645 + 451 max(¢?)) > 0. (18)

From (18), it can be derived that

Vi(t) < —a&T(0)E). (19)
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Thus, it follows that V1(£) < 0 and V,(f) = 0 if and only if lim,_, ., &(f) = 0. Therefore, by Lemma 1, one can
find that lim;_, ., e(t) = 0, which means that estimators in (3) with communication link attacks (1) achieve
reference state consensus. [

Remark 2. For leader-follower MASs in References 30-34, the SCC problem can be transformed into a stabi-
lization problem by constructing the tracking error variable. The nonsingular M-matrix theory in Reference
37 can be adopted for stability analysis directly, where the key feature of the nonsingular M-matrix is that the
matrix is strictly diagonal dominance and every real eigenvalue of the matrix is positive. However, for lead-
erless MASs, since there exists no a specified leader, the associated Laplacian matrix is singular. Hence, it
cannot be applied to solve the above stabilization problem directly. According to the property of the Rayleigh

. . . . . —_ =T -1
quotient in Reference 38, it can be derived that min <§T(t) ((P(t)L(t) +L (t)P(t)) ® In> §(t)) (ETmew) =

fimin ((P(t)i(t) + ZT(r)P(t)> ® In> — 0, which implied that 5, > gmin ((P(t)i(t) + ZT(t)P(t)) ® In> —0. By
Lemma 1, one can show o, is positive. We apply this important feature that o, is larger than zero instead
of 6, > 0, and the relationship between the quadratic function associated with the Laplacian matrix and the
local neighborhood state error is determined, as shown in (11). By the special property of 5, the stabilization
problem is solved in the Theorem 1, and a fully distributed reference state consensus is achieved in a certain
sense that the design of estimator does not depend on the Laplacian matrix of the communication topology
and its eigenvalues. Noted that a large d;(¢) may accelerate the convergence speed of secure consensus, but also
produce a large control gain, which may lead to the input saturation. In real implementations, if a large d;(t)
is acceptable, we can choose the ¢; relatively large to guarantee a fast convergence speed of secure consensus.
The similar and detailed discussion about the choice of ¢; can be found in Reference 39.

Remark 3. Theorem 1 reveals that the virtual reference state estimator can provide a common tracking state
for leaderless MAS (2) with communication link attacks (1). SCC protocol (3) can adaptively adjust coupling
strengths d;(¢) and p;(t) of the estimator to counteract the influence of communication link attacks. Different
from the design of leader state observer for followers in References 30-34 the common virtual reference state
c(t) depends on states of estimators, which is a convex combination of states of estimators for all agents. By
introducing the common virtual reference state c(¢) for leaderless nonlinear MASs, it can decrease the risk
that the failure of a single agent leads to the failure of the entire system. Moreover, many MASs contain the
Lipschitz linear dynamics, which are generally found in the coordinated control for multiple unmanned vehi-
cles as shown in References 40 and 41. In order to eliminate the influence of the Lipschitz nonlinearity on
the reference state consensus, a key difficulty is to establish the relationship between the Lipschitz nonlinear
term f(X(t)) and the reference state error e(t). Actually, it can be dealt with by the use of the special structure
property of U(t), which is the Laplacian matrix of a complete graph, where weights of edges pointing to the
agent i are p;(f).

WILEY——

Based on Theorem 1, an approach to design SCC protocol gain is proposed in the following theorem, which presents

a sufficient condition to achieve SCC for leaderless nonlinear MAS (2) with communication link attacks (1).

Theorem 2. Leaderless nonlinear MAS (2) with communication link attacks (1) is securely consensualizable
by SCC protocol (3) with K = —BTS if the directed graph G is strongly connected and there exist S = ST > 0 and
E = ET > 0 such that

STAT + AST —-2BBT +1, ySt ST
0= * -I, 0 [<oO.

* %« —E71

Proof. Tt is shown in Theorem 1 that estimators in (3) with communication link attacks (1) achieve reference
state consensus if the directed graph G is strongly connected, which implied that X;(t) (i=1,2, ... ,N) con-
verges to the common virtual reference state c(t). Therefore, if the actual state x;(t) (i =1,2, ... ,N) converges
tox;(t) (i=1,2,...,N), SCC of leaderless nonlinear MAS (2) is guaranteed. Define the state tracking error
of leaderless nonlinear MAS (2) be

X(t) = x(t) — X(b).

(20)
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From (2) and (3), one has
X(0) = (Iy ® (A + BK)X(1) + (D(1) + p(1) ® L) &(t) + (FCx(1)) — F&(D)))

where f(x(t)) = [fT (), fT2(0)), ... ,fTEen(6)]T. In the following, we design the gain matrix K such that
lim;_, « X(t) = 0. Construct a Lyapunov candidate function as

Va(t) =X (1) (Iy ® S)X(0),
where S is a solution of ® < 0. Let K = —B''S, then the time derivative of (22) is

Vo) =X (1) (Iv ® (A"S + SA — 2SBB”S) X(t) + 2&7 (1) (D(t) + p(t)) ® S)x(t)
+2(fTeu) = fTG@)) " Uy ® $)X(®).

By the Lipchitz condition and Lemma 2, one can obtain that
V() <X () (Iy ® (A"S + SA — 2SBB"S + §* + y°I,)) X(t) + 2&" (t) (D() + p(1)) ® S) X(1).
Since ® < 0 holds, one can obtain by Lemma 4 that

ATS + SA —2SBBTS + S* + E + y*I, < 0.
From (24), one can show that
Va(t) < =X (1) (Iy ® E)X(1) + 2£7(1) (D) + p(1)) ® S)X(0).
It can be obtained by Lemma 2 that

2670 (D) + p(1)) @ HX(B) < FET () (D) + p(1)* ® S?) &(1) + %J_CT(I)J_C(I),

where f is a designed constant satisfying 0 < 1/ < pmin (E). Thus, one can conclude that

N
<y (—»?Ti(o <E - %1) %(t) + pli(t) + pi(t))llsfi(t)||2> .

i=1

Hence, let fg = pmin (E) — 1/ > 0, then one has

N
Va0 < X (=A% (0% + i) + pONISEOI? )
i=1

and the integration of (29) over [0, {] is given as

N N .t
D Hmin(SX (0% () < Va(t) < Y / (=" (@%i(0) + B(2) + peOISEDIP ) dr + V2(0),
i=170

i=1

which means that

)_CT(I))_C(t)< =P t)_CT(r)E(T)dr+i/t b (di(7) + pi(0)||SE(D)||*dT + V2(0)
= min(S) Jo T R min(S)

Moreover, (19) can be solved as Vi(f) < — fJ&fT(r)é(r)dr + V1(0). Due to ET(H)E(F) >0, one has 0 <
/OtafT(r)é(r)dr < V1(0)/a , which means that /Oth(r)éj(r)dr is bounded. Note that p;(t) and d;(t) are bounded

(1)

(22)

(23)

(24)

(25)

(26)

@27

(28)

(29)

(30)

(31
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ZHAO ET AL. WILEY 1
for Vt > 0, let pmax = maxyso{pi(t) |i=1,2, ... ,N} and dpax = maxyso{di(t) |i =1,2, ... ,N }, then one can
obtain that

N t t
p / 2 V,(0) ﬂ(dmax + pmax),umax(sz)/ T V,(0)
di(t) + pi Sé&; dr + < dr +
umin(S); , GO+ AONSADIds + 2 imin(S) o & A e ®
P(dmax + pmax)l’lmax(sz) V,(0)
< — V1(0) + . 32
& min(S) O e® (32)

Thus, it can be found that Zf\il fot (B (di(7) + pi(7)) [ Hmin(S) ) |SE(D)|I*dT + V5(0)/ min(S) is bounded.
From (31), one can obtain that /OS‘cT(r)?c(r)dr < (B(dmax + Pmax) Hmax(S?)/ Bsa ) V1(0) + pz'V2(0), which
means that /OtJ_CT(T)J_C(T)dT is bounded. By Barbalat’s lemma, one can obtain that lim,_, ,, x(f) = 0. According
to Theorem 1, one can obtain that lim,_, . (X(t) — c¢(t)) = 0. Thus, it can be derived that x(t) = x(t) — X(t) -
X(t) — c(t) as t — +o0, which means that the actual state x;(t) (i=1,2, ... ,N) converges to a common virtual
reference state c(t) by SCC protocol (3). Thus, the conclusion of Theorem 2 is obtained. [

Remark 4. Different from the unknown variable leader state estimated error in Reference 42, we choose the

known variable x;(t) — X;(t) (i=1,2, ... ,N)in (20) as a feedback error to construct the error stability system.
It should be pointed out that each agent can only use its state x;(f) (i = 1,2, ... ,N) and its reference estimated
state X;(t) (i=1,2, ... ,N). Since the estimator for each agent is only related to the states of its own and its

neighbors, and the design of the gain matrix K does not depend on the Laplacian matrix of the communica-
tion topology and its eigenvalues, it can be concluded that leaderless nonlinear MAS (2) with communication
link attacks (1) is securely consensualizable by the proposed control scheme in a fully distributed manner.
Moreover, according to Lemma 4, the linear matrix inequality ® < 0 in Theorem 2 can be equivalently trans-
form into the following inequality: ® = A”S + SA — 2SBB”S + $? + E + y%I,, < 0. The term S + y2I, in ® < 0
is introduced by the Lipschitz nonlinear term f(x;(t)) (i = 1,2, ... ,N). It can be removed if MAS (1) does not
contain the Lipschitz nonlinear term; that is, ©® = ATS + SA — 2SBB”S + E < 0 becomes a sufficient condition
for linear MASs with the dynamics of each agent described by (2), where f(x;(£)) =0 (i=1,2, ... ,N).

4 | NUMERICAL SIMULATION

In this section, to demonstrate theoretical results for leaderless nonlinear MASs with communication link attacks, a
simulation example is provided.

Consider a leaderless nonlinear MAS consisting of six single-link manipulators with revolute joints, which is actuated
by a directed current motor. The dynamics of the ith manipulator is modeled by (1) with

0 1 0 0 0 0
—-48.6 —126 486 O 21.6
A= B= JOa®) =
0 0 0 10 0
1.95 0 -195 0 0 — v sin(x; (1))

where x;(t) = [xi (), X (), xi3(t), xia(t)]” and y = 0.0333. The communication topology among agents is depicted in
Figure 1, which is strongly connected. From (1), the weight of the communication link is composed of the uncompro-
mised weight wy; (i,j € {1,2, ... ,6}) and the corrupted weight A;(¢) (i,j € {1,2, ... ,6}). Without loss of generality, if
there exists an edge between two agents, the uncompromised weight wy; is equal to 1 and the corrupted weight is set to be
A;(t) = 0.8 sin(t) x rand, where rand is a random constant between 0 and 1. Obviously, it satisfies assumptions of com-
munication link attacks. Thus, one can calculate values of the compromised weight wj(¢) and the associated Laplacian
matrix L(t) by the definition of the Laplacian matrix.

The initial states of the agents are x,(0) = [6,0,0,3]7, x,(0) = [-0.5,-2,-3,3]7, x3(0) = [0.6,2,1.6,3]7, x4(0) =
[-1.6,3,-1.6,-3]T, x5(0) =[-3,-2.1,2,3]7, x6(0) =[2.5,3,—-2,—-3]7, and the initial states of the estimators are
%1(0) = [5,0,1,3]7, %,(0) = [3,-3,2, 117, %3(0) = [3, 5, —4, —=8]7, %4(0) = [-7,3, -4, 3]T, %5(0) =[-2,3,7,—1]7, %,(0) =
[4,3,6,—1]T. The parameters of the estimator are chosenas ¢; = 1,d;(0) =1 (i=1,2, ... ,6)and I" = 0.1I,. According to
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FIGURE 1 Communication topology among agents.

I— - -agent 1 agent 2 agent 3 — — agent4 —-—-agent 5 agent 6
—~ 5 T T T T T T T T T ]
1 1 1 1 1 :
0.5 0.6 0.7 0.8 0.9 1
1 1 1 1 ] -
1 1 1 1 1 |
0.5 0.6 0.7 0.8 0.9 1
1 1 1 1 1 =5
1 1 1 1 1
0.5 0.6 0.7 0.8 0.9 1
f.: 5k 1 1 1 1 1 1 1 1 1 -
= op
3 5
-10
1 1 1 1 1 1 1 1 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Time(s)
FIGURE 2 Reference state error trajectories of the estimators.
Theorem 2, one can obtain by the linear matrix inequality feasp solver that
0.3047 0.0309 —-0.2458 0.6250 0.0030 0.0003 —0.0003 0
_ 0.0309 0.0088 —0.0190 0.1172 _ 0.0003  0.0028 0 0
—0.2458 —0.0190 0.2285 —0.3350] —0.0003 0 0.0031 0
0.6250 0.1172 —-0.3350 3.6088 0 0 0 0.0031

In this case, the control gain can be calculated as
K=-BTS= [-0.6670,—0.1905,0.4102, —2.5314] .

The reference state error trajectories of the estimators are given in Figure 2, which indicate that the states of the estimators
X:(t) (i=1,2, ...,6)converge to acommon virtual reference state. The trajectories of the coupling strength d;(¢) are given
in Figure 3. Without loss of generality, we take agent 5 as an example and give values of d;(t) and e;(¢) at different time as
shown in Table 1, where ||e5(¢)||,, = max{es;(£), es2(), es3(t), esa(t)}.
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= = agent | agent 2 agent 3 — — agent4 —-—-agent 5 agent 6 I
5.5 T T T T T T T T T

0.4 0.5 0.6 0.7 0.8 0.9 1
Time(s)
FIGURE 3 Trajectories of the coupling strength d;(t)).
TABLE 1 Valuesofd;(¢) and |les(t)]|, at different time.
Time (s) [les(®lle ds(0) Time (s) lles(®lle ds(®)
0.05 4.8724 2.3065 0.55 0.1485 4.1254
0.10 4.1064 3.0731 0.60 0.1540 4.1269
0.15 3.1778 3.5461 0.65 0.1164 4.1280
0.20 2.4114 3.8259 0.70 0.0599 4.1286
0.25 1.7653 3.9850 0.75 0.0504 4.1288
0.30 1.2105 4.0682 0.80 0.0445 4.1290
0.35 0.7414 4.1058 0.85 0.0714 4.1292
0.40 0.3659 4.1193 0.90 0.0829 4.1296
0.45 0.1502 41229 0.95 0.0802 4.1299
0.50 0.1228 4.1241 1.00 0.0680 4.1302
As seen from Figure 3 and Table 1, it can be found that d;(¢) (i=1,2, ... ,6) is continuous increasing and increases

slower and slower with the realization of the reference state consensus. The state trajectories of all agents are presented in
Figure 4, which reveal that SCC of leaderless nonlinear MASs with communication link attacks is achieved by SCC pro-
tocol (3). Moreover, we consider the leaderless nonlinear multiagent system (2) in the presence of external disturbances.
The dynamics of the ith manipulators is described by

Xi(t) = Ax;(t) + Bu;(t) + fCa (1)) + Dyowi(t),i= 1,2, ... 6,

with D; =[0,1,0.4,017, w1(t) = v(t), wa(t) = —v(t), w3(t) = 1.5v(¢), wa(t) = 3v(t), ws(t) = —0.6v(t), and we(t) = 2v(t),
where v(t) is a one-period square wave starting at ¢t = 0 with width 2 and height 1, which is coincident with Reference
43. The numerical simulation is carried out by SCC protocol (3) in the presence of external disturbances, and the state
trajectories of all agents in the presence of external disturbances are presented in Figure 5, which shows that SCC of lead-
erless nonlinear MASs with communication link attacks and external disturbances is not achieved by SCC protocol (3).
It means that the attack effect will be affected by external disturbances. Therefore, the proposed approach is not directly
applied to deal with external disturbances and some new conditions are required.
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agent 2 agent3 — — agent4 —-—-agent5 agent 6

— 2P -
= b ]
§ =9 = = =
= s —
2 1 1 1 1 1 1 1 1 1
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
Time(s)

FIGURE 4 State trajectories of all agents.

= = agent | agent 2 agent3 — — agent4 —-—-agent5 —agent 6

Time(s)

FIGURE 5 State trajectories of all agents in the presence of external disturbance.
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5 | CONCLUSIONS

A fully distributed SCC scheme was proposed for leaderless nonlinear MASs to make the SCC protocol gain and coupling
strengths independent of Laplacian matrix and its eigenvalues. A novel virtual reference state estimator for each agent
was developed to provide a common tracking state, thus the SCC problem of leaderless nonlinear MASs with commu-
nication link attacks was transformed into the design of the virtual reference state estimator, where coupling strengths
was adaptively regulated to counteract the influence of communication link attacks. Furthermore, based on the virtual
reference state, a design approach of the SCC protocol gain was presented by the linear matrix inequality, and SCC for
leaderless Lipschitz nonlinear MASs with communication link attacks was realized in a fully distributed manner. The
future research directions can focus on two aspects. The first one is to study SCC for MASs with attacks on the communi-
cation channel between the state estimator and the controller. The other one is to investigate the secure optimal consensus
control for MASs with communication link attacks.
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