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Processes Processes

Node to node: Data link layer
ces Host to host: Network layer coo
Process to process: Transport layer

I |
I |
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/ | Node to : Node to : : Node to : Node to | \
!" | node | node | Node to node | node | node | \
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Daytime Daytime
client server
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IP header

Transport layer
header

193.14.26.7
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IP address
selects the host
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IP address| 200.23.56.8 69 Port number

Socket address| 200.23.56.8 69 I
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A 55

s LR 55 (connetionless service), UDP

= [ )% 1) AR 2% (connection-oriented
service), TCP,SCTP

s A]5EfRS5, TCP,SCTP
s ANAJEEARSS, UDP
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Error is checked in these paths by the data link layer
Error is not checked in these paths by the data link layer

Transport Transport
Network Network

Data link I Data link
Physical I Physical
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ETCP/IPTMEE AL E

Application
layer

Transport
layer

Network
layer

Data link
layer

Physical
layer
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SMTP FTP TFTP DNS SNMP
SCTP TCP
|IGMP ICMP
IP

ARP

Underlying LAN or WAN

technology
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%% 23.1 UDP/#

Port Protocol Description
7 Echo Echoes a received datagram back to the sender
9 Discard Discards any datagram that is received
11 Users Active users
13 Daytime Returns the date and the time
17 Quote Returns a quote of the day
19 Chargen Returns a string of characters
53 Nameserver Domain Name Service
67 BOOTPs Server port to download bootstrap information
68 BOOTPc Client port to download bootstrap information
69 TFTP Trivial File Transfer Protocol
111 RPC Remote Procedure Call
123 NTP Network Time Protocol
161 SNMP Simple Network Management Protocol
162 SNMP Simple Network Management Protocol (trap)
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$grep ftp /etc/services

ftp 21/tcp
ftp 21/udp

23.15



T
N—’

$ grep
snmp

snmp
snmptrap
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snmp /etc/services

]

161/tcp
161/udp

162/udp

(161 and 162), &I 1K=

I TAFBE R

#Simple Net Mgmt Proto
#Simple Net Mgmt Proto
#Traps for SNMP
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8 bytes
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H Header

Data

Source port number

Destination port number

16 bits 16 bits
Total length Checksum
16 bits 16 bits
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32-bit source IP address

32-bit destination IP address

Pseudoheader

All Os

8-bit protocol

(17)

16-bit UDP total length

Source port address

16 bits

Header

UDP total length

16 bits

Data

Destination port address
16 bits

(Padding must be added to make the data a multiple of 16 bits)
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153.18.8.105
171.2.14.10
All Os 17 15
1087 13
15 All Os
T E S T
I N G

10011001 00010010
00001000 01101001
10101011 00000010
00001110 00001010
00000000 00010001
00000000 00001111
00000100 00111111
00000000 00001101
00000000 00001111
00000000 00000000
01010100 01000101
01010011 01010100
01001001 01001110
071000111 00000000

—
—
>
R
—

10010110 11101011
01101001 00010100

—>..
4,..

153.18

8.105

171.2

14.10

Oand 17

15

1087

13

15

0 (checksum)
TandE
SandT
land N

G and 0 (padding)

Sum
Checksum
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Daytime
client

h

Outgoing l ‘ Incoming

queue queue

Daytime

-

Outgoing I ‘ Incoming

)

UDP Port 52000

queue
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% 23.2 TCP{#i Al Bsns: O

Port Protocol Description
7 | Echo Echoes a received datagram back to the sender
9 | Discard Discards any datagram that is received
11 | Users Active users
13 | Daytime Returns the date and the time
17 | Quote Returns a quote of the day
19 | Chargen Returns a string of characters
20 | FTP, Data File Transfer Protocol (data connection)
21 FTP, Control | File Transfer Protocol (control connection)
23 | TELNET Terminal Network
25 | SMTP Simple Mail Transfer Protocol
53 | DNS Domain Name Server
67 | BOOTP Bootstrap Protocol
79 | Finger Finger
80 | HTTP Hypertext Transfer Protocol
111 | RPC Remote Procedure Call
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Sending Receiving
process process
TCP TCP
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g 23.14 REMBRZEHX
Sending Receiving
process process
TCP TCP
Next byte Next byte
to write to read
\ | /
o=
/> )
d -
O "
Sent N ot sent Not read ‘..-’
Next byte ,e Stream of bytes Next byte
to send I = to receive
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23.15 TCPEL

TCP

Sending
process

b

Next byte
to accept

Next byte
to be sent

Segment N

-+ [0

Segment 1

Receiving
process

TCP

Next byte
to deliver

Next byte
to receive
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Segment 1
Segment 2

Segment 3
Segment 4
Segment 5

23.31
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Sequence Number
Sequence Number
Sequence Number
Sequence Number
Sequence Number

: 10,001 (range
: 11,001 (range
: 12,001 (range
: 13,001 (range
: 14,001 (range

: 10,001 to 11,000)
: 11,001 to 12,000)
: 12,001 to 13,000)
: 13,001 to 14,000)
: 14,001 to 15,000)
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H Header Data

Source port address
16 bits

Destination port address
16 bits

Sequence number
32 bits

Acknowledgment number
32 bits

HLEN Reserved Window size

4 bits 6 bits 16 bits
Checksum Urgent pointer
16 bits 16 bits

Options and Padding
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URG: Urgent pointer is valid RST: Reset the connection
ACK: Acknowledgment is valid SYN: Synchronize sequence numbers
PSH: Request for push FIN: Terminate the connection

23.41
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Flag Description

URG | The value of the urgent pointer field is valid.

ACK | The value of the acknowledgment field is valid.

PSH Push the data.

RST Reset the connection.

SYN | Synchronize sequence numbers during connection.

FIN Terminate the connection.
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A B

‘_)_H,_’— B accepts and acknowledges
I.S::"‘"_':
\) A begins transmission

Two Way T
Handshake:
Obsolete S
Data

Segment

New connection opened

Obsolete segment SN = 401 is accepled;
valid segment 5V = 401 is discarded as duplicate




Two Way Handshake:
Obfolete SYN Sealpwent

Obsolete SYN [ arrives

B responds; A sends new SYN

B discards duplicate SYN

B rejects segment as oul of sequence
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A: ACK flag —
S: SYN flag E—
Active
open Passive
open
Y
Time Time
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Three Way
Handshake:
State
Diagram

Active Open or Active Unspecified Passive Open or
Open with Data ] Fully Specified Passive Open

Initialize SV; CLOSED Initialize S8V
Send SYN

Close Llose
Clear SV Clear 8V

Receive 5Y

SYN SENT SYN RECEIVED LISTEN

Send SYN, Send SYN,
ACK ACK
Receive ACK
Receive SYN, ACK of SYN
Send ACK N
Receive FIN, ACK of SYN
Send ACK
b
L
»,
Send FIN Send ACK \
FIN WAIT |
Receive Receive FIN Close
ACK of FIN Reccive FIN. ACK Send ACK Send FIN
FIN WAIT2 CLOSING LAST ACK
Receive FIN, ACK Receive
Receive FIN Send ACK ACK of FIN
Send ACK
Timeoul ] .
TIME WAIT  [— 3 MsLj CLOSED
kY stale veclor

MSL = maximom segment lifetime
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Server
=]
A: ACK flag
P: PSH flag =

56q 8001

Data .

bytes: 8001-909¢

ata
bytes: 9001-1000g

01
~seq 150
00—

Data
bytes: 1 5001-

seq: 10000
WA nzm_

-17000
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ﬂ_ Passive
W close
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ACK, SEQ =y, ACK= x + 1
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Client

Active
close

23.63

A: ACK flag
F:FIN flag

ient
servertoclie
a segments from

- Dat

ACK

Passive
close

Time
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EFi#E B S5 BR AR
| |
AN SR

LISTEN (#EhiTFF)

SYN, SEQ = x
(EBNHTH) SYN_SENT » | SYN_RCVD

SYN, ACK, SEQ=y,ACK=x+1
ESTABLISHED < SYN_RCVD

ACK, SEQ=x+1,ACK=y +1
ESTABLISHED » | ESTABLISHED

(EWMITHHBEEEMED

FIN, SEQ = u
(EEBhXKH) FIN_WAIT_1 > | CLOSE WAIT (#zh)

ACK, SEQ=v,ACK=u+1
FIN_WAIT_2 < CLOSE_WAIT

FIN, ACK, SEQ=Vv,ACK =u +1
TIME_WAIT < LAST_ACK

ACK,SEQ=u+1,ACK=v+1
TIME_WAIT »| CLOSED




Flow Control

= Longer transmission delay between transport

entities ({£%i5214) compared with actual
transmission time
= Delay in communication of flow control info

= Variable transmission delay (1% % %EiR 7] 4%)
= Difficult to use timeouts

= Flow may be controlled because:

= The receiving user can not keep up
= The receiving transport entity can not keep up

= Results in buffer filling up




Coping with Flow Control

Requirements(7= k) (1)
= Do nothing(fT4 A )
= Segments that overflow are discarded

= Sending transport entity will fail to get ACK
and will retransmit

= Thus further adding to incoming data

= Refuse further segments (35 444220 JiG 22 1)
EY)
= Clumsy

= Multiplexed connections are controlled on
aggregate flow




Coping with Flow Control

Requirements (2)

= Use fixed sliding window protocol ({# F [&
TSN E )
= Works well on reliable network

= Failure to receive ACK is taken as flow control
indication

= Does not work well on unreliable network

= Can not distinguish between lost segment and flow
control

= Use credit scheme(f& F3{Z 5EH L)




Credit Scheme ({5 T 5 H%)

s Greater control on reliable network
s More effective on unreliable network

= Decouples flow control from ACK(CE; Al M
Az B HR)

= May ACK without granting credit and vice
versa ([ Z7RR)

= Each octet has sequence number

= Each transport segment has seq number (

7411%5), ack number (ffiiA*5) and window
size (& 1 K/)N) in header

\
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‘ Window size = minimum (rwnd, cwnd) I

Closing

Shrinking ~€———

Sliding window

m+1| e

Opening




Sending and Receiving Perspectives

Oetels not yet

e gt e Far ap . acknowledgzed
< Drata octets so far acknowledged - " . Window of octets
- Data octets already transmitted that may be transmitted >
L O
3 A X
/ / —» —>»

Initial Sequene

L.ast octet
Number (ISN)

Last octet
acknowledged

(AN = 1)

Window shrinks from
transmitted  trailing edge as
segments are sent

{a) Send sequence space

Oetets not yet

Window expands
from leading edge
as credits are received

T . . acknowledgzed
P Diata octets so far acknowledged o " . Window of octets
Data octets already received that may be accepted >
L O
L | X
/ / —» —»

Initial Sequene

L.ast octet
Number (ISN)

receivied

Last octet
acknowledged
AN =10

Window shrinks from
trailing edge as
sepments are received

(b} Receive sequence space

Window expands
from leading edge
as credits are sent



Use of Header Fields

= When sending, seq number is that of first
octet in segment

= ACK includes AN=i, W=]

= All octets through SN=i-1 acknowledged
= Next expected octet is |

s Permission to send additional window of
W=] octets
= i.e. octets through i+j-1



Credit Allocation

Transport Entity A

e TTHHI 1AM ZA00H 24001,

A may send 1400 oclels

Lo IHHD 1040 16iF 2400...

A shrinks its transmit window with each
LrANSMisSion

DM 1O 2l 24iM...

L 1B 1601 20H¥1 20h1...

A adjusts its window with each credit

2 DI 1601 2hIHI| 20dH1 ...

A exhausts its credit

e et | LI T

A receives new credit

Transport Entity B

oo JOHHI | 1UOHH

240 24001 ..

B is prepared to receive 1400 octets,
beginning with 101

2o 1AM 16D]

201 ...

B acknowledges 3 segmenits (&M octets), but is only
prepared to receive 200 additional octets beyond the
original budget (i.e., B will accept octets 1601

througzh 2e(Mly

P CTE] EETIT

L1 |

2 ...

2600 2601

AUHMI | T .

B acknowledges 5 segments (1IN octets) and
restores the original amount of credit
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Window size = minimum (20,9) =9

A
Y

Sent, not
acknowledgedl Can be sent immediately
> -

A
Y

-

207

eee (199|200 208 |209| oo

—3
-

.-
-

Sent and Can't be
Next byte to be sent o
acknowledged y sent until window
opens
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Protocol Port Number Description
IUA 9990 [ISDN over IP
M2UA 2904 SS7 telephony signaling
M3UA 2905 SS7 telephony signaling
H.248 2945 Media gateway control
H.323 1718, 1719, 1720, 11720 [P telephony
SIP 5060 [P telephony
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| Checksum

Source port address [Destination port address Source port address [Destination port address
Sequence number Verification tag
Acknowledgment number Checksum

Window size

Urgent pointer

Data Header and options

Options

A segment in TCP
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A packet in SCTP

Control Header
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