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21.1 ARP (Address Resolution Protocol) #£B/F GBigHhhl3|¥pTshhl
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Looking for physical address of a
node with IP address 141.23.56.23

N e T T

System A System B

7 7 3

a. ARP request is broadcast

The node physical address
is A4:6E:F4:59:83:AB

< Reply | |

System A System B

b. ARP reply is unicast

21.3



FH AT BRIE
ARP 1§k 534H

& ARP &R

FHE 209.0.0.5, FEHHHERE 00-00-C0-15-AD-18
FAEHEEH] 209.0.0.6 FomE b HE

ARP g3k

|

ARP i#3K 1)

209.0.0.6

ARP 1E3K

| 09.0.0.5

| X f | o 7
i _ = _ = _ = _ =

00-00-CO-15-AD-18
EKﬂPBurﬁ-@;fﬂﬁ #HE 209.0.0.6
o R4 HEE 08-00-2B-00-EE-0A
& ARP ur-nr§'f|
‘ | 2 09.0.05 |209.0.0.6 |
| X F |Y |5 | Z
00-00-CO-15-AD-18 08-00-2B-00-EE-0A



/4

21.5

21.2 ARP 44

8 bits
Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

(It is not filled in a request)

Target protocol address
(For example, 4 bytes for IP)




/4
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Type: 0x0806

ARP request or reply packet

<
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Preamble Destination Source
and SFD address address
8 bytes 6 bytes 6 bytes 2 bytes 4 bytes
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Target IP address:
Destination address in the IP datagram

Sender

=0

Receiver

Case 1. A host has a packet to send to
another host on the same network.

Target IP address:
IP address of the appropriate router
found in the routing table

Sender

Router Router

Receiver

Case 3. A router receives a packet to be sent
to a host on another network. It must first
be delivered to the appropriate router.

Target IP address:
IP address of a router

Receiver

Case 2. A host wants to send a packet to
another host on another network.
It must first be delivered to a router.

Target IP address:
Destination address in the IP datagram

Sender

N

Receiver

Case 4. A router receives a packet to be sent
to a host on the same network.
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A l 130.23.43.20

B2:34:55:10:22:10

130.23.43.25
A4:6E:F4:59:83:AB

=7

Ti

ARP Request

0x0001

0x0800

0x06

0x04

0x0001

0xB23455102210
130.23.43.20

0x000000000000
130.23.43.25

ARP Reply

0x0001

0x0800

0x06

0x04

0x0002

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
m

e

OxA46EF45983AB
130.23.43.25
0xB23455102210
130.23.43.20
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The proxy ARP router replies
to any ARP request received
for destinations 141.23.56.21,
141.23.56.22, and 141.23.56.23.

ﬁ—» Request

141.23.56.21 141.23.56.22 141.23.56.23

Proxy ARP
router

Router or host
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ICMP

H 7‘77 al:‘l"J Ipﬁ ?ﬁiiﬁﬁkiﬂﬁ'ﬁm ?fEIX_XJI?i
EEH T BRI H i ST ICMP

(Internet Control Message Protocol).

« ICMP 0 ENLERS B G E R TF AR At

BFRAE %ﬁm?ﬁi
« ICMP A2EEWMXY, M2 IP BRI
« ICMP ?&3&1’57’3 IP EHEMAIEIE, b3
EREEE, AR IP HIEREREHRE,

« ICMPAREAMEE, HEgREGHER
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8 bits 8 bits

8 bits 8 bits

A
Y
A

Y
A

Type Code

Checksum

Rest of the header
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Error
reporting
Destination Source Time Parameter . .
Redirection
unreachable quench exceeded problems

Type: 3 Type: 4 Type: 11 Type: 12 Type: 5
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ICMP Message Formats

0 8 16 31
Type | Code | Checksum
Unused

IP Header + 64 bits of original datagram

(a) Destination Unreachable; Time Exceeded: Source Quench

0 8 16 31
Type Code | Checksum
Pointer Unused
IP Header + 64 bits of original datagram

(b) Parameter Problem

0 8 16 31
Type | Code | Checksum
Gateway Internet Address
IP Header + 64 bits of original datagram

(c) Redirect

0 8 16 31
Type | Code Checksum
|dentifier Sequence Number
Optional data

(d) Echo, Echo Reply

8 16 31

Type | Code | Checksum

|dentifier Sequence Number

Originate Timestamp

(e) Timestamp

8 16 31

Type | Code Checksum

|dentifier Sequence Number

Originate Timestamp

Receive Timestamp

Transmit Timestamp

(f) Timestamp Reply
8 16 31
Type | Code Checksum
Identifier Sequence Number
(g) Address Mask Request
8 16 31
Type | Code Checksum
Identifier Sequence Number

Address Mask

(h) Address Mask Reply
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Received datagram
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IP 8 | Restof
header bytes 1P data
------- i
ICMP IP 8 |
header header | bytes _jl ICMP packet
IP ICMP P g |
header header emElEr byte Sent IP datagram
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Redirection
message

IP packet

IP packet
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IP packet
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Query messages

Echo Timestamp Address-mask Router solicitation
request and reply request and reply request and reply and advertisement

Types: 8 and O Types: 13 and 14 Types: 17 and 18 Types: 10 and 9
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$ ping fhda.edu

PING fhda.edu (153.18.8.1) 56 (84) bytes of data.

64 bytes from tiptoe.thda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):
64 bytes from tiptoe.thda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):
64 bytes from tiptoe.thda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):
64 bytes from tiptoe.thda.edu (153.18.8.1):
64 bytes from tiptoe.fhda.edu (153.18.8.1):

--- thda.edu ping statistics ---
11 packets transmitted, 11 received, 0% packet loss, time 10103ms
rtt min/avg/max = 1.899/1.955/2.041 ms

21.30

icmp_seq=0
icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5
icmp_seq=6
icmp_seq="7
icmp_seq=8
icmp_seq=9
icmp_seq=10

time=1.91 ms
time=2.04 ms
time=1.90 ms
time=1.97 ms
time=1.93 ms
time=2.00 ms
time=1.94 ms
time=1.94 ms
time=1.97 ms
time=1.89 ms
time=1.98 ms
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AT raceroute F2/57 3K i & plvoyager.deanza.edu B4R
Frastuda.edu B8, FIEIZ ARG R:

$ traceroute fhda.edu
traceroute to fhda.edu (153.18.8.1), 30 hops max, 38 byte packets
I Dcore.fthda.edu (153.18.31.254) 0.995 ms 0.899 ms 0.878 ms

2 Dbackup.thda.edu (153.18.251.4) 1.039 ms 1.064 ms 1.083 ms
3 tiptoe.thda.edu (153.18.8.1) 1.797 ms [.642 ms 1.757 ms

G /P AT T HH%m2153.18.8.1, TTLAE
2308k, ZHHAEBEIBNFEFH: IPLE0NFTH,
UDP 2L BB N EZE AN #1101 E T, traceroute F2/57
(& S S 718 2 A T ZL
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i #/21.4 (continued)

BRI HE — N Z, 1758 H %5 A2
Dcore.fuda.edu, EIP#4f #135.18.31.254, & —1 12

BB EA0.995ms, 2 &M HAE0.899ms, Z =4
B AT [E]#20.878ms .,

7

AT S v P

NS A, RS H A R A2

Dbackup.fhda.edu, EIPA#4F#4153.18.251.40, #.E7v
T ="MEER
=R HHIEYL . BATHERXAZF K EDL, B
REEEZHT. HHEV RS #hda.edu, HEHS
#rZtiptoe.fuda.edu, FEIPAAF4153.18.8.1, HZx T
=AERRT
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FIHBIOIFREITEBE T — KB H, Zlfkerox.com

WIS . JELL7E IR i ) B HI 5 BT Bk . B : HLHE
BB EFIEHE R, XA E
BlI4b PE 572
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$ traceroute xerox.com

traceroute to xerox.com (13.1.64.93), 30 hops max, 38 byte packets
Dcore.fhda.edu (153.18.31.254) 0.622 ms 0.891 ms 0.875 ms
Ddmz.fhda.edu (153.18.251.40) 2.132 ms 2.266 ms 2.094 ms
Cinic.thda.edu (153.18.253.126) 2.110 ms 2.145 ms 1.763 ms
cenic.net (137.164.32.140) 3.069 ms 2.875 ms 2.930 ms
cenic.net (137.164.22.31) 4.205 ms 4.870 ms 4.197 ms

snfc21.pbi.net (151.164.191.49) 7.656 ms 7.129 ms 6.866 ms
sbcglobal.net (151.164.243.58) 7.844 ms 7.545 ms 7.353 ms
pacbell.net (209.232.138.114) 9.857 ms 9.535 ms 9.603 ms
209.233.48.223 (209.233.48.223) 10.634 ms 10.771 ms 10.592 ms
alpha.Xerox.COM  (13.1.64.93) [1.172 ms [1.048 ms 10.922 ms
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B 47 P 24 & 2 G X (Internet Group Management
Protocol, IGMP) @R F—MUEH], (HAEHTHI
DR(IEMBIIFESEE), ZHEEATRMAINX .
FP R F, IGMPE— 811K .

A58
HE R
IGMP % 3Cand IGMP #:4E

SR
Netstat ™ FHEFR
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IGMP
messages

‘ General Query I ‘ Special Query I ‘ Me:zkpf)rr?chlp I rl_ees;i I
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5 8 bits 0 8 bits 5 8 bits 5 8 bits X
~ T an T g
Tras Mammum response Checksum
time

Group address in membership and leave reports and special query;
all Os in general quer

Table 21.1 IGMP R HZE

Type Value
General or special query | Ox11 or 00010001
Membership report Ox16 or 00010110
Leave report Ox17 or 00010111
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21.18 IGMP #EfE
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List of groups
having loyal members

225.70.8.20
231.24.60.9

ot " 229.60.12.8
R

Network To another network

To other networks To another network
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21.19 #4216
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Group Timer Group Timer Group Timer
225.14.0.0 30| |22842.0.0 48| [225.14.00 62
228.42.0.0 12| |238.71.00 50| [230.43.00 70
230.43.0.0 80

To other networks

A B C
\ \ 2
== R
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% 21.20 IGMP 44 21

8 bytes
IGMP
message
IP IP
header data
Frame Frame Trailer
: header data (if any)
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Table 21.2 HgNr Hht

Iype [P Destination Address

Query 224.0.0.1 All systems on this subnet

Membership report | The multicast address of the group

Leave report 224.0.0.2 All routers on this subnet
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21.21 YD I Hht i B LUK Py EE A8 1t

32-bit class D address

A

Y

1110

23 bits of multicast address

!

0000000100000000010111100

23 bits of physical address

A

21.45

48-bit Ethernet address

Y
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01: 00: 5E: 00: 00: 00—01: 00: 5E: 7F:FF:FF
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£ 21.22 BERAR

Multicast IP datagram

Header Data

!

Header Data

Unicast IP datagram
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%‘%‘][@‘ﬁ A =TT fnetstatir$ (EFRH)D : -n,
-rfl-a.

TN 2 LU B FIE OB NP M, -1 SE 8 i
HET-a BN T B I U (E BRI E B . R X E
R4 H-SENTv e B FHIIH . “Destination” & X HHJ
Ho A, “Gateway” & X B8 Hi #%, “Iface” & X £ O,
“Mask ” XS, “Flag” &X#rid. iU FEpiZ
BB AEN, B 286 2 — "W BE %5 -

R . EZBEMUHEER N AEHHM240.00.0 2
239.255.255.255 B A I 17 77 A 2B 85 GER,  FH 1638
2 LI B
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$ netstat -nra

Kernel IP routing table
Destination Gateway
153.18.16.0 0.0.0.0

169.254.0.0 0.0.0.0
127.0.0.0 0.0.0.0
224.0.0.0 0.0.0.0
0.0.0.0 153.18.31.254

21.49

Mask
255.255.240.0
255.255.0.0
255.0.0.0
224.0.0.0
0.0.0.0




BT SE20Z 15 16 3Pv6 . ZETCP/IP Gk BEHI/R
46 F #2155 — 1~ KAZICMP(ICMPVE) . X1

I 15 0 19 5 T —

0 i
ZHERE
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IPv6

Network layer in version 4 Network layer in version 6
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Table 21.3 ICMPVAANCMP U1 24270 £ 19 H 5

Type of Message Version 4 Version 6
Destination unreachable Yes Yes
Source quench Yes No
Packet too big No Yes
Time exceeded Yes Yes
Parameter problem Yes Yes
Redirection Yes Yes
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Table 21.4 ICMPvAANMCPV6 7 Z 7R X T H 5

Type of Message Version 4 | Version 6
Echo request and reply Yes Yes
Timestamp request and reply Yes No
Address-mask request and reply Yes No
Router solicitation and advertisement Yes Yes
Neighbor solicitation and advertisement ARP Yes
Group membership IGMP Yes
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