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Abstract—Private learning for vertical decision trees (PVDT) is
an emerging paradigm that allows multiple parties to execute coop-
erative training and inference of decision trees on vertically parti-
tioned datasets, without revealing either party’s data or model. The
state-of-the-art PVDT schemes employ the secret-sharing-based
secure multi-party computation (MPC) to admit low computational
cost and low bandwidth. Nevertheless, existing schemes need many
communication rounds for computing concrete protocols in PVDT,
like the less-than comparison, division, etc. This property is not
suited for large-communication-latency networks such as WAN. In
this work, we present a two-party PVDT framework, called Swan,
to enable a secure, accurate, and fast realization of vertical decision
trees. At the core of Swan, we design a secure and parallel protocol
for N -input multiplication with one communication round. This
forms the cornerstone for a series of secure and communication-
efficient computation protocols specifically tailored to less-than
comparison and division. Along the way, we use these optimized
protocols to refine the training and inference processes of PVDT,
achieving a significant reduction in both communication costs and
rounds. Experimental results show Swan provides top-notch ac-
curacy, and achieves a 10.2X and 2.8 X improvement in online
training and inference latency over WAN compared to prior art.

Index Terms—Privacy protection, vertical decision tree, secret
sharing, secure two-party computation.
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I. INTRODUCTION

ECISION trees (DT [1] achine learning, applied to various

domains such as e-commerce recommendations [2], spam
filtering [3], and medical diagnostics [4]. Constructing an accu-
rate decision tree model requires extensive training data drawn
from diverse data owners. However, these training datasets are
usually partitioned vertically among each holder, with each
possessing disjoint features of the same sample [5]. More im-
portantly, these datasets contain privacy-sensitive information,
raising severe privacy concerns for data owners [6].

Motivated by these challenges, private learning for vertical
decision trees (PVDT) has been introduced as an emerging
paradigm [7], that allows multiple parties with vertically dis-
tributed data to jointly build a DT model without revealing
their respective data. As illustrated in Fig. 1, an e-commerce
company collaborates with a bank to train a DT model for the
precise placement of product advertisements to targeted con-
sumers. The bank provides financial data (e.g., account balance),
while the e-commerce company contributes online transaction
details (e.g., purchase history). When inputting consumer fea-
tures that are distributed across two parties, the trained model
in PVDT predicts the types of products that the consumer is
likely to purchase. PVDT can assist the e-commerce company
in obtaining more accurate models without revealing the pri-
vate data of the bank, while the bank can make gains from a
pay-per-use approach due to its contribution to the training and
inference.

Secure multi-party computation (MPC) is a powerful tool that
enables multiple parties to jointly compute a function while
keeping their inputs private. In particular, the MPC based on
secret sharing (SS) has been widely adopted due to its high
efficiency. The state-of-the-art works of Pivot [8] and PriVDT [9]
have demonstrated the possibility of training and inference of
vertical DT using SS-based MPC techniques. However, there are
still several issues that need resolving for the practical applica-
tion of their works. For instance, Pivot employs hybrid crypto-
graphic protocols combining homomorphic encryption (HE) and
additive secret sharing (ASS) to hide private information during
the training and inference. Nevertheless, expensive operations
for the domain conversion between HE and ASS inevitably make
participants suffer from a prohibitive computation overhead.
Moreover, we found that performing a secure division opera-
tion in Pivot requires 32 communication rounds, rendering it
unsuitable for real network environments like WAN. To provide
improved efficiency, a recent work of PriVDT employs function
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TABLE I
COMPARISON WITH EXISTING SECURE DT APPROACHES FOR TRAINING VERTICAL DATASETS

Approaches Cryptographic primitive Computation cost

Du and Zhan [7] ASS O(FV)

Wang et al. [10] AHE, GC O(FVC)

SecureBoost [11] AHE O(FVC)

Lindell etal. [12]  ASS, GC O(FCVL logl + FV logt)
PPDT [13] AHE, FE O(NFCV)

Privet [14] ASS O(FCVelog?)

Pivot [8] ASS, AHE O(FCV (£log ) + log £)
PriVDT [9] ASS, FSS O(dFCV 4+ FV)

Swan iASS O(log(FV) + logF)

Communication cost Leakage

O(NFVCY) Label, Gain, Intermediates
O(NFVC(le +4y)) Gain, Intermediates
O(NFVCY.) Gain, Intermediates

O(NFCVEL+ FCV (£ log(kil) + logl 4+ £))  —
O(NFVC(Le) + FVC(Le + £5)) —
O(NFVCEL+ FVC(el? 4 ¢)) —
O(NFVC(£e 4+ £) + FVC(£2 log £)) —
O(NFCVL+ FCV (1202 4 d¢)) —
O(NFVCL+2CFV (£log? £ + £2)) —

These legal frameworks make it impossible to freely share sensitive information in plaintext across organizations for collaborative DT training. ASS, AHE, GC, FE, FSS, and
iASS are Additive Secret Sharing, Homomorphic Encryption, Garbled Circuit, Secure Function Encryption, Function Secret Sharing, and improved Additive Secret Sharing,
respectively; £, £, £, £4 are the ciphertext bits of Secret Sharing, HE, FE, and GC, respectively; N, I, V, C are the total number of sample instances, features, feature
splits, and sample classes, respectively; r; is the degree of approximate polynomials for xIn(x) in [15]; € is the degree approximate polynomials for e and 1/x; ‘—’

represents no leakage of data privacy.

Model

= =¥ o
vy v
Bank A B B C E-commerce company

Age Income VIP | Product Class
(Label)
A

1 18 1,500 1 2,500 Yes

2 25 3,000 2 2,000 No B
3 40 20,000 3 4,500 Yes @
4 66 6,000 4 6,000 No A

Fig. 1. An illustration of PVDT. In the framework, the independent vari-
ables are jointly provided by a bank and an e-commerce company. The bank
contributes financial features, including “Age” and “Income history”. The e-
commerce company supplies online transactions, including “Purchase history”
and “VIP membership status” (a binary indicator distinguishing privileged
consumers with “Yes/No”). These consumer features, which are distributed
across two parties, serve as inputs for the model to predict a dependent variable—
“Product Class”—indicating the type of product that the consumer is likely to
purchase.

secret sharing (FSS) to construct secure comparison and division
protocols, upon which an efficient PVDT scheme is derived.
However, PriVDT heavily relies on a trusted third party (TTP)
for FSS key generation, and requires many communication
rounds similar to Pivot, hindering its deployment in practice.

The challenges in designing a practical PVDT stem from
two factors: 1) The training and inference of PVDT consist
of time-consuming non-linear functions (e.g., comparison and
division) as well as a large number of linear functions (e.g.,
extensive /V-input multiplications), requiring the design of more
secure and efficient cryptographic protocols to enhance the
scalability of these operations. 2) The state-of-the-art PVDT
schemes typically rely on SS-based MPC, but the extensive
communication rounds required by SS-based MPC become the
primary performance bottleneck for these works. Reducing com-
munication rounds are particularly important in practice, where
communication round is often the dominant factor in distributed
environments with high-latency such as cross-organizational
collaborations or wide-area networks. Thus, these factors pose
arigorous challenge in designing a practical PVDT scheme that
is both fast in computation and efficient in communication.

In this paper, we present Swan, a two-party PVDT framework
for a secure, accurate, and fast realization of vertical DT. For

all components of PVDT, we intrudce the improved ASS of
ABY.2.0 [16] to protect data as it can offer lower communi-
cation and simpler computations than the existing lightweight
ASS [17]. Swan also uses an input-independent offline prepro-
cessing [ 18] to boost performance for the training and inference
of DT in the online phase. As shown in Table I, Swan achieves
lower communication and computation costs and any sensitive
information is not revealed except for the output. Our contribu-
tions can be summarized as follows:

e Communication-efficient build blocks: We propose a novel
ASS-based two-party protocol for /N-input multiplication
that moves input-independent randomness generation to
the offline phase, allowing for just one round of online
communication. Building on this protocol, we propose
two-party constant-round secure comparison and division
protocols using 0/1 encoding techniques [19] and the
Goldschmidt algorithm [20], respectively, achieving the
state-of-the-art in round complexity. These protocols not
only form the foundation of our scheme but also hold
potential for other privacy-critical applications, which may
be of independent interest.

e Secure, accurate, and fast realization of vertical deci-
sion tree: Based on the building blocks, we propose a
lightweight PVDT framework (Swan) for vertical deci-
sion trees without revealing either party’s data or model.
Our framework provides top-notch accuracy and remark-
ably improves computational and communication effi-
ciency, which benefits from the use of lightweight cryp-
tographic primitives and the incorporated partial parallel
processing.

e Comprehensive theoretical and experimental analysis: We
provide a formal security proof and a detailed complexity
analysis for both the building blocks as well as the training
and inference protocols of Swan. Moreover, we imple-
ment a prototype system and conduct extensive evaluations
on real-world datasets under LAN and WAN settings.
Experimental results demonstrate that Swan outperforms
the state-of-the-art works in terms of runtime and com-
munication costs while realizing comparable accuracy to
the non-private setting. Especially in WAN settings, the
training protocol of Swan is 109.3 ~ 188.3x and 3.00 ~
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10.2x faster than Pivot and PriVDT, respectively. For the
inference protocol, Swan is 3.9 ~ 4.4x and 2.2 ~ 2.8%
faster than them, respectively.

The rest of this paper is organized as follows. We introduce
the related works and preliminaries in Sections II and III, respec-
tively. Next, we give an overview of our system in Section I'V.
The building blocks and the details of Swan are presented in
Sections V and VI, respectively. We give the theoretical analysis
in Section VII. We evaluate the proposed schemes through
extensive experiments in Section VIII. Finally, we conclude this
paper in Section IX.

II. RELATED WORK
A. Private Learning for Vertical Decision Trees

Private learning for vertical decision trees has garnered sig-
nificant attention, as shown in Table I, particularly in scenarios
where data is vertically partitioned and distributed between two
parties. Du and Zhan [7] presented the decision tree training
algorithm for vertically partitioned data. However, this approach
violates privacy regulations by publicizing sample labels and
split information to all parties. Wang et al. [21] enhanced this
method by incorporating secure intersection technology and
garbled circuits. Nonetheless, the crucial concern of label leak-
age remains unaddressed. Recently, Chen et al. [11] proposed
SecureBoost on privacy-preserving gradient boost decision tree
for vertically partitioned data using homomorphic encryption.
However, it has limited security due to the exposure of interme-
diate information during the training. Additionally, the heavy
cryptographic operations lead to low training efficiency.

Lindal and Pinkas [12] first introduced a full-private decision
tree training scheme utilizing oblivious transfer and garbled
circuits. This scheme ensures “perfect” security, guaranteeing
that no information is leaked to other parties. However, the com-
putational cost of this approach is prohibitively high, rendering
it impractical for practical implementation. Kikuchi et al. [13]
proposed privacy-preserving decision tree learning protocol
(PPDT) with additive homomorphic encryption. However, this
scheme requires computation and communication overhead for
a lot of heavy decryptions and encryptions in the training phase.
Zheng et al. [14] implemented a framework (Privet) with the
ASS technique. However, the framework requires frequent com-
munication interactions when computing non-linear functions.
Recently, there have also been some works focusing on vertical
decision trees with mixed cryptographic primitives to reduce
communication costs. Wu et al. [8] proposed a system (Pivot)
using homomorphic encryption and ASS techniques. However,
this requires time-consuming conversion of HE ciphertexts into
ASS values. Chen et al. [9] built a scheme (PriVDT) by employ-
ing FSS and ASS techniques. Nonetheless, this approach relies
on a trusted third party (TTP) for FSS key generation.

Different from the recent works, we design a series of secure
and communication-efficient computation protocols specifically
tailored to less-than comparison and division, which are specific
to optimize the training and inference processes of PVDT with
full privacy.

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 22, NO. 6, NOVEMBER/DECEMBER 2025

B. Secure Comparison and Secure Division Protocols

Secure comparison protocol is considered one of the most
fundamental building blocks for PVDT. This significance dates
back to Yao’s seminal paper [22], which introduced the “Two
Millionaires’ Problem” for comparing integers employing the
garbled circuits (GC). Over time, the protocol based on the
garbled circuits underwent various enhancements [23], [24],
[25]. Nevertheless, GC requires lots of computation overheads.
In the protocol, the garbler encrypts each wire of each gate
wires using symmetric key [26]. Next, the keys corresponding
to the inputs of one user are retrieved by the evaluator by
using an Oblivious Transfer protocol. The circuit is evaluated
gate-by-gate because the encrypted circuit has been constructed
such that the gates have been chained together. However, this
process incurs a large computational overhead. In recent years,
Liu et al. [27] optimized the comparison protocol based on
full adder logic for extracting the most securely significant bit
(MSB) of & — y in the secret sharing domain. However, their
protocol still requires log ¢ rounds of communication. A sig-
nificant breakthrough was achieved by Damgard [28] et al. who
introduced the first comparison protocol based on secret-sharing
that operates in constant rounds. Their protocol can be built upon
any linear secret-sharing-based MPC framework that includes a
multiplication protocol but requires 44 rounds of multiplication
protocols. Inspired by this, we combine 0/1 encoding technology
with SS-based MPC to propose a comparison protocol with two
communication rounds.

Secure division protocol is the main hurdle for secure com-
putation. Many researchers have explored secure protocols for
division. These studies encompass homomorphic encryption-
based protocols, garbled circuit-based protocols, and SS-based
protocols. Veugen [29] introduces a secure integer division pro-
tocol that produces an approximate quotient using homomorphic
encryption. Yet, itis only effective in situations where the divisor
is either publicly disclosed or known to one of the parties
participating in the computation. Bogdanov et al. [30] present a
secure integer division protocol that provides an exact quotient
based on SS-based protocols. However, their protocol requires
a significant amount of communication rounds between the two
parties. Payman Mohassel et al. [31] proposed a secure division
protocol using garbled circuit-based protocols. However, the
protocol requires a lot of communication and computation over-
head. In contrast, we focus on a division protocol with constant
communication rounds.

III. PRELIMINARIES

In this section, we review the decision tree, the cryptographic
primitives of ABY2.0, and the 0/1-encoding technique involved
in this paper. For the sake of readability, Table II summarizes
the notations used in Swan.

A. Decision Trees

This paper focuses on the training and inference of binary-
structured decision trees for classification tasks. A DT consists
of internal nodes, edges, and leaf nodes: each internal node
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TABLE II
NOTATION DESCRIPTIONS

Notations Definitions

Ex; = ((z)o, (z)1)
(@) P = ((2)§, ()7)
[=] := ([«]o, [x]1)

2-out-of-2 additive secret sharing of x
(%) is held by P, for a € {0,1}

2-out-of-2 boolean secret sharing of x
Improved additive secret sharing of =

z]a = (Ma, (Tz)a [x]« is held by Py for o € {0,1}
[z]B := ([z]¥,[z]?) Improved boolean secret sharing of =
Setd 0-encoding of x
Set{ 1-encoding of =

represents a test (e.g., Age < 20) between a feature and a thresh-
old, each edge represents the outcome of the test, and each leaf
node represents a predicted class label for the path taken through
the tree. Assume that the trained DT is a complete binary tree T’
with a maximum depth H, as done in PriVDT and Pivot. Given
a training dataset D = {(x;,%;)|i € [0, N — 1]} € RV*(F+1),
which consists of N samples with F' features and a label y;.
The training algorithm constructs DT nodes recursively in a
top-down manner, starting from the root.

When a DT node is split, the training algorithm evaluates all
potential splits across all features to find the best-split (i.e., a
pair of the feature index and threshold), using a criterion like
information gain or Gini impurity. In this work, we follow the
chosen criterion of PriVDT and Pivot and use Gini impurity [32]
to determine the best split, as detailed in Algorithm 1. Assume
that D € Zx_1 be the set of sample index for one tree node,
where D = [0, N — 1] for the root node. Let C = [1,C] be a
class set at one tree node. The Gini impurity of the current node
is:

g<D)lceZc<|%>2 )

where | D.| is is the number of samples in D that belong to class
¢, and |D] is is the total number of samples in D. Assume that
there are V' x F potential splits S = {s; x|j € [0,F — 1],k €
[0,V — 1]}, where s; , is the kth split of the kth feature. For a
given split s, ;, D is divided into two subsets: D; = {i|(z; ; <
sjk) A (i € D)} and D, = D — Dy, where z; ; € x; denotes
the jth feature of the ¢th sample. The Gini gain of split s; ;, is:

9i6 = 9(D) — ('DI%(DI) + |D’°||%(|Dr)>

@)

where | D; | and | D,. | are the total number of samples in D;
and D,., separately. To simplify g, we adopt PriVDT’s approach
as follows:

Z ‘Drc| (3)

where |D; .| and | D, .| are the total number of samples labeled
with class ¢ in D; and D,., respectively. After computing all
potential splits, the split with the maximum g is selected as the
best feature split s} and recorded in the current node, where
f« is the corresponding feature index. Based on this best split,
D is partitioned into two best subsets: D; and D;.. The process
is recursively applied to the left and right subsets. Once the

_ ‘Dl,c|
k= Z D]

ceC
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Algorithm 1: DT Training for One Tree Node.

Input: The sample indices at the current node
D € [0, N — 1]; The potential splits
S ={s;jrli €[0,F —1],k € [0,V — 1]}; The training
dataset D = {(x;,y;)|i € [0, N — 1]} € RV*(F+1; The
current depth h.

Hyperparameter: Maximum depth H; The number of
samples /V; The number of features F'; The split number

of each feature v; The label set C = [1, C].
Output: a well-trained tree node
1:if h = H then
¢ = argmax.ecc(|{i|(y; = ¢) A (i € D)})

c* is recoded into the current node.
end if
initialize an empty set gain, = {}
for j € [0,F — 1] do
initialize an empty set gainy = {}
fork € [0,V — 1] do
D, = {Z|<xz,7 < SjJC) AN (Z € D)}, where
x; = {x; ;} € D is the jth feature of the ith sample;
D, =D — D,
10: Compute the split gain of s 1:

DC D’I"C
9ik = Z‘l +Z|D

ceC

D A A Rl

where Dy . = {i | (y; =c) AN (i € Dp)};
Dye={i| (i =) A (i € D)},
11:  gaing < (gjm)> Put g; yintogain .
12:  end for
13: k. = argmaxyep,v—1)(gainy)
14:  gainy, < (g; 1 )> Put g, p-intogain,,.

15: end for
16: f. = arg maxc[o, p—1)(gain,)
17: 8% = S k.-
D = {il(zis. <s}) A (i € D)}:D; = D = Dy,

18: return (f*, sy-) is recoded into the current node.

maximum tree depth is reached, the node becomes a leaf node,
and the most frequent label in D is chosen as the predicted label:

(i € D)} 4)

¢ =argmax|[{i| (v, =¢c) A
ceC
The label ¢* is recorded as the prediction for the node.

B. Revisiting ABY2.0

Compared to existing frameworks such as ABY [17],
CrypTen [33], SecureML [34], and MP-SPDZ [35], the ABY2.0
framework [16] supports not only generic additive secret shar-
ing ({-)-sharing) but also an improved additive secret sharing
scheme ([-] -sharing). The latter offers enhanced communication
efficiency during the online phase. Now, we revisit the 2PC
protocol in ABY2.0, which is executed on the ring Z, between
two parties, Py and P;.

1) (-)-Sharing: The (-)-sharing of an ¢-bit secret value = €
Zoe is a 2-out-of-2 additive secret sharing (ASS) scheme in
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two parties, i.e., Py holds (x)o = r and P; holds (x); = = — 7,
where r is a uniformly random value in Z,:.. We use the short-
hand notation (z) = ((z)o, (z)1) to represent the (-)-shares of
2. The fundamental protocols of ASS include:

e 1 = Rec((z)): To reconstruct the secret value z, each
party P, (« € {0,1}) transmits its share (), to Pj_.
The recipient then computes = ()¢ + ()1.

e (z) = (x) + (y): Given (x) and (y), P, computes (z) =
(@ + y) by locally setting (z + )0 = (2)a + (Y)a-

e (z) = (x)+ c: Given (z) and a public constant ¢, P,
computes (z) = (x + ¢) by locally setting (x + ¢), =
() + - c.

e (z) = c- (x): Given (x) and a public constant ¢, P, com-
putes (z) = (cx) by locally setting (cz)o, = ¢ - (T)q-

e (z) = (x)- (y): Given (x) and (y), Py and P first re-
construct ¢ = Rec({x) — (a)) and f = Rec((y) — (b)),
where {(a), (b), (ab)} are precomputed and stored using
Beaver multiplication triplet technique during the offline
phase. Finally, P, outputs (z), =a-e-f+e-(b)y+
f - {a) + (ab),. Note that if = and y are floating point
numbers, they are encoded into fixed-point integers with
£¢-precision bits. To ensure z = x - y with a lower loss,
we use a secure truncation proposed by SecureML [34] to
correct the result locally.

Boolean sharing is an XOR-based variant of ASS over Zs,
where the addition (4) operation and multiplication operation
(-) are replaced with the XOR () operation and AND (A)
operation, respectively. To simplify the presentation, Boolean
sharing of a bit x € Zy is abbreviated as (z)? = ((x)&, (x)P).

A2B. The A2B protocol inputs = € Z,: and outputs
-bit Boolean shares (z(_1))” ... (z())? € {0,1}, ie.,
<l‘(l,1)>B ce. <JJ(0)>B = A28(<$>), where = = <33‘>0 + <.Z‘>1 =
Eﬁ;t (z(;))& & (x(;))F)27. Here, we use a constant-round
solution in ABY framework by composing the protocols Y2B
(Yao sharing to (-)P-sharing) and A2Y ((-)Z-sharing to Yao
sharing). That is, (z)? = Y2B(A2Y ({z))).

2) [-]-Sharing: The [-]-sharing is an improved additive se-
cret sharing [16] (iASS). P, for o € {0,1} holds [z], =
(Mg, (rz)a), Where r, € Zoe is a random values and m, =
& — 1y € Zoe such that m, is publicly known to P and Py, and
7, is (-)-shared between the two parties. We use the shorthand
notation [z] = ([z]o, [x]1) to represent the [-]-shares of z:. The
basic operations in iASS are as follows:

e 1 = Rec([z]): To reconstruct the secret =, Py and P; mu-

tually exchange their missing (-)-share of r, and compute
x = m, + Rec({r:)).

e [z] = [z] + [y]: Given [z] and [y], P, (o€ {0,1})
compute [z] = [z + y] by locally setting (m, = m, +
My, (rz) = (rz)a + (ry)a)-

e [z] = [z] + c: Given [z] and and a public constant ¢, P,
computes [z] = [z + ¢] by locally setting (m, = m, +
¢ (rz) = (ra)a + (Ty)a)-

e [z] = [z] - [y]: Given [z] and [y], P, locally generates a
random value as (7)o € Zoe inthe offline phase. (r,r,) =
(rg) - (ry) is precomputed and stored using multiplication
of (-)-sharing in the offline phase. In the online phase,
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P, locally computes (z)q = Mg - (Ty)a + My - (Fz)a +
(rary)a — (r2)a and sends it to Pi_,. Py and P; lo-
cally set m, = m, - my + Rec((z)). Finally, P, outputs
[2] = [#y]a := (M2, (r2)a).

e [z] =c-[z]: Given [z] and and a public constant c,
P, computes [z] = [cz] by locally setting (m, =c-
My, (T2) = (To)a)-

e 3MUL protocol. ABY2.0 implements a 3-input multipli-
cation protocol, i.e., [z] = 3MUL([zo], [z1], [x2]), where
Z=X0" T1"T2.

Improved Boolean sharing is an XOR-based variant of [-]-
sharing over Z,, where the addition operation (+) and the multi-
plication operation (-) are replaced with bitwise operations XOR
() and AND (A), respectively. To simplify the presentation,
an improved Boolean sharing of a bit x € Zs is abbreviated as
[21% = ([2]5, [=]7)-

B2A: The B2A protocol inputs [2]? € Zs and outputs [z] €
Zoe, ie., [y] =B2A([z]?), where [y]o+ [y]: = [z]F @
[#]%. Inthe ABY2.0 framework, Py and P; employ an oblivious
transfer protocol to convert (r,)? into (r,). Let (r,) = (r;).In
the online phase, each party P, for a € {0, 1} locally computes
(y)i = amy + (1 — 2my,) - (ry)a, Where m, = x & r,. After
that, two parties jointly compute m, = Rec((z) — (r,)). Asa
result, each party P, locally has [y]o = (my, (ry)).

C. 0-Encoding and 1-Encoding

Our work uses the 0/1-encoding [19] to solve the comparison
problem of two values. This method can cleverly transform
a comparison problem into an equality test problem. Let an
(-length binary string of = be x(,_1)...2(p) € {0, 1}*. The 0-
encoding of x is defined as a set Set§ such that:

Setg = {x(g_l)l'(g_g). . ~x(i+1)]- ‘ TGy = 0,0 <1< {— 1}
o)

and the 1-encoding of z is defined as a set Set{ such that:
Set] = {x(g,l)x(g,Q). X (4) | i =1,0<1 < -1} (6)

To compare two integers « and y, we encode = and y into
Set? and Sety, respectively. If |Set N Sety| = 1, then z > y,
where | - | is the size of a set. For example, let z = 10 = 10105
andy = 3 = 00115 of length ¢ = 4. Since Set{ = {1,101} and
Sety = {1,01}, we have |Set{ N Sety| =1 — = > y.

IV. SYSTEM OVERVIEW
A. System Model

Swan is a secure two-party computation framework for the
training and inference of PVDT. In particular, each party P,
owns a vertical dataset D, foraw = {0,1}.Let D = {Dy, D; } be
a joint dataset. The features between D are vertically distributed
between the two parties, i.e., Dy and D; have the same sample
IDs but contain different features. We assume F,’s features come
before P;’s features, and the two datasets have been aligned
using the common private set intersection technique, effectively
creating a combined dataset D = Dy ||D; . For clarity, we desig-
nate P; as the holder of the whole label set Y. Swan also uses an
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Fig. 2. Swan framewoks for the training of PVDT.

input-independent offline preprocessing to boost performance
for the training and inference of DT in the online phase. In all
the algorithms of Swan, all of operations (on offline and online)
should be deployed on both parties, where the offline operations
can be performed in parallel before online computation.

Traditional DT training (shown in Algorithm 1) mainly in-
volves two processes: calculating the splitting criterion and par-
titioning D based on the assigned node, which involves many lin-
ear and non-linear operations. To reduce the overhead of PVDT
in MPC, we design a secure and parallel protocol for N-input
multiplication with one communication round. This forms the
cornerstone for a series of secure and communication-efficient
computation protocols. Based on them, we use these optimized
protocols to refine the training and inference processes of PVDT,
reducing communication costs.

During the training, the best feature and threshold assigned
to a node are revealed to the party who holds the corresponding
feature. Each party P, can partition D,, locally and then share it
securely with P;_, for training the next node. After training, as
shown in Fig. 2, each party P, gets a partial of a DT model, i.e,
T, The private model T, only contains the tree part involving
P,’s feature split and all the leaf labels’ secret share. Tj and T
compose a full tree model 7". During the inference phase, given
a well-trained private tree T, Py and P, collaboratively execute
the privacy-preserving inference protocol on a sample query
whose features are distributed across two parties. Such protocol
yields the secret-shared inference result without revealing any
private information about the well-trained tree and the query.

B. Threat Model and Security Goals

Swan adopts the semi-honest adversary model [16], which
has already been widely used in related work such as PrivDT,
and Pivot. In this model, Py and P; will follow the protocol as
specified but try to learn additional information by analyzing
the exchanged messages during the protocol’s execution. In
addition, in line with prior works [16], [36], [37], we assume
that Py and P, do not collude to break the protocols. We aim
to design secure training and inference protocols for Vertical
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DT under the semi-honest adversary model, such that the two
parties, Py and P;, learn nothing about each other’s private
dataset. We utilize the following standard simulation paradigm
for semi-honest security [38].

Definition 1: Let a two-party protocol [] for computing
a functionality f(z,y) = (fo(z,y), f1(x,y)). where fo(z,y)
with input  and f1(z, y) with input y are computed by P and
P, respectively. The view of P (resp. P;) during an execution of
[ on (x,y) is denoted by fuiewg[(x, y) = me)
(resp. view{[(x, y) = (y,m1, ma,...,my)), where ro (resp. r1)
represents the internal randomness of Py (resp. ;) and m;
represents the ith message passed between the parties. The
output of Py (resp. P;) during an execution of [] on (z,y) is
denoted by OF (O{I). Let the joint output of two parties be
oIl = (O(lj_[, Op) We say that [ [ privately computes f(z,y)
if there exist probabilistic polynomial-time (PPT) simulators S
and S; such that

(So(x, folz,)), f(z,)) ~ (view (z,y), 0O(z,y)) (D)
(Si(y, fi(z,y)), f(z,y)) = (viewl(z,y), 0l(z,y)) (®)

(I7T03m17"'7

where ~ denotes computational indistinguishability.

Clearly, the security goals essentially require that the proposed
secure training and inference protocols between Fy and P
should satisfy the above security definition.

V. BUILDING BLOCKS
A. Secure N-Input Multiplication Protocol

We first introduce a secure N-input multiplication proto-
col, denoted by [z] = NMUL([xo], [z1], ..., [zn-1]), where
Z2=20 %1 ... Tp_1 and x; € Zye /{0} for 0 < j <m —1.
A naive solution to the problem is to invoke n — 1 times multi-
plication protocols, which costs n — 1 communication rounds.
To reduce the online communication complexity, ABY2.0 pro-
poses a secure N-input multiplication protocol. However, the
improved performance of their protocol comes at the cost of an
expensive pre-processing, and hence to maintain balance, IV is
usually set to 3 or 4 in the practical applications. To support
any size of N, we adopt a secure chained multiplication
computation strategy, i.e., 2 = xo - T1...T,_1 = Xog®° ! -
19T o1 gt T g% 7% In offline phase, we pre-
compute all random masks {g*~%+!|i € [0,n — 1]} and
g%~ to use to protect N private inputs. On the on-
line phase, we compute the N-input multiplication com-
putation chain z = zgg® " - x1 9" 2 ... 1, 1914 -
g%~ %, Compared with the existing works, our protocol only
requires | communication round and (n — 1)¢ bits of communi-
cation overhead (cf. Table VI of Appendix C, available online).

The Algorithm 2 gives specific steps of NMUL protocol.
The correctness of our protocol can be demonstrated by
checking that the reconstructed result z=xp-z1-...:-
ZTp—1. As deduced from the protocol, d; = x;b; =z, -
Rec(M2A(gl@—ai+1)o, glai=ait1)o) = z;g% %+ and p=
gm0 —p then z=[z]o+[2]i=p-do-di-...-dy1+
r. dO . dl . . dn71 = xogaoﬂllxo glh*az. . “xnilganflfan
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Algorithm 2: Secure N-Input Multiplication Protocol:
NMUL([[xO]]v [[xl]]v ) [[xnfl}])'
Input: Party P, owns [xo];, . .
key k.
Output: Party P, outputs [[H;L;é z;]a
In the offline phase:
1: P, generates a random value as (r), € Zoe.
2: Py& Py compute vy, = PRF(k) and g = 2vi, + 1 € Zoe,
where v, # 0.
3: P, locally generates n + 1 random values as shares
{(aj)a € Zye |0 < j<n}of{a; € Zy |0<j<n}
4: P, computes
{(hj)a =gl® e [0<j<n,B=j+1
mod (n+ 1)}.
5: Py& Py compute
{{b;) = M2A({h;)o, (h;}1) |
6: Py& Py compute p = Rec((b,,)
7: Py& Py compute
{{g;) = (bjra;) = (bj) - {ra;) | 0<j <n—1}.
In the online phase:
:for j € [0,n — 1] in parallel do
9:  Py&P; compute (d;) = mg, - (b;) + (g;) and
reconstruct d; = Rec((d;)) = ;g% ~*#, where
B=(j+1) mod (n+1).
10: end for
11: P, computes z = d;. ..d,—1p and
(r)a =di....dp_1(r)o.
12: P, outputs [[H;Zé zjla = (2,(r)a)-

o [#n-1] o and a shared PRF

0

ginTO =22 ... ~xn,1g0 =29 T1-...-Tp_1, Where
g = 2v;, + 1, v, # 0 and the M2A! protocol is a conversion of
multiplicative share to additive share. It is worth emphasizing
that ¢ must be odd? in the ring Z and g # 1 to ensure data
privacy. In the case of g = 1, we have d; = x; such that z; will
be leaked.

B. Secure Comparison Protocol

The secure comparison protocol (denoted as SC) takes [a]
and [b] as inputs and outputs [f] where § =0 if « > b and
0 = 1 otherwise. To reduce communiction rounds in the existing
works, we combine 0/1 encoding technology with SS-based
MPC to propose a comparison protocol with two communication
rounds. As the negative values in our scheme are represented by
two’s complement, similar to prior works [16], [40], the compar-
ison operation can be transformed into the computation of the

IM2A protocol [39] converts a pair of multiplicative shares, z, held by
P, (o € {0,1}) into an additive share pair (y), i.e., (y)o + (y)1 = zo - 1.
This operation can be concisely represented as (y) = M2A(zo, 1). In the pro-
tocol, Py sets (u)g = x¢ and (v)g = 0, while P sets (u)o = Oand (v)o = z1.
The output is computed as (y) = M2A(zg,z1) = (u) - (v).

2For the NMUL protocol to be secure and correct, we must ensure that
Vg?i~%i+1 is uniformly random in Z¢ and has a corresponding multiplicative
inverse. When g is odd and a; — a1 is uniformly random in Ze, it follows
that Vg7 ~i+1 is also uniformly random in Z,, with its corresponding mul-
tiplicative inverse given by g%i+1~%i. However, if g is even, there exists some
g%~ %+1 = 01in Zye, rendering the NMUL protocol incorrect and insecure.

Algorithm 3: Secure MSB Protocol: SecMSB([z]).

Input: Party P, holds [z], = (my, (r)a).
Output: Party P, outputs [MSB(x)]5.
In offline phase:
// Conversion from (r) to [r_1)]Z, ..., [ro)]?
1: Py& Py compute (r(,_1))2, ..., (r@))? = A2B((r)).
2: P, locally choose ¢-bit values
(qe-1)E. ... {q0))E € {0,1}* at random, where
{ag) = ()6 ® {ag)T [0<j < -1}
3: Py& P, compute
{ri) ® a4y = Rec((r(jy @ 4 ") [0<j < L1} to

construct
{Irpl” = (r) ® agy ) P) 10 < j < -1}
// Compute the MSB of

4: Py& Py set [MSB(r)]® = [r—1)]? .
// obtain the 1-encoding of 2r in a secure manner
5: P; locally computes
57T = {[r(e-2)]%.- .- [r)]E |0 < j < £~ 2) for
Boolean shares of 2r.
6: P; locally encodes 1-encoding of 2r
Set?r = {j + 1| Iu;]® s.t. [u;]® € [S¥]a}, where
[re-21% - Irp]? +— [ws]”®
In online phase:
// Obtain the 0-encoding of the public value
26 —1—2m,
7: P, setlocally y = 2¢ — 1 — 2m,,.
8: P, locally encode y into
So = {v@-2y, - ¥+, L yy) = 0,1 <j < 0—2}
with 0-encoding rule.
9: P, locally set Set§ = {j | Jv; s.t.v; € S§} where
Ye-1), - - Y+1), L ;.
// Compute Wrap(m,,r)

10: Py&P; locally compute [S] = {[cu]? = [uu]? @ vy |
[uu,]? € [S%], va € SY s.t.w € Sety N Set3"}, where
Py& Py parse [c-1)]5, ..., [e@)]? +— [cu]? .

11: Py&P; locally encode [S] = {lece-ny] =
[[C(g,l)ﬂB ® 11y, ..., [[é(w)ﬂ_: [[C(w)]]B ® 11, |
lee-)]Z, ... le@)]? € [S]s.t.w € Setf N Seti"},
where 115 is a binary number to void ¢,_1) = 0 as the
inputs of NMUL protocol can not be 0.

12: Py& Py compute
{[[é(w)]] = NMUL([[é(g,lﬂ], ER) [[é(w)]]) |
[ece-n)]l, .- [éw)] € [S] st sit.w € Setf N Set?"}.

13: Py&P; compute Jwrap]? = @fetgmset? LSB([¢(])s
where LSB([¢(w)]) = (me,, AL (Te,,) A D).

// Compute MSB of x.

14: Py& P, compute

[MSB(z)]? = MSB(m,) ® [MSB(r)]? & [wrap] .

most significant (MSB). That is, let = a — b, MSB(z) = 0 if
a—b >0 and MSB(z) = 1 otherwise. Since [x] = (my, (1))
is shares of z,i.e.,x = (z — 7) +r = m, + 7 mod 2¢, we have:

MSB(z) = MSB(m;) & MSB(r) @ Wrap(mg,r) (9)
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Algorithm 4: Secure Division Protocol DIV ([u], [z]).
Input: Party P, owns [u]a, [z]a.
Output: Party P, outputs [ %],
In offline phase:
// Each party generates a local lookup table LUT.
1: Initialize the Oth element LUT[0] = 2% ! in the lookup
table LUT.
2:forj € [1,{— 1] do
3: LUT[j] = 2% 177 — 267,
4: end for
In online phase:

// Determine the scaling factor 2°/ =" of ©
5:for j € [0,¢ — 1] in parallel do
6: [k;] =SC(27 — [z]).
7: end for
8: [2%7%] = 22§ [ky] - LUTY].
// Scale x into the range (2¢/=1,2¢7)
9: Py& Py compute [b] = [z] - [2¢~*].
// Compute v - AppDIV(z) ~ /.
10:  Py&P; compute [w] = 2.9142 — 2[b].
11: Py& Py compute Jeg] = 1 — ([8] - [wo]),
[e1] = [eo] - [eo]-
12: Py& P compute
[%] = NMUL([u], [wol, 1 + [eo], 1 + [r]).

where Wrap(m,,,r) determines whether 2m,, + 2r > 2¢[41],
which is defined as:

1 (2mg +2r) >2¢

0 Otherwise (10)

wrap(r,r) = {

where (2m,, + 2r) > 2¢ < 2r > 2¢ — 1 — 2m,,. Therefore, we
propose a secure MSB (SecMSB) protocol based on (9) and (10).
The SecMSB([z]) protocol takes as input [-]-shares of = and
outputs [-]Z-shares of MSB(x).

In consideration of performance, the SecMSB protocol is
divided into offline and online phases. Due to the fact that
(r) is shared between Py and P; and m, is a public value,
[MSB(7)] 2 can be offloaded to the offline phase, and MSB ()
can be computed locally on Py and P;. Then we focus on
how to implement Wrap(m,, r) privately. With our key insights
in mind, we use the 0/1 encoding technique to determine
whether 27 > 2¢ — 1 — 2m,, in a secure and parallel manner.
Algorithm 3 shows the detailed steps of SecMSB protocol. To
implement the SC protocol, we have [0] = SC([a] — [b]) =
B2A(SecMSB([a] — [b])), where B2A protocol (as shown in
Section III-B) is to convert boolean shares into additive shares.

C. Secure Division Protocol

In DT trianing, the division is an important operation. The
secure division protocol in existing works requires a lot of
communication and computation overhead. In contrast, we
focus on a division protocol with constant communication
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rounds. In this work, we propose an efficient division proto-
col DIV([u], [«]) = [u]/[«] based on the Goldschmidt algo-
rithm [20], where u € Zye and x # 0. Goldschmidt algorithm is
an iterative method that leverages multiplicative corrections to
achieve high precision efficiently. That makes sense because
multiplication can be faster than division in MPC. To apply
the Goldschmidt algorithm, the divisor must be normalized to
an initial value in (0.5,1]. This normalization ensures that the
iterative process converges efficiently. In MPC, x is represented
as an /-bit fixed-point integer, where the last £ bits denote the
fractional part. The integer x has to be constrained in a fixed
range, i.e., 2871 < x < 2%, where k € [0, ¢ — 1]. To satisfy the
input requirements, we scale x by multiplying a scaling factor
24 7F resultingin b = x - 24 7% € (271 2¢7] in MPC.? After
that, we can have an initial approximation for 1/, as follows:
1

2w (1
~ ~wo - (1+€o)

(1)

where ¢g = 1 — b - wg and wy = 2.9142 — b (for choice of con-
stants, cf. [42], [43]). For higher-order approximations, we can
compute ¢; = ¢;_1 and multiply the previous approximate result
by (1 + ¢;) to get a better approximation for 1/x. Each suc-
cessive iteration increases the computational overhead by 2 in
MPC. As done in the existing works [43], we trade off accuracy
and computational cost to construct the following approximation
with an efficient performance.

% ~ AppDIV(z) = wo - (1 4 €) (1 + €1) (12)
where its fanal error is 5.4 x 1072 on the ring Zoss.

Algorithm 4 outlines the details of our DIV protocol. To
determine the scaling factor 2¢/ =%, we take an optimization
trick by introducing a lookup table LUT. In the trick, each
party P, locally generates the lookup table LUT in offline
phase, where LUT|[0] = 2%/ and LUT[j] = 2%~/ — 26s=(G~1)
for j € [1,¢ — 1]. During the online phase, we invoke the secure
SC protocol, secure scalar multiplication, and secure addition
to retrieve the private result [2¢/~*] for the scaling factor, as
shown in Lines 5-8. Next, we scale x into b by using secure
multiplication, as shown in Lines 9. After that, we apply the
secureNMUL protocol and secure multiplication to compute the
approximation u - AppDIV(z) of u/x.

Here, we give a toy example to explain the process. Assume
that v = 0001005, = 4 (the real value is 0.5), and =z = 14 =
0011104 (the real valueis 1.75), where ¢ = 6 and £y = 3. During
the offline phase, both Py and P, own a table LUT = {22, 2l —
2220 — 21 91 20 9-2_9-1 9-3 _9-2} During the on-
line phase, we have [k] = {[1], [1], [1], [1], [0], [0]} by com-
paring [z] with {2°, 21,22 23 21} Then, we retrieve results for
the scaling factor using secure scalar multiplication and addi-
tion, i.e., [271] = 3207 [k;] - LUT[j] = [1] - 2" + [1] - (2° —
21 +[1]- (271 =2 + [0] - (272 — 27°1). Thus, we can scale
[] into [b] = [z] - [27%] = [0001115] = [7] (its real value is
0.875). After that, we follow (12) to securely compute [u/z] =

3In the MPC, the real range (0.5,1] are mapped into (2¢£ 1, 2¢£].
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[0.25], which has a loss of 0.035 compared to u/x =~ 0.285 in
plaintext.

VI. SwAN: A TwWO-PARTY PVDT FRAMEWORK

This section provides the details of our Swan framework for
both training and inference.

A. Secure Training

To protect sample distribution on tree node during training, a
secret-shared indicator [v] = {[vo], [11],- - -, [~n-1]} is used
to represent which sample is available for the tree node, where
v; = 1 indicates that the ith sample on the current tree node is
available for i € [0, N — 1], otherwise v; = 0. At the beginning
of the training process, P and P initialize the root node of the
decision tree with [v] = {[1], [1],. .., [1]}. Next, Py and P,
jointly compute the gain of all possible splits and select the best
split with the maximum gain. After that, two parties Py and P;
use the best split to divide the node into left and right children
nodes with indicators [v;] and [, ], respectively. This process
is repeated recursively for each child node until the pruning
conditions of the tree are satisfied.

During training, Swan establishes input-independent prepro-
cesses to enhance the efficiency of the online computation. In
the online phase, each party P, can train a private DT model
T,, with the maximum depth H over its vertical dataset D,,. At
one tree node of 7y, the party P, that holds f*th feature can
records a pair of the best feature index and best split threshold
(i.e., (f*, sy+)) into the current node. while a tag null is recorded
in the corresponding node of 7' _,, where s ¢« represents the best
split for the current node. If the current node is the leaf node, a
secret-shared best classes [¢*], is recoded into T,,. A full DT
tree T" is composed by Tj and 77.

Algorithm 5 describes the secure training protocol for one
DT node on the vertical datas, which consists of three steps:
computing the label of the leaf node, selecting the best split, and
updating the indicator.

Step 1: Computation of leaf node (Lines 1-10): The step is to
assign the most frequent label to the leaf node. In this process,
Py and Py locally construct [Y.] for each ¢ € C. Next, P; and
Py compute the available samples for class c at the current node,
i.e., [Bc] = [Ye] - [7]- Once the current node becomes a leaf
node, the sample number for each label ¢ is computed as [L] =
{[Lc] = >_[Bc]}- After that, the ArgMax protocol with a binary
search technique (detailed in Appendix A, available online) is
used to determine the class [¢*] with the maximum sample.
Finally, the secret share [¢*],, is recorded into the leaf node of
T,.

Step 2: Selection of the best split (Lines 11-32): 1f the current
node is not a leaf node, the objective of DT training is to deter-
mine the best split for the current node. Each party P, divides its
local dataset D,, into two partitions. That is, D = {i|(z; ; <
sjk) A (i € D)}and DY = D — Dy*, wherex; = {x; ;} € D,
is the jth feature of the ith sample. Following D7* and Dy, each
party P, constructs its local indicator for the two partitions,
i.e., [ti*] (for the left partition) and [¢t2] (for the right partition).
Next, we invoke secure multiplication protocols to compute the

Algorithm 5: Secure Vertical Tree Training.

Input: Each party P, owns a local training dataset D,,, a
local potential splits
So ={s§ 17 €10, fal,k € [0,V — 1]}, a secret-shared
sample indicator [],, the current tree depth h.

Output: A private DT model T, for each party P,.

Hyperparameter:Maximum depth H; Sample number NV;
Feature number F'; Split number of each feature V'; Label
setC = [0, C].

1

2
3

4:
5:

e

9:

10

11:

12
13

14:

15:
16:

17:

18:

19:
20:
21:

22:

23:
24
25:
26:

// Step 1: Label computation of leaf node
: Py& Py locally constructs the secret-shared sample
labels [Y.] with class ¢ € C and compute the available
[8] = [Ye] - [] in parallel for the current node.
: Inite [L.] = {}
:if h = H then
for ¢ € C in paralle do
[Sample number with class c]: [L.] = > [5.]
where Y is element-wise addition opretion.
[Put [L.] into the verctor [L]1: [L] < [L.].
end for
[Compute class ¢* with maximum number]:
(I¢*], -) = ArgMax([L], [C]) where the secret-shared
classes [C] is constructed locally.
[Record ¢* into T,,]: The private model T, records the
triple ([¢*]).
: end if
//Step 2: Selection of the best split
Initialize an empty set [gain,] = {}.
: Initialize a feature index vector f = {[0],...,[F — 1]}.
:for j € [0, F,, — 1] in paralle do
Initialize an empty set [gain ;] = {}; Initialize a bin
index vector v = {[0],...,[V — 1]}
for k € [0,V — 1] in paralle do
[Divide their respective samples into two
partitions]: D = {i[(x;; < sjr) A (i € D)},
where z; ; € D, is the jth feature of the ith sample
and s € So; D = D — Dj.
[Construct a local indicator for left/right subset]:
6 = {t; = 1ji € Dp} 0 {t; = 0i ¢ Dyler] =
[0] + t§* (resp., [t&] for right subset).
[Sample number on
subsets]:[| Dp[] = S([t¢] - [y])x(resp. [| D).
Initialize [g] = [0]-
for ¢ € C in paralle do
[Sample number with class c on
subsets:[Df,] = " (NMUL([¢¢], [7]. [5.])
(resp.. [D2,])
[Compute gain with (3)] [p;] = DIV(L, [| Dy*|])
(resp. ([pr]):
lgi] = [g] + NMUL([o, ], D5 1, [1D5. D) +
(I, 1D L DS ID).
end for
[Put [g,] into [gain]]: [gain,] < [gx].
end for
[Best gain of the jth feature]:

([g71, [v;1) = Argmax([gain ], [v]).
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27: [Open the index v;f of the split]: P, receives
[[v;f]]l,w from P;_,,; P, opens
v¥j = [vi]1-w + [V]]w, where P, is the owner of
the jth feature.
28:  [Put [g;] into [gain,[]: [gain,] < [g;].
29: end for
30: [Best gain of the current node]:
(193], 1F*]) = Argmax([gain, ], [£])-
31: [Determine the owner of the best feature]:
[o]? = SecMSB(Fy, — [f*])-
o = Rec([0]?).>if 0o =
0, Py owns the f*th feature, otherwise P;.
32: [Record the best s ;- into T,,]: P, receives [f*]1_,
from Py, and opens f* = [f*], + [f*]1-0; Let
k* = v}*, Spe = Sy g Pp records Ty, <— (f*, 55+ ); Pio
records T _, < null.
// Step 3: Indicator Update
33: P, divides D into two best partitions:
Di = {i|(zi; < sp ) AN(1 € D)}, Df =D — Dj.
34: P, constructs a local indicator for best left/right subset:
t; ={t;=1ie D;}n{t; =0t ¢ Df};
[t1 = [0] + t;.
35: [Update left/right indicator]: [v,] = [t;] - [+] and
1 = [ — [l
Repeat Step 1-3 to construct the left sub-tree and the
right sub-tree until the maximum depth H of T,.
return A private DT model 7,.

sample number and each class number in the two partitions, i.e.,
1D, {11 D5 1I¥e € C} (for the left partition), and [| D],
[|Dg |]|Ve € C} (for the right partition). Following (3), we use
NMUL protocol and DIV to compute the gains {[gy,x]} for all
possiblesplits S = {s; x| j € [0,F — 1],k € [0,V — 1]} atthe
current node. Subsequently, the ArgMax protocol with a binary
search technique is used to determine the feature index [f*] and
the split index [k*] corresponding to the maximum gain [g].
After that, (f*, k") is opened for the party P, who holds the
f*th feature. If P, holds the f*th feature, the best split (f*, ss+)
is recorded into the current node of 7. And the tag null is
recoded in the corresponding node of 77 _,.

Step 3: Indicator update (Lines 33-35): After obtaining the
best split (f*,ss), the feature owner P, divides the current
samples into two partitions, i.e., D; = {i|(x;; < sp 1) A (1 €
D,)} and D} = D — D;. Then, the party P, constructs a local
indicator for the left/right partition, i.e., t; = {t; = 1]i € D;} N
{t; =0|i ¢ D;} and [t;] = [O] + t;. Finally, the current indi-
cator [] is updated into the left indicator [y;] = [t;] - [] and
the right indicator [y,.] = [v] — [v]-

Fig. 3 illustrates an example of the secure training process.
Suppose that P, is a bank that owns the income feature, and
P is an e-commerce company that owns the purchase feature
along with labels for two classes: class 1 and class 2. The goal
of Py and P, is to split the current tree node with an indicator
Iv] = {I11, 1], 0], [1]}, meaning that samples 1, 2, and 4 are
available in the current tree node.

6097
Secure Training Ta
é (1) Compute Gini impurity [g] spe [yl = {[11, [1], [0] IIl]]}i
E (2) Select the best split (f*, s7*) / AW ( \/ \\67\ 1
{ ) Update [yJinto[ly, Jand[y,] bl I, ']]
¥ &
ETNEEI income 250,000 [ 1D | purchase | 1abel |
1 70,000 1 2,500 1
2 40000 - =[101,0] [r]={[1] 0] [1], o]} 2 2000 2
3 50000 & =001 [y]= (o (L. [0], 1y 3 450 2
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Fig. 3. Secure Training of PVDT in Swan.

All of first, Py and P; can locally construct a secret-shared
[Y1]={I[111,[[0]1.[[O]1,[[11]} for class 1 without any communi-
cation* (resp. [Y2] for class 2). Next, each party P, performs
a secure element-wise multiplication with to compute [51] =
[Y1] - [7], where 3 represents whether samples with class 1 are
available for the node (resp. [532]). Suppose that Py considers a
split to divide the current node according to income > 50, 000.
Py firstlocally divides the training samples into two partitions by
examining whether the income values of the sample are less than
or equal to 50,000, where t; = {1, 0, 1,0} for the left partition
and t, = {0, 1,0, 1} for the right partition. Next P, and P; per-
form a secure multiplication between t,. and /3; to obtain shared
|D;.1|, which represents the total number of available samples
with class 1 (resp. |D; 2|). Using the same way, Py and P; can
compute |D;| and | D,.|. Following (3) and the proposed funda-
mental protocols, Py and P; jointly compute the gains {[gy,.]}
for all possible splits S = {s;x | j € [0, f],k € [0,v]} at the
current node. Subsequently, the ArgMax protocol is employed
to determine the feature index [f*] and the split index [k*]
corresponding to the maximum gain [¢]. Following the approach
in PriVDT, we compute a boolean bito = Rec(SC(f* — [fo]))
to identify the owner of the best feature. If o = 0, f* and k* are
opened for Fy; otherwise, they are opened to P;. Assuming
P, holds the f*th feature, it records (f*, s/« 4+ ) as the best split
(f*, sy+) inthe current node of T, . In contrast, P; _,, which does
not own the f*th feature, records a null tag in the corresponding
node of T _ . Finally, P, partitions its dataset using the selected
best split, updating the current indicator [y] into [y;] (for the left
partition) and [, ] (for the right partition) at the corresponding
tree nodes.

Both P, and P; loop through the above training process until
reaching the maximum depth. From the process, we can see the
two parties do not exchange any data in plaintext. Other than the
tree shape of T, all the other information on P, is hidden from
P

4The label owner Py locally sets [Y1]1 = {(0, —1), (0,0), (0,0), (0, =1)}
that indicates samples with class 1 (resp., [Ya]1 =
{(0,0),(0,-1),(0,-1),(0,0)} for class 2). Py locally sets [Y1]o =
{(07 0)7 (07 0)7 (07 0)7 (07 0)} (resp" IIYZHO = {(07 0)7 (07 0)7 (07 0)7 (07 O)})
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Algorithm 6: Secure Vertical Tree Inference.

Input: A private tree 7,, with size of 2M-1 held by P,; A
new sample x = x°||x!, where P holds
xo = {x[0],...,x[Fy — 1]} with Fj features and P; holds
x1 = {x[Fp — 1],...,x[F — 1]} with F — F} features.
Output: The secret sharing inference result [¢*]
l:pth, =0
2: Set a empy queue Q={} and [C] = {}
3: Q.push(7y,.root, h = 0)
// forlevel — ordertraversalofatree
4: while Q.size # null do
node < Q.pop();
if node # null and h < H then
(f*,sp4) < node; o =1 — (f* < Fp).
P, updates pth,, via x[f*] < sy..
Q.push(node.left_node, h + 1);
Q.push(node.right_node, h + 1).
10:  end if
11: if h = H then
12:  [c]  node; Put [¢] into the set [C].
13:  end if
14: end while
15: [Build access path]:
ﬂrlo]]a = (Oa _(1 - a) ’ ptha)v [["11]]04 = (07 - ptha)
16: [Compute inference

result:[c"] = 37 3MUL([n,], [7:], [C])-

h e A

B. Secure Inference

To accelerate the inference of the private tree T, with the
depth H, we propose a secure parallelized inference protocol
via 3-input multiplication protocols, as outlined in Algorithm 6.
For a new input sample, each party can locally prepare a
boolean vector pth,, = 0 with size of (2(/~1) —1)° for each
tree, Recall that P, holds the tree part 7, which includes its
features. The elements of pth, are updated by comparing his
features and the best split of the corresponding node. That is,
pth,[j] = 1 indicates that the sample might be classified to
the jth leaf (the leaves are ordered from left to right), while
pth,[j] = 0 means the input will not be classified to the jth
leaf based on the split identifiers held by F,. At the end, there
is only one entry of ‘1’ in pth, - pth;. After that, we define
[m0lo = (0, —pthy), [n:]o = (0,0), held by P and [n,]o =
(0,0),[n:]o = (0, —pth;) held by P;. The final prediction
on the tree is computed as [¢*] = > 3MUL([n], [71], IC]).
where [C] indicates the labels of all leaf nodes.

Fig. 4 illustrates an example of the secure inference process.
Assume that we have a well-trained tree 7' = {71y, 71} with
H = 3, where the private tree T} is held by F, and the private
tree 77 is held by P;. The tree Tj includes the conditions
purchase > 3,000 and income > 50,000, while the tree T}
contains the condition age > 40. Both Ty and 7T share a secret-
shared label vector [C] = {[1], [2], [1], [2]}, ensuring privacy-
preserving classification. For a new sample, where the features
(purchase = 2,000, income = 60, 000) are held by Py and the

SA full tree with the depth H has 27 — 1 internal nodes.
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Fig. 4. Secure Inference of Vertical Decision Trees in Swan.

feature age = 30 is held by P, the secure inference process
proceeds as follows: Py initializes a boolean vector pth, =
[0,0,0,0] (resp., pth; =[0,0,0,0] for P;). The elements of
pth,, are updated by comparing his features and the best split of
the corresponding node. Thatis, pth, = [1,1,0,0] and pth; =
[1,0,0, 1]. After that, let [ny]o = (0, —pthy), [n,]o = (0,0),
and [n,]o = (0,0), [m,Jo = (0, —pth,). Thus, we have
[0l = (11, 111, 100, [01)” [m:] = [11], [0], [0], [11). The fi-

nal prediction on the tree is computed as [c¢*] =[1] =

2 3MUL([no], [, [C])-

VII. THEORETICAL ANALYSIS
A. Security Analysis

We prove the security of all proposed secure protocols (in-
cluding NMUL, SecMSB, SC, DIV, secure training and secure
inference protocols) against semi-honest attackers under the
standard security definition [38]. Please refer to Theorem 1-4
in Appendix B, available online for detailed security proofs.

B. Communication Complexity Analysis

We analyze the performance of Swan’s secure protocols re-
garding communication overhead and rounds. Table VI summa-
rizes the online performance analysis of our secure protocols
over the ring Zo¢, i.e., { = 64. As a comparison, we also list the
corresponding results of PriVDT [9] and Pivot [8]. Please refer
to Appendix C, available online for detailed communication
complexity. For the sake of simplicity, Table III summarizes
the online performance analysis of our secure protocols over
the ring Zges. We set o = 1024, N =8, F =2,V =4,C =2,
H =4, and d = 8 in the Table VI

VIII. EXPERIMENTAL EVALUATION

A. Implementation and Experimental Setup

We implement a prototype system with the PyTorch frame-
work with our NssMPClib.® The evaluations of our secure proto-
cols are performed on two docker servers running Ubuntu 18.04,

Ohttps://github.com/XidianNSS/NssMPClib
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TABLE III TABLE IV
ONLINE COMMUNICATION COMPLEXITY OF SWAN, PRIVDT, AND PIVOT OVER ACCURACY COMPARISON BETWEEN SWAN AND THE BASELINES
THE RING Zy64
Dataset  Tree Depth Swan PriVDT Pivot NP-DT
Function Approach Comm. Round Comm. Cost (bits) IS 3 96.61% 96.61% 96.61 % 96.66%
Pivot 2 1024n + 128n CC 3 82.33% 82.01% 82.47% 82.80%
NMUL PriVDT n—1 128(n — 1) BM 4 90.38% 88.50% 90.05%  90.71%
Ours 1 64n BCW 5 93.85%  93.01% 93.47%  95.61%
Pivot 7 10, 684
SC PriVDT 2 192 16 s 250
2 14 B Swan [ swan |
Ours 3 WSS PrivDT Swan
- . 200 Y PrivDT!
Pivot 34 84,290 2HEEE  Pivot 5 ||EE Pivot
DIV PriVDT 92 22,523 7 €
Ours 6 17,792 3 £
Pivot 7 43,248 E HO
Label Computation ~ PriVDT 7 2,560 8
Ours 5 2,416 s0
Pivot 1,364 1,775,616 . :
. . . . 100 500 1000 1500 2000 100 500 1000 1500 2000
Best Split Selection (P;nVDT }5236 ?(8)2, igg Number of inputs Number of inputs
urs s
Pivot 2 9.216 (a) Runtime (b) Communication
Indicator Update PriVDT 3 2,560 . . . o
Ours 1 512 Fig. 5. Performance comparison of N-input multiplication protocol.
Pivot 1 15,360
Inference PriVDT 45 6,272
Ours 1 960

with Intel(R) Core(TM) i7-8700 CPU @ 3.20 GHz and 32 GB
of RAM, where each server represents a party. we adopt the TCP
protocol to establish point-to-point communication between the
two parties. This setup ensures reliable and ordered message
delivery, and facilitates the integration of our secure protocol
within standard networking environments. All experiments are
conducted in LAN and WAN network settings. For the experi-
ments in a LAN network, we host the two servers in the same
region with an average network delay of 0.29 ms and a bandwidth
of 1 GB/s. For the experiments in a WAN network, we host the
two servers in different regions with an average network delay
of 72 ms and a bandwidth of 20 MB/s. Consistent with prior
work [8], [9], we set all of the secure protocols over the ring
Zoss, i.e., £ = 64, and we utilize fixed-point numbers to encode
the inputs, with a fractional part of £ = 20 bits.

Dataset: We conduct experiments using public datasets from
the UCI machine learning repository:” (1) The Iris plants (IS)
dataset consists of 150 instances divided into three classes, each
with four features. (2) The Breast Cancer Wisconsin (BCW)
dataset consists of 569 instances divided into two classes, each
with 30 features. (3) The Bank Marketing (BM) dataset consists
of 4,521 instances distributed over two classes, each with 17
features. (4) The Credit Card dataset (CC) consists of 30,000
instances divided into three classes, each with 23 features.
We follow a ratio of 8:2 for training and testing datasets for
every dataset. The features of each training dataset are evenly
distributed between P and P;, with P; holding all of the sample
labels. Assume that the samples in each party’s database have
been properly aligned beforehand.

Baselines: We compare Swan with three baselines: the non-
private decision tree (NP-DT), Pivot [8], and PriVDT [9]. For

"https://archive.ics.uci.edu/

Pivot, we run it in the same experimental setup with Swan,
with the help of their implementation code.® For PriVDT, its
implementation is referred to in their paper. To guarantee a fair
comparison, we set consistent hyperparameters for PVDT across
all approaches. We measure time (including both communica-
tion time and computation time) to evaluate system performance,
while quantifying total communication overhead through com-
prehensive logging of all messages exchanged between two
party. To ensure statistical reliability, each experimental data
point represents the average of 10 independent trials conducted
under identical conditions.

B. Evaluation of Accuracy

To evaluate the accuracy of Swan, we compare its perfor-
mance with NP-DT, Pivot, and PriVDT. This allows us to demon-
strate the effectiveness of Swan in achieving reliable results with
the privacy guarantee. As shown in Table IV, Swan achieves
comparable accuracy performance to PriVDT and Pivot. Sim-
ilarly to PriVDT and Pivot, Swan also has a slight accuracy
loss compared to NP-DT, which streams from the encoding of
fixed-point numbers in all secure protocols and the approximate
division protocol. The loss is inherent in a MPC system and can
not be eliminated.

C. Microbenchmarks of the Building Blocks

We compare the performance of the building blocks in Swan,
PriVDT [9], and Pivot [8] under the LAN network settings.
Fig. 5 shows the performance of secure /N-input multiplication
protocol in PriVDT, Pivot, and Swan. PriVDT employs the
naive solution to implement a secure multiplication protocol.
The solution for N-input multiplication requires n — 1 com-
munication rounds and considerable communication overhead.

Shttps://github.com/nusdbsystem/pivot
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Fig. 7. Performance comparison of DIV protocol.

Pivot employs the threshold Paillier scheme and ASS to build
secure multiplication operations. Since the Paillier scheme is an
additive homomorphic encryption (AHE) scheme, Pivot must
employ an AHE-to-ASS conversion (cf. Algorithm 2 in Pivot)
for the N-input multiplication task. However, this process in-
curs significant communication and computational overhead. In
contrast, Swan’s protocol is more efficient than those of Pivot
and PriVDT since Swan employs a lightweight [-]-sharing and
a secure chained multiplication strategy to reduce computation
and communication overheads.

Fig. 6 shows the performance of SC protocol in PriVDT,
Pivot, and Swan. PriVDT utilizes the FSS-based SC protocol
to reduce communication overhead. However, it depends on
a trusted server to generate and distribute FSS keys for both
parties. Also, PriVDT incurs significant computational overhead
in the online phase due to the time required for generating
pseudorandom seeds for FSS. Pivot employs the SC protocol
from [42], which necessitates frequent interactions between the
two parties during the online phase, resulting in significant
runtime overhead. In contrast, Swan leverages 0/1 encoding
and parallelization techniques to implement the SC protocol,
requiring only two communication rounds. The communication
overhead of Swan exhibits dynamic fluctuations due to the
varying size of the 0-encoding of the random public integer.
Nevertheless, as shown in Fig. 6(a), Swan outperforms both
Pivot and PriVDT in runtime.

Fig. 7 shows the performance of DIV protocol in PriVDT,
Pivot, and Swan frameworks. PriVDT employs an oblivious
transfer protocol and secure bit decomposition protocol to
build DIV protocol. Nevertheless, this optimization requires a
time-consuming and communication-heavy bit-decomposition
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protocol in the online phase. Pivot uses the DIV protocol in [42].
The protocol also requires frequent interaction between two
parties such that it invariably results in heavy computation and
communication overhead. In contrast, Swan applies a secure
lookup table without communication and NMUL protocols to
construct secure divisions. To reduce latency, our protocols are
combined with multithreading technology. As shown in the
Fig. 7, the DIV protocol of Swan outperforms PriVDT and Pivot.

D. Performance Comparison With Baselines

We give a performance evaluation of the secure training
and inference protocol of Swan and compare them with two
baselines, PriVDT and Pivot, as shown in Table V. In terms
of communication overhead, the secure training protocol of
Swan saves 13.3x ~ 27.6x than that of Pivotand 1.2x ~ 2.0x
than that of PriVDT. The secure inference protocol of Swan
saves 6.5x ~ 12.2x and 1.5x ~ 3.8 x than Pivot and PriVDT,
respectively. In terms of runtime, the secure training proto-
col of Swan in the LAN setting achieves 36.9x ~ 58.6x and
2.0x ~ 3.0x speedup over Pivot and PriVDT, respectively. The
secure inference protocol of Swan in the LAN setting achieves
6.2x ~ 11.4x and 1.9 ~ 2.6x faster than Pivot and PriVDT,
respectively. This improvement is because the secure building
blocks of Swan are more lightweight than PriVDT and Pivot,
as shown in Section VIII-C. In the WAN setting, we observe
that Swan also outperforms Pivot and PriVDT. During the
training phase, Swan is 109.3x ~ 188.3x and 3.0x ~ 10.2x
faster than Pivot and PriVDT, respectively. During the infer-
ence phase, Swan demonstrates 3.9x ~ 4.4x and 2.2x ~ 2.8x
than Pivot and PriVDT, respectively. This is because the com-
munication latency is lower in the LAN setting than in the
WAN setting. The cryptographic operations dominate the run-
time in the LAN setting, and the communication latency is
the main performance bottleneck in the WAN setting. There-
fore, Swan reduces communication rounds of our all-secure
protocol to minimize communication latency. As shown in
Table III, we can see that the communication rounds of Swan
are significantly smaller than the method used in Pivot and
PriVDT.

E. Scalability Evaluation on Varying Parameters

To evaluate scalability, we compare the performance of Swan
with PriVDT [9] and Pivot [8] on the Credit Card dataset with
varying parameters. As the default configuration, the dataset
consists of N = 2,000 samples with F' = 10 features. The tree
depth is set to H = 3.

1) Training Performance With Varying Numbers of Samples:
Figs. 8(a) and 9(a) show the performance comparison for varying
numbers of samples in Swan, PriVDT, and Pivot during the
training phase. Similarly to PriVDT and Pivot, the running time
and communication overhead of Swan increase with the number
of samples. Nevertheless, the runtime and communication over-
head of Swan still outperform PriVDT and Pivot. Besides, we
observe that the runtime of Swan does not double when the sam-
ple size doubles. The reason is that we leverage multi-threading
parallelization technology to optimize the execution of secure
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TABLE V
PERFORMANCE COMPARISON OF SECURE TRAINING AND INFERENCE ON LAN/WAN FOR DIFFERENT DATASETS

Training Inference
Dataset Work Time on LAN (s) Time on WAN (s) Comm. (MB) Time on LAN (ms) Time on WAN (ms) Comm. (KB)

Pivot 427.06 12260.04 3770.12 29.1 292.12 88.31
1S PrivDT 16.83 271.8 482.15 8.2 167.2 25.8
Swan 7.32 165.12 282.12 4.38 74.45 134

Pivot 1413.48 30423.59 27212.87 70.32 268.45 623.12

CcC PrivDT 48.12 821.28 1121.42 13.42 182.12 135.82
Swan 23.15 226.23 982.93 742 75.42 89.2

Pivot 2012.12 35937.74 2831291 83.19 287.17 731.32

BM PrivDT 92.78 938.70 2091.38 22.21 22521 349.02
Swan 42.28 312.74 1025.97 8.21 79.25 97.21

Pivot 2556.37 48755.81 33212.83 72.12 361.37 1251.78

BCW PrivDT 138.15 3323.17 2480.90 29.12 221.12 389.21
Swan 69.12 476.18 1225.27 11.12 82.12 102.37
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Fig. 8. Runtime of the secure training and inference under various parameters.
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Fig. 9. Communication overhead of the secure training and inference under various parameters.

training protocol. On the other hand, Swan’s building blocks
also outperform PriVDT and Pivot in terms of computation and
communication overhead, such that Swan is faster than PriVDT
and Pivot.

2) Training Performance With Varying Number of Features:
Fig. 8(b) and 9(b) provide the performance for varying numbers
of features in Swan, PriVDT, and Pivot during the training
phase. The performance trends of the three approaches increase
as feature number increases. However, Swan still outperforms
PriVDT and Pivot. Besides, we observe that the gap between
Swan and Pivot or PriVDT becomes even larger as the number
of features increases. This is because the numbers of secure
operations increase linearly with feature numbers, such that

the secure training protocols of PriVDT and Pivot need more
computation and communication overhead than Swan.

3) Training Performance With Varying Depth of Trained
Tree: Fig. 8(c) and 9(c) show the performance comparison for
varying depth of tree in Swan, PriVDT, and Pivot during the
training phase. Obviously, the performance of Swan outperforms
PriVDT and Pivot. In addition, the overheads of computation
and communication in Swan, PriVDT, and Pivot increase signif-
icantly as tree depth increases. The reason for this is that a well-
trained model tends to build a full binary tree with 271 — 1
internal nodes, given a maximum tree depth H. Similarly to
PriVDT and Pivot, the number of Swan approximately doubles
with the depth of the tree.
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4) Inference Performance With Varying Depth of the Tree:
Fig. 8(d) and 9(d) demonstrate the performance comparison for
varying depth of tree in Swan, PriVDT, and Pivot during the
inference phase. The runtime and communication overhead of
Swan increase linearly with the depth of the tree and are lower
than those of PriVDT and Pivot. This is because their overhead
of secure comparisons and multiplication is higher than that of
Swan. Besides, we leverage 3MUL protocol and parallelization
technology to optimize secure inference protocol, which reduces
large communication rounds.

IX. CONCLUSION AND DISCUSSION
A. Discussion

We explore the possibility of extending Swan to multi-
party computation (MPC). Recent works like Meteor [41] and
Ruyi [44] have introduced enhanced secret-sharing primitives
for three-party and general multi-party settings. By adopting
these primitives, we extend Swan’s building blocks to multi-
party environments. By replacing cryptographic operations in
Algorithm 1 (secure training) and 2 (secure inference) with their
multi-party building blocks, the protocol seamlessly generalizes
to MPC.

Similar to PriVDT and Pivot, Swan currently assumes a
semi-honest adversarial model, which may not adequately cap-
ture real-world threat scenarios where malicious behavior is
possible. Extending Swan to support active security — ensuring
correctness and privacy even when parties deviate from the
protocol — remains a significant yet essential challenge. Such
an extension would require robust zero-knowledge proofs or
authenticated secret-sharing mechanisms [45], which introduce
non-trivial overhead and design complexity.

B. Conclusion

In this paper, we propose Swan, an efficient framework that
incorporates improved secret sharing primitive (iASS) and cryp-
tographic components for secure N-input multiplication, secure
comparison, and secure division protocols. Swan’s training pro-
tocol combines insights from decision trees and lightweight
cryptographic building blocks, while its inference protocol is
fast and effective. The theoretical analysis shows that Swan has
security guarantees and low computational and communication
complexity. The results of experiments on real-world datasets
demonstrate Swan outperforms the state-of-the-art works in
terms of runtime and communication while realizing comparable
accuracy to the non-private setting.
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