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Abstract. Private Decision Tree Evaluation (PDTE) allows the client
to use a decision tree classification model on the server to classify their
private data, without revealing the data or the classification results to
the server. Recent advancements in PDTE have greatly enhanced its
effectiveness in scenarios involving semi-honest security, offering a viable
and secure alternative to traditional, less secure approaches for deci-
sion tree evaluation. However, this model of semi-honest security may
not always align well with real-world problems. In this work, we present
FSSTree, a malicious-secure three-party PDTE protocol using function
secret sharing (FSS). FSSTree achieves its high performance against
malicious adversaries via several innovative cryptographic designs. Espe-
cially, 1) we transform a comparison operation into a prefix parity query
problem, allowing us to implement malicious-secure comparisons rapidly
using lightweight and verifiable FSS. 2) Building upon this, we further
propose a constant-round protocol for securely evaluating Conditional
Oblivious Selection (COS). 3) We utilize these optimized protocols to
enhance the PDTE processes, achieving a considerable decrease in both
communication costs and the number of rounds. The experimental results
show that FSSTree reduces the runtime in a WAN environment by up
to 22.3x times and saves up to 4.1x the communication cost compared
to the state-of-the-art work.

Keywords: Private Decision Tree Evaluation + Function Secret
Sharing - Malicious Model

1 Introduction

Decision trees are popular in machine learning for applications like e-commerce
recommendations, spam filtering, and medical diagnostics. In a cloud-assisted
service, a model provider can deploy a trained decision tree model in the cloud for
remote client evaluation. This offers benefits like scalability, ubiquitous access,
and cost efficiency. However, outsourcing decision tree evaluation to the cloud
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Table 1. Comparison of PDTE Protocols

Protocol Parties | Security | Feature Selection | Conditional Selection | Communication Costs* | Rounds®
Liuet al. [20] |2PC | O - HE,MT 0(240) O(d)
Zheng et al. [29] | 2PC | O MT MT,SS 0(2%nf) o(t)
Ma et al. [21] 2PC > oT GC, OT O(dnt) o(d)

Ji et al. [16] 3PC O FSS FSS O(d(logm + logn + 2¢)) | O(d)
Bai et al. [3] 3PC ° RSS RSS, FSS O(dnt) O(de)
Ours 3PC ° RSS FSS O(dnt) O(d)

* Communications and Rounds only statistics online evaluation phase.

O: semi-honest, @: one-side malicious, @: malicious, m: the number of tree nodes, n: the
number of features, d: the longest depth of a tree, ¢: the bit-length of feature values. HE:
homomorphic encryption, MT: triple multiplication, SS: secret sharing, GC: garbled
circuit, OT: oblivious transfer, RSS: replicated secret sharing, FSS: function secret
sharing.

raises privacy concerns for both the model and input data. The model must
remain confidential, and the model provider should not know the client’s input.
This requires Private Decision Tree Evaluation (PDTE) to ensure no information
leakage about the client’s input or the model provider’s decision tree.

Recently, many PDTE protocols [3,16,20,21,29] have been proposed with
different security and efficiency trade-offs. As shown in Table 1, most existing
protocols [16,20,29] assume a semi-honest adversary who follows the protocol
honestly. Since this assumption is hard to meet in reality, Bai et al. [3] recently
propose Mostree to achieve security against malicious adversaries with sublinear
communication, forming a three-party architecture where a malicious adversary
can compromise one party, which could be the model provider, client, or assis-
tant computing party. However, as an initial attempt, Mostree is not entirely
satisfactory and needs performance optimization. The number of communication
rounds in the online phase is linearly related to the number of bits £ for value
representation, causing significant latency. This is because node feature selec-
tion in PDTE involves a secure comparison protocol under a malicious model.
Mostree implements these comparisons bit-wise on additive shared data using
MSB extraction techniques, requiring O(¢) communication rounds. In a LAN
setting, over 85% of the online phase time overhead in Mostree is due to this
malicious secure comparison protocol. This overhead is even more pronounced in
a WAN setting, reducing the scheme’s practicality. To address this, a new PDTE
scheme under a malicious model with fewer communication rounds is needed to
enhance efficiency and practicality.

1.1 Related Works

Semi-honest PDTE Schemes. Most previous works focus on PDTE against
semi-honest adversaries. Existing works [4,15,20,27] use homomorphic encryp-
tion (HE) for decision tree evaluation, but the high computational and com-
munication costs make it impractical. Tai et al. [25] introduce the concept of
path cost to reduce communication overhead without traversing the entire tree.
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Subsequent works [11,17,29] improved computational efficiency further. Ji et
al. [16] achieve efficient decision tree evaluation using Function Secret Sharing
(FSS), based on distributed point functions (DPF) and distributed comparison
functions (DCF), implementing oblivious transfer (OT) and conditional oblivi-
ous transfer (COT) protocols with optimal communication complexity. However,
this work only defends against semi-honest adversaries.

Malicious PDTE Schemes. Recently, PDTE schemes against malicious adver-
saries have gained attention. The Works [21,25,27] focus on protecting models
from malicious clients. Some works [25,27] use Zero-Knowledge Proofs (ZKPs)
to detect malicious input, while Ma et al. [21] use the malicious-secure Garbled
Circuits (GC) protocol [2]. Damgaard et al. [10] propose a PDTE protocol using
SPDZ in a dishonest majority setting. The work most closely related to ours is
Mostree [3], which is the first PDTE protocol to achieve sublinear communica-
tion and malicious security in a three-party honest-majority setting. Mostree uses
DPF and replicated secret sharing (RSS) for oblivious selection protocols with
sublinear communication costs, combined with lightweight consistency checks for
a secure PDTE protocol. However, Mostree mainly optimizes oblivious selection
under the malicious model, without improving the time-consuming comparison
operations in decision trees, leaving room for performance improvement.

1.2 Owur Contributions

This paper proposes FSSTree, a malicious-secure PDTE protocol using function
secret sharing (FSS). Our design follows the same architecture of Mostree [3]
and also works in the three-party honest-majority setting [1,13,19,22], yet with
significant optimizations to achieve largely boosted performance compared to
the state-of-the-art work. Our contributions are summarized as follows:

— First, we transform a comparison operation into a prefix parity query prob-
lem, and based on this, propose a verifiable comparison protocol (IIvcmp)
with plaintext input. The protocol implements malicious-secure comparisons
rapidly using lightweight and verifiable FSS, which do not make use of any
public key operations or arithmetic MPC.

— Second, by providing the lightweight Ilycmp protocol, we further propose a
secure conditional oblivious selection protocol (ITcos) that achieves malicious
security with constant communication rounds. We carefully combine the pro-
posed Ilcos protocol and consistency check mechanism of replicated secret
sharing (RSS), to design FSSTree, achieving a considerable decrease in both
communication costs and the number of rounds.

— Third, we formally prove the security of all our protocols using the proof-
by-simulation technique [18]. We implement FSSTree and evaluate its perfor-
mance over various public datasets. Experiments demonstrate that FSSTree
can obtain better performance in time and communication overhead. Com-
pared with Mostree, the online runtime over a WAN environment is up to
22.3x better. In the meantime, FSSTree offers up to 4.1x savings in commu-
nication costs.
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2 Preliminaries
In this section, we initially introduce decision tree evaluation, followed by an

introduction to various secret-sharing primitives and their foundational compu-
tation protocols. Table 2 lists the main notations utilized throughout our work.

Table 2. Notation Descriptions

Notations Definitions

[z] (7)-additive secret shares of the value x
=] the (})-shares of x stored in party P,
(z) (3)-additive secret shares of the value x

()o = ([x]b, [2]p+1) | the (3)-shares of x stored in party P,
4 the bit length of the value x
A the security parameter of FSS

2.1 Decision Tree Evaluation

Decision tree evaluation utilizes a binary tree structure for classification, inte-
grating decision nodes and leaf nodes. Each decision node contains a feature
attribute and a threshold, guiding the evaluation process. Starting from the
root, the feature vector is compared to these thresholds at each node, directing
the path to the left child for values that surpass the threshold and to the right
for others. This traversal continues until a leaf node is reached, which bears a
classification label. This label, generated in the leaf, signifies the classification
result of the input feature vector.

2.2 Additive Secret Sharing

Sharing Semantics. Our scheme works on a three-party computation (3PC)
model where parties P = (Py, P;, P») are connected by bidirectional synchronous
channels. To further elucidate, we use the following sharing semantics:

(m)-sharing [z]™. A secret value x € Zy¢ is said to be [-]-shared among n
parties, if party P, for b € Z,, holds [z]} = =z such that z = E?:_ol x;. For the
brevity of the description, we omit the corner n when there is no ambiguity. We
use n = 2 and 3 in this paper.

(3)-sharing (z)(a.k.a. Replicated Secret Sharing, RSS). A secret value x €
Zge is said to be (-)-shared among P, if party P, for b € Zs holds (x), =
(2l [2]51).

We extend the above definitions to vectors, where ¥ € Z™ denotes an m-
dimensional vector. Accordingly, we use [Z] and (Z) to denote (;;)-sharing and
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(3)-sharing of a vector ¥, respectively. Without special declaration, all compu-
tations are performed in Zoe. For brevity, we omit the notation (mod 2¢). Note
that the additive sharing schemes discussed above can be seamlessly expanded
to handle Boolean-type data, which we refer to as Boolean sharing.

Semi-honest Protocols. (3)-sharing mainly includes the following (semi-
honest) computation protocols:

— Reshare: Given (3)-shared values [z], to obtain (x), P, for b € Zs locally
computes xg = xp + 1p, Where 79 + 71 + 72 = 0 and the auxiliary parameter
rp can be generated offline as [26]. Then, P, sends z} to P,_1 and sets (x), =
(2, h,1)-

— Add: Given secret shares (x) and (y), to obtain (x + y), P, for b € Z3 locally
computes (z + y)p = (5 + Y, Zp+1 + Yo+1)- For a public constant ¢, (z) + ¢
can be computed as (zg + ¢, z1, 2) where P, can compute its share locally.

— Mul: Given secret shares (z) and (y), to obtain (zy), P, for b € Zs locally
computes zp = TpYp + Tp4+1Yp + ToYp+1 SO that 2 = 20+ 21 + 20 = zy and z is
(3)-shared. Then, parties invoke Reshare with inputting [z] to get (z) = (zy).
Additionally, for a public constant ¢, ¢ - (x) can be computed as (¢ - zg,c -
Z1,c - x9) where P, can compute its share locally.

Malicious Protocols. Our work uses the following assumed ideal functionali-
ties to achieve malicious security:

- fMlz Given (3)-shared [z], [y], share [z - y] between two parties.

- frgzlz Given secret shares (x), (y) , share (z - y) between three parties.

— Frand: Sample a random value r < Z and share (r) between three parties.

— Fehare: Inputting a secret x held by Py, share (x) between three parties.

— Frecon: Given a (3)-shared (z) and a party index b, reveal z to P,.

— Fopen: Given a (3)-shared (z), reveal x to all three parties.

— Fos: Given a (3)-shared index (i) and a (3)-shared list (L), share (L[]) between

three parties.

All these functionalities can be securely computed with malicious security
using well-established protocols [3,9,13,19,28]. Furthermore, whenever a three-
party RSS-based secure computation (referred to as 3PC), is used in a black-box
manner, we simplify it to the 3PC ideal function Fip.

2.3 Function Secret Sharing

A Function Secret Sharing (FSS) scheme [5,6] for a function family F splits a
function f(x) € F into two additive shares fo(x) and fi(x), such that each share
hides f and ensures that Vo € G, fo(x) + fi(z) = f(x).

Definition 1 (FSS: Syntaz [5,6]). A (two-party) FSS scheme is a pair of prob-
abilistic polynomial-time (PPT) algorithms {Gen(-), Eval(-)} such that:
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~ Gen(1*, f) is a key generation algorithm that, given the security parameter
and the description of a function f, outputs a pair of functional keys (ko, k1).
Each key is capable of efficiently describing fo and fi without revealing f.

— Eval(b, ky, z) is a polynomial-time evaluation algorithm that, given the party
index b € {0,1}, the key ky, and the input x, it outputs an additive share

folw), such that fo(x) + fi(z) = f(x).

(ko, k1) are called FSS keys. The number of bits required to store an FSS key
is called the key size. In this work, we focus on the Distributed Point Function
(DPF), an FSS scheme for point functions that evaluate a non-zero value at
exactly one index in their domain. Formally, such a function is defined as follows:

ﬁﬂ@={@ r=a 1)

0, otherwise

2.4 Verifiable Distributed Point Function (VDPF)

Since the party responsible for generating and distributing DPF keys may be
malicious, it may generate incorrect keys. To prevent this, the Verifiable DPF
(VDPF) [8] provides an additional verifiable attribute defined as follows:

Definition 2 (Verifiable DPF). A (two-party) verifiable distributed point func-
tion (VDPF) scheme is a set of probabilistic polynomial-time (PPT) algorithms
{Gen(-), BVEval(-), Verify()} such that:

- VDPF. Gen(lA,f&B) — (ko, k1) is a key generation algorithm that, given the
security parameter A and the description of a point function f(;yﬁ, outputs a
pair of functional keys (ko, k1).

~ VDPF.BVEval(b, ky, {: }icqa,...}) — ([[yl()xi)]]ie{l ,,,,, L}, M) 15 a polynomial-
time evaluation algorithm that, given a batch of L inputs {x;},cq1,.. 1y, out-
puts a tuple of values. The first set of values are the FSS outputs, where
[[yémi)]] = fa5(@i). The second output is a proof m, that is used to verify the
well-formedness of the output.

— VDPF. Verify(mg, ™) — (Accept/Reject) is an algorithm that, given a pair of
proofs my and 1y, outputs either Accept or Reject. The output should only be
Accept if yg + y1 defines the truth table of some point function, which occurs
if it is non-zero in at most one location.

3 Secure Conditional Selection

In the PDTE, the most crucial step is conditional selection based on feature value
f and threshold t. For each decision node, the formal definition of conditional

selection is as follows:
l >t
next = {  f2 (2)

r, otherwise
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where [ and r represent its left and right child index.

In most previous schemes, comparing feature values and thresholds usually
requires a loop related to the bit length ¢ with multiple rounds of communication.
This approach is significantly affected by network latency, causing performance
degradation. Therefore, our design aims to reduce the number of communication
rounds during protocol execution. In this section, we first propose a verifiable
comparison protocol with plaintext input that implements the comparison of
feature values and thresholds. Based on this, we further design a constant-round
secure verifiable conditional oblivious selection protocol that hides the access
patterns when selecting the child index.

3.1 Verifiable Comparison Protocol with Plaintext Input

We first propose a verifiable comparison protocol (ITycmp) in the 2PC setting
with plaintext input, which will be a key component of the subsequent algo-
rithms. Our strategy for verifiable comparison is to convert the comparison into
a prefix parity query and then use the VDPF scheme [8] for verification.

Given a bitstring * = zoz1 - - - xp—1 of length n, assume there is a substring
ZTaZat1 - Tp—1 of x, denoted z[a,b), where 0 < a < b < n. The parity query for
z[a,b) is defined as:

b—1
parity(zla,b)) = @i:a x;

When comparing a public value  with a public threshold ¢, if x < ¢, x always
appears to the left of ¢ on the number line. For a one-hot encoding of z in
Zoe, denoted & = agaq ---ay_1, where & is all Os except for a 1 at ay, the
equation ag ® a1 @ --- ® ay_1 = 1 holds. Thus, we can transform a comparison
of plaintext values into a prefix parity query on &. A recent work [24] proposes a
parity-segment tree data structure that answers parity queries with complexity
O(¢) and extends this to the DPF scheme, allowing comparison functionality
through the DPF scheme.

Inspired by the parity-segment tree and VDPF [8], we propose the verifiable
comparison protocol with plaintext input to compute the following function:

;1(»@){1’ vy 3)

0, otherwise

We abbreviate the above equation as 1{x > y}. The details of our protocol are
shown in Algorithm 1. Note that the variables CW, s, and t in the algorithm
follow the original definitions in [6], representing correcting words, output seeds,
and disagreeing bits, respectively.

Our protocol requires a pair of verified DPF keys ky, b € Zo, which we gen-
erate by invoking VDPF.Gen and running the DPF key verification protocol in
[8]. In the key evaluation phase, our protocol’s execution logic is similar to the
DPF.Eval algorithm, with the addition of res; and d, representing an updated
parity value and the current tree traversal direction. The protocol evaluates the
verified key following the traversal method in [24] and outputs the value of f., (z)
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in Boolean-shared form. Using the VDPF key generation and verification process
ensures the protocol can detect malformed shared values when the evaluator is
semi-honest, as defined below:

Algorithm 1. Verifiable Comparison Protocol with Plaintext Input (IIvcmp)

Input: P, for b € {0,1} holds a verified DPF key ks for the point function fy; and
a public index x. Let Convertg : {0,1}* — G be a map converting a random A-bit
string to a pseudorandom group element of G.

Output: P, outputs res, where reso @ res; = f>’1 (z)
P, for b € {0,1} does:

Let = (x1,--- ,x¢) € {0,1}* be the bit decomposition
Parse ky = st |cW || ... ||cwE+D
resy «— 0,d «— 0
for i € {1,...,4} do
Parse CW = sow ||tEw | [tEw
W = G @ UV - [sewl[téw |lsew |[tEw])
Parse 79 = sZ||tL||s%||tT € {0,1}2*FD
if z; == 0 then
s — SL,t(i) —tL
else
s — 5R7t(’i) — B
end if
if d # z; then
d = T4
resy = resy @ t(i_l)
end if
end for
if d ==1 then
resy = resy P t®
end if
return res,

Definition 3 (Verifiable Comparison Share Integrity, or Security Against Mali-
cious Share Generation). Let ki, be the (possibly maliciously generated) share
received by the server Py,. For an adversarially chosen set of inputs {x;}]_, let
("Y1, m) — VDPF.BVEval(b, ky, {z;}7_,) and {z\"}1_, — Hyemp(b, ks,
{x:}]_1). We say that IIycmp is secure against malicious share generation if the
following holds with all but negligible probability over the adversary’s choice of
randomness. If VDPF. Verify(ng, 1) outputs Accept, then the values z(()g”) + z?“)
must satisfy:

(x4) (x4) 1, z;>p
Z + z = 4
0 ! {O, otherwise @)

It should be noted that the result of the above protocol is a bit of (%)-Boolean
sharing, and further, we need to execute a bit injection Fgoa to convert it to
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(3)-Additive sharing. Due to space limitations, please refer to the full version
[12] for details of the IIgoa protocol.

3.2 Secure Verifiable Conditional Oblivious Selection Protocol

Next, we present a secure verifiable conditional oblivious selection protocol (I es)
in the 3PC setting, which consists of two parts: the comparison of feature values
and thresholds, and the oblivious selection.

Since the comparison protocol given in the previous section requires public
input, we first address how to hide the input to preserve privacy, which allows us
to use IIycmp in combination with an additive secret sharing scheme. In general,
we can add an offset to the public input z, that is, ' = x + r. However, this
may lead to an over-ring problem, resulting in incorrect results for ITycmp. To
address this problem, we use the technique from [14,23] to perform the following
transformation:

MSB[(Z‘) = MSB@(J?()) D MSBg(ml) D 1{yo + Y1 Z 2571}

where = 2o + 21, Yo = 2o mod 2°7! and y; = x; mod 27!, and MSB,(z)
represents the most significant bit extraction for x. The above equation converts
MSB,(x) into extracting the most significant bit of two shared values and a
comparison. Note that both 1o and 3, are less than 27!, so that yo + y; does
not lead to any over-ring problems. Using the above equation, we get:

H{f >t} =MSBy(6=f—t+7)
= MSB(6) ®MSB,(2 —r) @ 1{yo > 2~y — 1} @1

where yo = § mod 2! and y; = (2° —r) mod 2/~!. Based on the above equation,
we only need to invoke ITycmp to compute 1{yo > 201 gy — 1}.

Recall that for the (-)-shared values (I) and (r) in the 3PC setting. P, and
Py hold common share values lp41 and 7p41.

This implies that P, and P,y can initially perform a secure comparison of
f with ¢ to obtain the result [0] in (3)-sharing form. Next, the parties jointly
compute [next]? = lpt1 - [0] + ro+1 - (1 — [A]) in an oblivious choice of 41
or rp+1. This process is repeated for two out of three parties. At the end of
the three-round execution, each party holds two (3)-shares (since each party
executes oblivious selection twice with the other two parties). After that, the
parties locally sum up the two (3)-shares. In this manner, three parties jointly
produce a (3)-sharing of next, which can be reshared back to an RSS-sharing
(next). Since the result of the comparison of f and ¢ is the same for each round
of execution, the parties will always choose both [ or both r, which makes it easy
to see that next satisfies Eq. 2. Figure 1 sketches the above process. The details
of the Il protocol are shown in Algorithm 2.

Next, we show how our design resists malicious attacks. Recall that in the
three-party honest-majority setting, there is at most one malicious party, which
may add errors in the execution of the protocol or not execute the protocol as
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Algorithm 2. Verifiable Conditional Oblivious Selection Protocol (Ilcos)

— — — =
w [\e}

— =
[T

16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:

29:
30:

31:
32:

33:
34:
35:

PO XAD W

[Offtine phase]:
Upon initialization, the party Py, b € Z3 does:

: Randomly sample ap « Zye and o < Zoe

ai =y —ag
Ty = 25 — Qp

_ 0—1
Yo = Tp mod 2

o (K8, k?) « VDPF.Gen(1*,2¢7 — g, — 1,1,{0,1})
2 ey = MSBy(zp) @ 1

Randomly sample ¢o from Zo
cll, =cp D cg
k; = c;||k?, for i € {0,1}.

. Py sends (af, &y, c}) to Pyy2 and sends (at, ki, cp) to Pyr1.
: Pyy1 and Pyyo jointly run the DPF key verification protocol from [8] to check the

well-formness of DPF keys. If the check fails, abort.

: Pyy1 and Pyyo expand its DPF key on domain Zye to produce a shared vector [¢]

in the (2)-sharing. Then, Py+1 and Psyo jointly compute:

[ =S
o [s] =[]y — Siea,, (i - [014])
: Pyy1 and Pyi2 open [t], [s] then check if ¢ = 1 and s = 0. If the check fails, abort.

[Online phase]:
Upon receiving the shared messages (I), (r) and the shared conditions ({f), (¢)),
the party Py, b € Z3 does:
(0) =(f) — ()
Set <ab> = (ag,aé), <ab+1> = (Ovag+1)7 and <ab+2> = (aé+270)
for i € {0,1,2} do
(0:) = (0) + (o).
Party P,11 obtains §; by invoking Frecon({(d:),7 + 1)
Party P12 obtains 0; by invoking Frecon({ds), 7 + 2)
end for
for i € {0,1} do
Parse ki ;.1 as ci||k?
Q? = 0p+i+1 mod 2f-1
res? « Ivewp (KT, 97)
0 =i- MSB:, (dp+i+1) D ¢; ® res?
end for
The party P, and Pyy1, b € Z3 do:
Obtain [05] by invoking ITgoa with P, input 63 and Py 1 input 95’*1.
[nexto] = [o+1 - [06] + [rlo+1 - (1 - [68])
The party P, and Pb+2, b e Zs do:
Obtain [0%] by invoking ITgsa with P, inputting 8% and Py » inputting 08“.
[nexti] = [ - [63] + [r]s - (1 — [67])
The party Py, b € Z3 does:
[next] = [nexto] + [nexti]
(next) < reshare([next])
return (next)
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[next,l

o fele) |
E ‘ [next,l Fe:Sh:ge(
L,
mj ( [ZW ﬂnextz]]
l-lVCMP -------

Fig. 1. Our design of conditional oblivious selection.

next)

agreed. For our protocol, multiple malicious attacks can occur in different inter-
active parts, including corrupted DPF keys, incorrect sharing reconstructions,
and additive errors present in the resharing phase.

First, when generating and distributing DPF keys, the key provider Pyo
can be corrupted and launch two types of attacks. The corrupted key generator
may create an incorrect DPF key that doesn’t conform to the protocol, i.e.,
generate a key for the point function fy 5 with 8 # 1, which disrupts the IIvcvp
protocol as it only works correctly with 0 = 1. Additionally, the corrupted
party may generate the correct DPF key but share an incorrect index a* # «
between P, and P,y 1, leading to an incorrect opening of 6 = § + o + e where
e = o — «, causing incorrect conditional selection. Our protocol uses the VDPF
scheme [8] to prevent the generation of incorrect DPF keys. This scheme allows
key executors to run a verification protocol to check key correctness, ensuring
the DPF keys are well-formed and executed accurately. We use the lightweight
verification method from [3] to ensure § = 1. Specifically, during DPF key full-
domain verification, a (3)-shared vector [v] is obtained. By checking if the sum
of all elements in [v] equals 1, we confirm 3 = 1. Additionally, by computing
[s] = [a]s — Zz‘ezﬂ (¢ - [7]¢]]) and opening [s], then verifying if s = 0, we ensure
the correctness of a corresponding to the point function.

Second, we notice that even if the DPF keys are correctly generated and «
is correctly shared, how to correctly reconstruct the public input d,4o to P, and
Pyy1 remains a question. If only P, and P,41 are involved in the reconstruction
of dp10, it is impossible to ensure correctness because an adversary who cor-
rupts either P, or P11 can always add errors during the reconstruction process.
Fortunately, for the reconstruction of 42, the parties can define a consistent
(-)-sharing of () from [o] = ([a]o, [«]1) as:

<a> = (([[O‘]]()? [[a]]l)v (Ha]]170)7 (07 [[04]]0))

Therefore, the parties can reconstruct the offset input (§;2) = (6)+ (@) through
Frecons Which ensures consistency.

Finally, a corrupted party may maliciously add errors before resharing the
(3)-sharing selected secret, resulting in an additive attack. All the above attacks
only compromise correctness, not privacy. For the first two attacks, we have
implemented a well-formed consistency verification. So far, our protocol is only



Private Decision Tree Evaluation with Malicious Security 321

limited to adding errors in the re-sharing phase, which can be verified by pre-
computing SPDZ-like MAC values. The details are described in Sect. 4.

4 The Proposed FSSTree Scheme

In this section, we present the FSSTree scheme, where the decision tree encoding
is similar to previous work [16]. For a tree with depth d and number of nodes
m, we follow the encoding from [3] to hide data access patterns. During privacy-
preserving evaluation, once a leaf node is reached, the server repeatedly accesses
itself until the protocol reaches d steps, treating each leaf node as a decision
node with left and right children pointing to itself. This design eliminates the
need to fill the tree into a full binary tree with m nodes, saving storage. We
encode the decision tree as a multi-dimensional array T, where each element
represents a node. The i-th node contains five values: left child index I, right
child index r, feature selection vector f; threshold value ¢, and classification
value ¢, denoted as T'[i] < I||r]|f]|#||c. Note that we use a selection vector (for
index k, its selection vector k comprises all Os except for a single 1 at k, this
vector is also widely used in previous work [3,17]) to encode the feature value
index, since the input features are generally not excessive, which is relevant to
reduce subsequent computational overhead.

The model provider performs this encoding as it is lightweight and negligible
in cost. For a decision node, the classification value is set randomly. For a leaf
node, the left/right child indexes point to itself, and the threshold value is ran-
dom. This encoding ensures correct evaluation since there is only one leaf node
per path, and the decision tree must end at a leaf node.

To address errors in the Il.s protocol used in FSSTree, we use SPDZ-like
MACs. We pre-compute the MAC values of tree contents T during setup to
verify consistency in Il..s. Any error affects the relationship between data and
its MAC, detectable through the Batch MAC Check protocol Iuaccheck [3]-

Algorithm 3 shows the details of the FSSTree scheme. During the setup phase,
the model provider encodes the decision tree T" and shares it between parties.
Upon receiving T the parties jointly compute the MAC values for each node in
the decision tree T' and store them in M. At this point, the parties are ready to
proceed with decision tree inference.

In the inference phase, our algorithm consists of three stages: feature selec-
tion, node evaluation, and tree traversal. For the feature selection, we start from
the root node and use the selection vector f to obtain the required feature value
x for the current node. For the node evaluation, by invoking the Il.s proto-
col, we determine the next direction of traversal based on the comparison result
between the feature value x and the threshold ¢. It is important to note that we
simultaneously select both the child selection vector and its MAC value, result-
ing in a pair of selection outcomes (7, 77, ). The child selection vector 7 is used to
choose the next node, and we repeat the above steps to achieve tree traversal. At
the end of the entire loop, by calling FmacCheck, We verify all pairs of selections
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Algorithm 3. The FSSTree Scheme (ITessTree)

Input: A shared tree model (T%), an input feature vector (F')
Output: The RSS sharing result (res)
[Setup]:
1: The model provider encodes the decision tree T as a array T. Then the parties
jointly invoke Fshare in which the model provider inputs T.
: The parties jointly invoke Frand to get a shared MAC key («), where a € Zye.
: for i =1 tom do
Compute MACs: (M) = F) (), (TTi]))
end for
: The partles run UMacCheck((f), (]\Z)) Abort if the check fails.
. Output (T, (M).

[Inference]:
Upon receiving (ﬁ) from the client, the party Py, b € Z3 does:

8: Parties jointly initialize (res) = (0)

9: Parse (|(rll(ANWII(c) — (D]

10: Parse (L)l ()l [{Fin[{Em )] em) — (W)

11: for i =1 to d do

120 (@) =3 (FL - (FID)

(

]
13: lpack = (D|[{lm)
14: rpack = (r)|[(rm)
15: () [{mm) = Heos((lpacks Tpack), ((x), (t)))
16:  (T[n))|[(M []) = Fos((m), (T >||<j\4>)
17: - Parse (DI |[(NI@[{c) — (Tn])
18: Parse (L )|[(ro) [ {fon) [|(Em) [ {cm) < (M)]n]

19: (res) = (c)

20: end for

21: Use Ilvacchek to check each pair of (n)||(nm) from ITes and (T[n))|[(M[n]) from
Fos. Abort if the check fails.

22: Invoke Frecon to reconstruct res to the client.

during the traversal. If there is any MAC mismatch, the protocol aborts. Finally,
only the client can obtain the final result res through Frecon-

Security. We formally prove the security of all our protocols using the proof-
by-simulation technique, the details can be found in Appendix A.

5 Experiment

5.1 Setup

Our scheme is implemented with Pytorch based on the NssMPClib!. Exper-
iments are conducted on a server running Ubuntu 20.04 with an Intel Core
i9-10900k @ 3.7 GHz processor, 128 GB RAM, and an NVIDIA GeForce RTX

! https://github.com/XidianNSS/NssMPClib.


https://github.com/XidianNSS/NssMPClib
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3090. We use the Linux ¢c tool to simulate LAN (RTT: 0.1 ms, 1 Gbps), MAN
(RTT: 6 ms, 100 Mbps), and WAN (RTT: 80 ms, 40 Mbps) networks. FSSTree
operates in the secret sharing domain, with data represented as integers over
the ring Zss2 and a security parameter A = 128. We use public data sets from
the UCI repository as listed in Table3. We scale rational numbers to integer
representation with a factor of 10° for the computations.

Table 3. Paramters of Public Datasets

Dataset | Depth d | Features n | #(Nodes) m
wine 5 7 23

breast 7 12 43

digits 15 47 337
spambase | 17 57 171

diabetes | 28 10 787

Boston 30 13 851

MNIST |20 784 4179

Table 4. Runtimes(s) Comparision of Conditional Oblivious Selection Protocol

Input Size | Scheme LAN WAN
CPU |GPU A.R. |CPU GPU |AR.
10? ASS-based [3]|0.16 |0.36 |0.45 |64.08 |64.32 | 0.99
Ours 0.03 1 0.07 |0.44 |3.24 3.35 0.97
10* ASS-based [3] | 0.60 |0.67 |0.89 |74.01 |74.36 |1.00
Ours 3.55 |0.08 43.59|5.16 3.18 1.62
108 ASS-based [3] | 60.06 |51.04|1.18 |1290.82 | 1300.81 | 0.99
Ours 44.84 1 3.22 /13.91 |102.80 | 72.17 |1.42

* A.R. represents the accelerative ratio.

5.2 Evaluation of Verifiable Conditional Oblivious Selection

Since our work focuses on optimizing conditional oblivious selection, we first
benchmark the performance of Ilcos as the building blocks used for FSSTree.
We perform experiments in different network settings with different input sizes
and compare them with the ASS-based protocol used in the state-of-the-art [3]
to demonstrate the superiority of our protocol. Since the protocol provided in
[3] cannot support GPU acceleration, we re-implement the conditional oblivious
selection performed in their protocol based on their open-source code (consisting
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of one verifiable comparison and one verifiable dot multiplication) using our
experimental environment to make a fair comparison.

Table 4 shows the detailed results of the comparison. In most cases, our pro-
tocol performs better. Only in the LAN setting is our protocol slower than
ASS-based protocols, especially when the input size is 10*. This is because our
protocol is based on FSS, which has better communication overhead, but also
higher computation overhead compared to the ASS-based protocol, and thus
does not have an advantage when computing small batches of data in a good
network environment. When the network environment is poor or the input size
is large, our protocol performs significantly better than the ASS-based protocol.
On the other hand, when the computation is accelerated using GPUs, all compu-
tations need to be performed on the Video RAM. However, the data exchanged
among parties first needs to be transmitted to the CPU RAM, causing substan-
tial IO overhead and thus impacting the performance of the protocol. Since our
protocol has constant communication rounds, it is more suitable for acceleration
using GPUs. From the experimental results, it can be seen that the ASS-based
protocol cannot be accelerated by GPUs in all network settings, while our pro-
tocol can be accelerated by GPUs even in the worst network settings.

5.3 Evaluation of FSSTree Scheme

We evaluate the FSSTree scheme using different public datasets and compare
it with the state-of-the-art work Mostree. Compared to Mostree, during the
key generation phase, we need to perform an additional key generation and full
domain evaluation for DPF keys in the conditional oblivious selection operation,
which takes 5 minutes for one FSS key. Since the number of comparisons of the
PDTE is only related to the depth of the decision tree and only one value is used
for comparison at a time, we consider the additional overhead in this phase to
be acceptable. Furthermore, our decision tree encoding and sharing phase is the
same as in Mostree. Next, we focus on the performance of the online decision
tree evaluation phase.

Table 5 illustrates the runtime and communication costs for the online eval-
uation phase between Mostree and our scheme in the LAN, MAN, and WAN
network settings. Our scheme demonstrates a lower runtime across the various
network settings than Mostree, particularly in the WAN setting, where our work
improves the evaluation runtime by approximately 1.5-22.3x over Mostree in
different datasets. Regarding the MNIST and digits datasets, in the LAN set-
ting, our work has only a 1.5x improvement compared to Mostree, as these two
datasets have more features and nodes, leading to plenty of multiplication oper-
ations. However, when the network environment becomes worse, e.g., in MAN
and WAN settings, our work achieves 11.2-22.3x improvement. This is because
the feature comparison in Mostree requires a large number of interactions and
is thus greatly affected by communication latency. In contrast, our work has
constant communication rounds, and its runtime mainly depends on the depth
of the decision tree, making it less susceptible to communication delays.
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Table 5. Comparison of Runtime (s) and Communication Cost (KB) with Mostree

Datasets | Runtime Comm. Costs

LAN MAN WAN

Mostree | Ours | Mostree | Ours | Mostree | Ours | Mostree | Ours
wine 0.56 0.05 | 25.65 1.34 | 317.79 |14.54 | 22.82 6.32
breast 0.68 0.06 |35.96 1.83 1 443.38 | 19.87|31.45 8.36
digits 3.72 2.01 | 77.94 4.69 |954.75 |41.81/104.32 |54.84
spambase | 2.01 0.17 |87.14 4.33 | 1081.71 |46.72|130.19 |74.11
diabetes |3.07 0.27 |143.85 |7.12 |1782.19 | 76.18 |121.89 | 29.53
Boston | 3.42 0.31 | 154.11 |7.59 |1909.18 | 81.56|136.93 |37.96
MNIST | 6.10 3.88 | 106.15 |9.43 |1281.20 |56.05|1175.51 | 1109.53

Regarding communication overhead, since our IIcos protocol features signif-
icantly lower communication rounds and costs, and the main overhead of PDTE
stems from conditional selection, FSSTree offers better communication efficiency
compared to Mostree, which offers up to 4.1x savings in communication costs.

Table 6. Comparison of Runtime(s) with Mostree on CPU and GPU

Dataset | Scheme | LAN MAN WAN
CPU|GPU AR.|CPU |GPU |AR.|CPU GPU |AR.
digits | Mostree | 3.72 |3.38 |1.10 | 77.94 |78.89 |0.99 |954.75 |960.60 |0.99
Ours 2.01 [0.69 |2.91 |4.69 3.98 1.18 [41.82 41.54 1.01
MNIST | Mostree | 6.10 |4.63 |1.32 |106.15|105.38 | 1.01 | 1281.20 | 1283.30 | 1.00
Ours 3.88 |1.04 |3.73 /19.43 546 |1.73 |56.05 |55.33 |1.01

For digits and MNIST datasets, we accelerated their computation by the
GPUs, with the results illustrated in Table 6. Our work achieves an accelerative
ratio of 2.9-3.5x in the LAN setting, while Mostree is only 1.1-1.3x. Whereas in
the MAN setting, our scheme can still be accelerated using the GPUs, Mostree
suffers from a communication bottleneck and even runs slower using the GPUs.
In the WAN setting, neither scheme will have acceleration using GPUs, and
the bottleneck at this point comes entirely from communication. However, our
scheme has better performance in this setting.

6 Conclusion

In this paper, we propose FSSTree, a secure three-party PDTE protocol under
the malicious model, which enables clients and model providers to evaluate
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decision trees without revealing both clients’ inputs and model privacy. Techni-
cally, we design a verifiable comparison protocol with plaintext input, and based
on this, propose a constant-round protocol for securely evaluating conditional
oblivious selection. This serves as the foundational bedrock for FSSTree, which
enhances the PDTE processes to achieve a considerable decrease in both runtime
and communication costs. Extensive experiments demonstrated that compared
with the state-of-the-art, FSSTree achieves up to 23.5x better online runtime
over a WAN setting, as well as enjoys up to 4.1x savings in communication cost.
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A Security Proofs

We first prove the security of Verifiable Comparison Protocol IIycmp, then we
employ the universal composition (UC) theory [7] to prove that the other pro-
tocols satisfy the following definition.

Definition 4 (Three-party Secure Computation [3]). Let F be the three-party
functionality. A protocol I securely computes F with abort in the presence of
one malicious party, if for every party Py, corrupted by a probabilistic polynomial
time (PPT) adversary A in the real world there exists a PPT simulator S in the
ideal world with F', such that

{IDEAL]:,S(Z),b(;vO,wl,wz,n)} = {REALH,A(Z),}J(ZDO7£E1,wz,’n)}

where x;, € {0,1}* is the input provided by P, for b € Zs, and z € {0,1}*
is the auxiliary information that includes the public input length information
{|zs|}vezs - The protocol IT securely computes F with abort in the presence of one
malicious party with statistical error 27 if there exists a negligible function p(-)
such that the distinguishing probability of the adversary is less than 27 + u().

A.1 Security Proof of Verifiable Comparison Protocol ITycmp

We prove that the verifiable comparison protocol IIycmp in Sect. 3.1 is secure by
the following lemma.
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Lemma 1 (Detection of Malicious Function Shares). The verifiable plaintext
comparison protocol satisfies Definition 3.

Proof. We prove this lemma by contradiction. According to Lemma 2 and
Lemma 3 in [8], when VDPF.Verify(mg, 71) outputs Accept, then the values
y(()xi) + y%x") must be a subset of the truth table of the point function f .
Suppose there exists an input v € {z;}]_; such that u does not satisfy Eq.3.
We categorize the discussion based on the values of u, when u > p, based on

the assumption, we have z(()u) + z§“) = 0. However, according to the definition

of ITyemp, we know that z(()u) + z%u)

= parity(p[0,u)), since u > p, it follows
that parity(p[0,u)) = Zéu) + zE“) = 1. This contradicts the assumption that
z(()u) + z%u) = (. For the case where u < p, we can arrive at a similar conclusion,

therefore the verifiable plaintext comparison protocol satisfies Definition 3.

A.2 Security Proof of Verifiable Conditional Oblivious Selection
Protocol I

Theorem 1. Il securely compute Feos in the {f,eco,,,fr[;]ll}—hybrid model in
the presence of a malicious adversary in the three-party honest-majority setting.

Proof. For any PPT adversary A, we construct a PPT simulator S that can
simulate the adversary’s view with accessing the functionality F.s. In the cases
where S aborts or terminates the simulation, S outputs whatever A outputs.

Simulating Offline Phase. When the corrupted party P, is the DPF key
generator, S acts as honest parties Pyy1 and P,yo and receives a pair of DPF
keys from A. S checks the keys and aborts if they are incorrect. If an honest
party generates the keys, S creates a pair of VDPF keys and samples a random
share ry, < Zge, then sends (ky,75) to A. S runs the VDPF verification protocol
with A and aborts if A aborts in the verification. All other messages from honest
parties to the corrupted one are randomly sampled by the simulator.

The above simulation is indistinguishable from real-world execution. If A
sends incorrect DPF keys, the real-world execution would abort due to VDPF
check. In the ideal world, S can directly check the keys, causing the ideal world
to abort with indistinguishable probability. When the corrupted party is the
DPF evaluator, S honestly generates the DPF keys. If A follows the VDPF key
verification protocol, the check will pass; otherwise, it will abort. Thus, S runs
the check protocol with A as in the real-world protocol, always aborting with
indistinguishable probability.

Simulating Online Phase. If the protocol does not abort after the simula-
tion stage, all DPF keys generated by A in S are correct. The only issue in the
online phase is whether A follows the protocol honestly and whether S success-
fully extracts the error term. We assume that the shared messages (I), (r) and
conditions ({f), (t)) are correctly shared/simulated initially, meaning the honest
parties hold correct and consistent RSS shares.
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For all local computations, S is easy to simulate. S only needs to simulate
interactions between honest and corrupted parties and abort with indistinguish-
able probability. Only a few parts in the selection phase need interaction. First,
securely reconstructing d: since (§) = (f) — (t) + (a) and (f), (t), and («) are
correct RSS sharings, (d) is consistent. S checks if A sends the correct value
using Ppyo’s share: 1) if A sends an incorrect share, S aborts; 2) if correct, S
samples a random § € Zye, computes shares for Pyy; and Pyyo from § and Py’s
RSS shares, and sends them to 4. The parties then open § to A. Second, from
Feoa, which uses fml with security proved in [28]. Lastly, re-sharing [next]
from (3)-sharing to RSS-sharing. A can add an error, and S extracts it: S gets
next; from the corrupted party to an honest party and updates Pp41’s share. S
computes the correct next; (knowing all shares to compute z;), then computes
res < next; — next] and sends res to Feos, completing the simulation.

Note that in simulating the open step of d, § uses shares of honest parties,
either simulated or computed from local data. These shares match those of the
corrupted party, making the simulation indistinguishable from real execution.
For the re-sharing phase, the simulation randomly samples Py12’s share and
sends it to A. In the real protocol execution, this is generated by a PRF F,
so the simulation remains computationally indistinguishable due to the PRF’s
security. Overall, the simulation is indistinguishable from real execution.

A.3 Security Proof of the FSSTree Evaluation Protocols ITrssTree

Theorem 2. Ilrsstree securely compute Frsstree in the {freconvfoﬁfcoimfrandv

fope,,,}'cos,fls;zl, FCheckzero t-hybrid model in the presence of a malicious adver-

sary in the three-party honest-majority setting.

The proof of Theorem 2 is similar to the Il,gte protocol in Mostree. Due to
space limitations, please refer to the full version [12] for details.
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