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Abstract—Wireless communication is one of the key technologies
that actualize the Internet of Things (IoT) concept into the real
world. Understanding the security performance of wireless com-
munications lays the foundation for the security management of
IoT. Eavesdropper collusion represents a significant threat to wire-
less communication security, while physical-layer security serves
as a promising approach to providing a strong form of security
guarantee. This paper studies the important secrecy outage perfor-
mance of wireless communications under eavesdropper collusion,
where the physical layer security is adopted to counteract such at-
tack. Based on the classical Probability Theory, we first conduct
analysis on the secrecy outage of the simple noncolluding case in
which eavesdroppers do not collude and operate independently.
For the secrecy outage analysis of the more hazardousM-colluding
scenario, where any eavesdroppers can combine their observa-
tions to decode the message, the techniques of Laplace transform,
keyhole contour integral, and Cauchy Integral Theorem are jointly
adopted to work around the highly cumbersome multifold con-
volution problem involved in such analysis, such that the related
signal-to-interference ratio modeling for all colluding eavesdrop-
pers can be conducted and thus the corresponding secrecy outage
probability can be analytically determined. Finally, simulation and
numerical results are provided to illustrate our theoretical achieve-
ments. An interesting observation suggests that the SOP increases
first superlinearly and then sublinearly with .

Note to Practitioners—This paper was motivated by the problem
of securing the important data collection process for the Internet
of Things (IoT) applications based on the wireless communication
technologies (e.g., wireless sensor networks). The traditional
cryptography security method might not be well suited for the
highly distributed data collection process in IoT, where edge
points (e.g., sensing nodes) are extremely constrained in terms
of computing capabilities. This paper explored the application
of the promising physical layer (PHY) security approach in the
data collection process of IoT, which simply exploits the inherent
randomness of wireless channels and noise to provide a strong
form of security guarantee. To model the security performance of
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the data collection process, we mathematically characterized the
outage probability that the data is successfully intercepted by the
malicious adversaries (i.e., eavesdroppers). Such outage metric
serves as the guideline for system designers to initiate the tradeoff
between data collection efficiency and data security guarantee, and
thus to identify the suitable PHY security schemes for different
IoT application scenarios. Simulation and numerical results were
provided in this study, while the experiments based on the test bed
or real-world implementations have not been performed, which
remain as our future research work.
Index Terms—Eavesdropper collusion, Internet of Things (IoT),

physical layer security, secrecy outage performance, wireless
communication.

I. INTRODUCTION

T HE Internet of Things (IoT), where a variety of things
(e.g., people, sensors, mobile phones) can interact with

one another from any place in the world through an Internet-
like infrastructure with unique addressing schemes, serves a
crucial architecture for a wide range of promising applications
such as e-health, intelligent transportation systems, and en-
vironmental monitoring [1], [2]. As one of the key enabling
technologies of IoT, wireless communication (e.g., wireless
sensor network) plays an important role in collecting the data
perceived by edge points (e.g., sensing nodes) from the sur-
roundings so as to link the real world with the digital world.
Due to the open nature of the wireless medium, data collection
through wireless communication may suffer from eavesdrop-
ping attacks by unauthorized things (eavesdroppers), posing
a significant threat to the IoT security [1]. Thus, extensive
research efforts need to be devoted to the security perfor-
mance study of wireless communications in the data collection
process, which serves as a foundation for the security man-
agement of IoT.
Conventionally, wireless communication protocols usually

use secret keys of various kinds to ensure encryption capability
such that, even if an eavesdropper captures packets, it cannot
decrypt them without the key. However, as the computing
capability of eavesdroppers continues to advance (e.g., by
adopting the quantum computing technology [3]), these en-
cryption protocols may face increasingly high risk of being
broken in the future. Also, the secret key management and
distribution are costly and complex to be implemented in
decentralized wireless IoT data collection, where nodes are
highly constrained in terms of the computing capability [1].
This is why there is an increasing interest recently in employing
the physical-layer security approach to provide a strong form
of security guarantee for wireless communications (see [4] and
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references therein). The basic principle of the physical-layer
security approach is to exploit the inherent randomness of
noise and wireless channels to ensure the confidentiality of
messages against any eavesdropper regardless of its computing
capability and network knowledge (e.g., coding scheme used
in legitimate node). Compared with the encryption protocols,
the physical-layer security approach can offer some significant
advantages, such as no need for secret key management/dis-
tribution and an everlasting security guarantee. Actually,
applying the physical-layer security approach to provide secu-
rity guarantee for secret key generation and distribution has also
attracted considerable attention [5]–[7]. Thus, physical-layer
security technology also serves as a promising complement to
the encryption protocols to enhance the security performance
of wireless communications. Therefore, physical-layer security
could be a new solution to secure the wireless data collection
in the IoT.
By now, extensive research efforts have been devoted to

the security performance study of wireless communications
under physical layer security [8]–[10]. To simplify their anal-
ysis, these studies usually consider the noncolluding scenario,
where each eavesdropper works independently and decodes
the message solely based on its own observation. In a real
network environment, however, eavesdroppers may work under
a colluding manner such that they can exchange and combine
their observations to conduct more hazardous attacks. Based on
such observation, some recent works [11]–[24] considered the
eavesdropper collusion behavior and explored its impact on the
wireless communication security performance in terms of the
scaling laws of secrecy capacity and eavesdropper-tolerance
capability, secure connection probability, etc. (Please refer to
Section VI for related works). These works indicate that the
collusion can help eavesdroppers to significantly improve their
capability of decoding the secret message, so eavesdropper
collusion represents a more hazardous threat to wireless com-
munication security.
It is notable that secrecy outage performance, i.e., the pos-

sibility that a secret message can be successfully decoded by
eavesdropper(s), serves as an importantmetric for wireless com-
munication security evaluation and secure transmission scheme
design [25]. Despite extensive studies on the security perfor-
mance of wireless communications, the analysis of the secrecy
outage performance under eavesdropper collusion and physical
layer security remains a technique challenge. This is mainly
due to that such secrecy outage analysis usually involves highly
cumbersome multi-fold convolutions related to the modeling
of the probability density function (pdf)/cumulative distribu-
tion function (cdf) of the aggregate signal-to-interference ratio
(SIR) of all colluding eavesdroppers. This paper focuses on the
secrecy outage performance study of wireless communications
under the eavesdropper collusion, where the physical layer se-
curity is adopted to counteract such attack. The main contribu-
tions are summarized as follows.
• Based on the classical Probability Theory, we first derive
the secrecy outage probability (SOP) for the simple non-
colluding case, where each eavesdropper works indepen-
dently and decodes the message solely based on its own
observation.

Fig. 1. Network model: a sensing node is communicating with a sink node
in two hops with the help of relays . is selected as
the message relay base on the opportunistic relaying scheme. In Hop
and are jammers that generate artificial noise, while and are jammers
in Hop 2. are eavesdroppers that try to intercept the
message, and and are colluding eavesdroppers.

• For the secrecy outage analysis of the more hazardous
M-colluding scenario, where any eavesdroppers can
combine their observations to decode the message, the
techniques of Laplace transform, keyhole contour integral
and Cauchy Integral Theorem are jointly adopted to work
around the highly cumbersome muti-fold convolution
problem involved in such analysis, such that the related
SIR modeling for all colluding eavesdroppers can be con-
ducted and thus the corresponding SOP can be analytically
determined.

• Finally, we provide simulation and numerical results to val-
idate our theoretical analysis and also to illustrate our the-
oretical findings.

The remainder of this paper is organized as follows.
Section II introduces the system model and problem formula-
tion. The SOP analysis of non-colluding case is presented in
Section III. In Section IV, we analyze the SOP of M-colluding
case.Simulation/numerical results and thecorrespondingdiscus-
sions are provided in Section V. Finally, we introduce the related
works in Section VI and conclude this paper in Section VII.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. Network Model
The two-hop wireless network, where a message is first trans-

mitted from its source to intermediate relay(s) and then for-
warded by the relay(s) to its destination, serves as an important
network model widely adopted in the literature [26], [27]. Ac-
tually, understanding the performance of such basic networks
lays the foundation for the performance study of general wire-
less networks. In this paper, we consider a two-hop wireless
network (depicted in Fig. 1) for collecting data in the IoT, con-
sisting of a sensing node , a sink node legitimate relays

, and passive eavesdroppers
of unknown channel information. Each node employs a single
antenna and operates in a half-duplex mode. The direct link
between and is assumed to be unavailable due to deep
fading or limited transmit power. The relays assist in for-
warding the message from the sensing node to the sink node
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while preventing the eavesdroppers from intercepting the mes-
sage. We assume that time is slotted and all channels, suffering
from Rayleigh fading, remain constant during one time slot and
vary randomly and independently from slot to slot. The channel
coefficient of link is modeled as a complex zero-
mean Gaussian random variable with unit variance and thus

is exponentially distributed with unit mean. All channel
coefficients are assumed to
be independent and identically distributed (i.i.d.). The network
is assumed to be interference-limited, and thus the noise at each
receiver is negligible. In this paper, we will explore the SOP
performance of such general two-hop wireless networks under
eavesdropper collusion. It is notable that the schemes and results
in this paper apply to any wireless communication technology
suitable for ad hoc scenarios (e.g., Bluetooth, ZigBee and IEEE
802.15.4) [28].
Remark 1: Such a homogeneous network model has been at-

tractive in the security performance study of wireless communi-
cations [8]–[10], [12]. Actually, the mathematical tractability of
such model allows us to gain some important insights into the
structure of SOP analysis, so the results under this model can
still help us to have a basic understanding on the SOP perfor-
mance of wireless communications, and the related theoretical
analysis can shed light on the security performance study for
more general heterogeneous models.

B. Opportunistic Relaying and Cooperative Jamming
The transmission is conducted in two hops with the

help of the opportunistic relaying scheme [29], where a relay
with the largest announces itself as the
message relay in a distributed manner before the transmission.
We assume that only one transmission, including the
relay selection, can be conducted in one time slot. To ensure the
secure transmission, we consider the cooperative jamming [30],
a typical physical layer security method where helper jammers
generate artificial noise to counteract the eavesdroppers.
In the first hop, transmits its message to , while relays

with indices in serve as
helper jammers in the cooperative jamming scheme. Here, is
the noise-generating threshold to mitigate the interference at in-
tended receivers. The received signal at can be formu-
lated as

(1)

and at can be formulated as
(2)

where is the common transmit power, denotes the signal
from the sensing node , and is the artificial noise signal
from jammer . Hence, the received SIR at and that at
can be given by

(3)

where denotes the SIR from to and that from
to .
If is successful in decoding , it re-encodes the message

and then sends it to in the second hop.Meanwhile, relays with

indices in serve as helper jam-
mers to generate artificial noise. If fails to decode , the
transmission will be suspended. We assume that will send
back an ACK message to inform whether a decoding failure
happens or not, based on which will then decide whether to
suspend the transmission or not. If a transmission suspension
happens during one time slot, it will end at the end of that time
slot, and retransmission of the suspended message will be con-
ducted in the next time slot. The received signals and SIR's at
and can be determined in the same way as in the first hop.

A legitimate receiver (eavesdropper) is said successful in de-
coding the received signal if its SIR is above a threshold .

C. Eavesdropper Scenarios

Regarding the eavesdropper behavior, we focus on the fol-
lowing two scenarios.
1) Noncolluding case: each eavesdropper works indepen-

dently and decodes the message from the sensing node
solely based on its available observations, i.e., the first-hop
observation if the transmission is suspended in the second
hop or the cumulative observation in both hops, otherwise.

2) M-colluding case: any eavesdroppers (say,
as illustrated in

Fig. 1) can combine their available observations to decode
the message from the sensing node.

Here, is referred to as the collusion intensity to quantify
the level of eavesdropper collusion in this paper. As assumed
in [11]–[24], these colluding eavesdroppers can be treated as a
super eavesdropper with antennas, whose SIR is given by
the aggregate SIR of all antennas.

D. Problem Formulation

In this paper, we adopt the secrecy outage probability (SOP)
to characterize the secrecy outage performance, which is defined
as the probability that the received SIR of at least one of the
eavesdroppers is above some threshold for a transmission.
Therefore, by defining as the event that the transmission is
suspended in the second hop, the SOP for noncolluding
case can be formulated as

(4)

where is the complement of event . Similarly, the SOP
for M-colluding case can be formulated as

or

or

(5)

where denotes the aggregate SIR of col-
luding eavesdroppers under event and

denotes that under event .
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III. SECRECY OUTAGE PERFORMANCE UNDER THE
NONCOLLUDING CASE

Here, we derive the SOP of the noncolluding case, for which
we will first establish the following lemma regarding the proba-
bility that the transmission is suspended in the second hop, con-
ditioned on the number of jammers in the first hop.
Lemma 1: Define the number of jammers in Hop

by and the event by . For a two-hop transmis-
sion under the opportunistic relaying and cooperative jamming
schemes as described in the Section II-B, under the condition
the probability that the transmission is suspended in the
second hop can be determined as

(6)

Proof: Please refer to Appendix A.
Based on Lemma 1, the SOP of the noncolluding case can be

obtained by applying the law of total probability, which is given
by the following theorem.
Theorem 1: Consider a two-hop wireless data collection

process in the IoT as shown in Fig. 1. For the transmis-
sion under the opportunistic relaying, cooperative jamming and
non-colluding eavesdropper case as described in Section II, the
corresponding SOP can be formulated as

(7)

where

and is given as in (6).
Proof: We start the proof with the first term in (4). By the

law of total probability,

(8)

where follows from the fact that are
i.i.d. given the event . Next, we consider the cdf of
under the condition , denoted by . Based on the

in (3), we have

(9)

From (9), it is easy to see that

(10)

As is a binomial random variable, it follows that

(11)

Hence, substituting (10) and (11) into (8) yields

(12)

We now turn to consider the second term in (4). Likewise,
taking the expectation of (4) in terms of and yields

(13)

where it is straightforward to see and

(14)

Similar to (9), the cdf of under the condition
can be given by .
From (9), the pdf of under the condition is

. Hence

(15)
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Substituting (11), (15), and into (13) yields

(16)

Finally, the theorem follows from summing (12) and (16).

IV. SECRECY OUTAGE PERFORMANCE UNDER THE
M-COLLUDING CASE

Here, the secrecy outage performance of the M-colluding
case is investigated, for which we will first derive the cdf of
the aggregate SIR's and of any colluding eaves-
droppers, based on which we then determine the corresponding
SOP.

A. Aggregate SIR Analysis

From Section II-D, we can see that the aggregate SIR's
and are the sums of multiple i.i.d. random variables. The
derivation of their cdfs usually involves a multi-fold convolu-
tion, which is highly cumbersome in general. To work around
this problem, we first take the Laplace transforms of their pdfs
and then compute the related inverse Laplace transform by ap-
plying the keyhole contour integral and Cauchy Integral The-
orem. Finally, the cdfs can be obtained from the pdfs. The re-
lated lemma and proof are summarized as follows.
Lemma 2: Define the cdf of under event by

and that of under event by . For a two-hop
transmission under the opportunistic relaying, cooperative

jamming and M-colluding eavesdropper case as described in
Section II, under the conditions and can be given
by

(17)

and can be given by

(18)

Fig. 2. Diagram of the keyhole contour, where is a vertical line from
to and forms a large (almost) semi-circle centered at with
radius is a line from to is a small (almost) circle centered
at the origin with radius is a line from to .

where

and is the Euler's constant.
Proof: Define the pdf of and its Laplace

transform. Based on the pdf of
under the condition can be determined by the

convolution property of Laplace transform as

(19)

where is the generalized ex-
ponential integral.
Next, can be obtained by taking the inverse Laplace

transform of , that is,

(20)

where is an arbitrary constant greater than the real part
of all singularities of . Since is analytical in the
complex plane except its branch cut along the negative real axis
and branch point at the origin, the above integral can be evalu-
ated as a part of the integral along a keyhole contour [31], as
illustrated in Fig. 2. As is analytical in , by the Cauchy
Integral Theorem, we have . Hence

(21)
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To see this, we turn to prove that the integrals along
and vanish in the limit. First, letting

for any point on yields

(22)

Since for any , then

(23)
and thus

(24)

From [32, eq. (5.1.51)], we know

(25)
hence

(26)

and then

(27)

as . Therefore

(28)

Likewise, it can be easily seen that the integral along van-
ishes as tends to infinity and that along vanishes as tends
to zero.
Now, we proceed to evaluate the integrals along and .

By letting for the integral along and
for that along , we have

(29)

From [32, eq. (5.1.12)], we have

(30)

where

and is the Euler's constant. Hence,

(31)

Substituting (31) into (29) yields

(32)

where

(33)

The cdf of can be determined via the integration of
as

(34)

Finally, taking the integral for each summand involving in
first and then summing the integrals yields (17).

We now turn to consider the cdf of . Similarly, we
define the pdf of and its Laplace transform.
Again, by the convolution property of Laplace transform, we
have

(35)

under the conditions and . Taking the inverse Laplace
transform of along again the keyhole contour in
Fig. 2 yields

(36)
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where

(37)

The cdf of is determined as

(38)

Likewise, taking the integral for each summand in
first and then summing the integrals yields (18).
Remark 2: Note that, from [32, (5.1.45)], can also be

formulated as

(39)

for the simplicity of numerical calculation, where de-
notes the real part of a complex number and is the
upper incomplete gamma function with parameters and .

B. SOP Modeling
Based on Lemma 2, the SOP of the M-colluding case is given

by the following theorem.
Theorem 2: Consider a two-hop wireless data collection

process in the IoT as shown in Fig. 1. For the transmis-
sion under the opportunistic relaying, cooperative jamming and
M-colluding eavesdropper case as described in Section II, the
corresponding SOP can be formulated as

(40)

where

is given as in (6), and and can be di-
rectly obtained from (17) and (18).

Proof: Similar to the proof of Theorem 1, the first term in
(5) can be determined by taking its expectation in terms of as

or

or

(41)

The second term in (5) can be determined by taking its expec-
tation in terms of and as

or

(42)

Finally, summing (41) and (42), the theorem then follows.
Remark 3: To design a secure IoT system, the designers

first need to specify a maximum allowable SOP for the system.
Based on the results of (7) and (40), the designers can then de-
termine the feasible curve and thus the inherent tradeoff
between and to ensure the target SOP, as illustrated in
Fig. 7.

C. Possible Extensions of the Results
As a step towards the complete SOP performance study

of the wireless IoT data collection, this paper focuses on a
simple homogeneous network scenario due to its mathematical
tractability. Hence, one essential extension of this work is to
study the SOP under the more general heterogeneous setting
(e.g., heterogeneous relays, heterogeneous eavesdroppers
and non-i.i.d. channels). To this end, although the theoretical
framework for SOP analysis in this paper can still be applied,
we will face some new challenges. For example, under the
heterogeneous setting of relays and non-i.i.d relay channels, the
relays’ SIR are on longer i.i.d, which makes the transmission
suspension probability analysis extremely challenging. Thus,
the mathematical tools adopted in Lemma 1 cannot be directly
applied and some new techniques (e.g., the Bapat-Beg Theorem
[33]) are required to derive the joint distribution of the order
statistics of non-i.i.d relays’ SIR. Similarly, under the hetero-
geneous setting of eavesdroppers and non-i.i.d eavesdropper
channels, the eavesdroppers' SIR are no longer i.i.d, which
makes the cdf analysis of the aggregate SIR of eavesdroppers
also a challenging issue. Thus, the mathematical tools adopted
in Lemma 2 cannot be directly applied and some new tech-
niques (e.g., the Berry-Esseen Theorem [34]) are required to
determine the cdf of the sum of non-i.i.d eavesdroppers' SIR.
For the extension to multiple source–destination pairs, the most
challenging issue is to address the contentions of relay selection
and jammer selection from different pairs, which requires much
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more complicated relay and jammer selection schemes than
those in this paper.
Another possible extension of this work is to apply our the-

oretical framework to study the SOP scaling laws for a larger
and heterogeneous system. The challenging issue there is to de-
termine the asymptotic distributions of the SIR of relays and
eavesdroppers as the number of relays tends to infinity. To ad-
dress this issue, some newmathematical tools widely used in the
scaling law studies [35], [36], like the Extreme Value Theory
and commonly-used inequalities (e.g., Jensen's inequality and
Chebyshev's inequality) should be adopted.
The third possible extension of this work is the SOP analysis

under the scenarios where eavesdroppers may employ more so-
phisticated attacking techniques (e.g., selective gain combining,
equal gain combining and known-plaintext attack [37]). Under
such new attacking models, although the theoretical framework
for SOP analysis in this paper can still be applied, the anal-
ysis of aggregate SIR of colluding eavesdroppers there becomes
much more complicated, since it cannot be simply modeled by
a sum of i.i.d. random variables as in this paper. Thus, the math-
ematical tools adopted in Lemma 2 cannot be directly applied
and some new techniques (e.g., Order Statistics and Q Func-
tion [38]) are required to determine the cdf of the aggregate
SIR of colluding eavesdroppers under the new attackingmodels.
Therefore, a new and dedicated work is required for the study
of SOP under those new attacking models.

V. NUMERICAL RESULTS AND DISCUSSIONS

Here, we first validate our theoretical analysis for SOP mod-
eling through extensive simulations and then explore how the
number of relays , the noise-generating threshold , the SIR
thresholds and for eavesdroppers and legitimate receivers,
and the collusion intensity , affect the secrecy outage perfor-
mance, as well as the security performance, of the wireless data
collection process of the IoT.

A. Model Validation
A simulator was developed in C++ to simulate the

transmission under the system model as described in Section II,
which is now available at [39]. The total number of trans-
missions is fixed as 100000 and the SOP is measured as the ratio
of the number of transmissions suffering from secrecy outage
to the total number of transmissions. To verify our theoretical
analysis, we conduct extensive simulations for both the non-col-
luding case and the colluding case under various settings of
and . The number of eavesdroppers is set as , the
noise-generating threshold is set as , the transmit power
is set as , and the decoding thresholds for eavesdrop-
pers and legitimate receivers are set as and ,
respectively. Similar to [15], this paper does not consider the
path-loss issue, so the network can be regarded to have a kind
of equidistant topology. Simulations with other settings can be
easily conducted by our simulator as well. The simulation re-
sults and the related theoretical ones are summarized in Fig. 3.
It can be observed from Fig. 3 that the simulation results

match fairly well with the theoretical ones for both the non-col-
luding case and the colluding case with different collusion inten-
sity , which implies that our theoretical analysis is effective

Fig. 3. SOP versus number of relays for different collusion intensity , with
and .

in modeling the secrecy outage performance of the concerned
system. A careful observation in Fig. 3 reveals that the curve

of the colluding case coincides with that of the noncol-
luding case, which is intuitive and further proves the effective-
ness of our theoretical analysis.

B. Performance Evaluation

Regarding the impact of the number of relays on the se-
crecy outage performance, it can be observed from Fig. 3 that
the SOP decreases as increases for both the noncolluding case
and the colluding case with different collusion intensity . This
is mainly due to the reason that, in the cooperative jamming
scheme, more interference will be generated at the eavesdrop-
pers for a larger number of relays, and thus the probability that
eavesdroppers successfully decode the source message would
decrease. This suggests that distributing more relays is an ef-
fective approach to decreasing the possibility of secrecy outage,
and thus improving the security of the wireless data collection
process of the IoT. A careful observation from Fig. 3 indicates
that to degrade the SOP to 50%, at least 20 relay nodes are re-
quired for and at least 30 nodes are required for

. This is because that the artificial noises generated from
the jammers not only degrade the eavesdropper channels but
also degrade those of the legitimate transmitter-receiver pairs at
the same time. Although the cooperative jamming usually in-
volves a high cost, it is simple and easily deployable, so it still
serves as an attractive physical layer security approach to pro-
vide security guarantee, in particular for the decentralized wire-
less networks [8], [9].
To understand the impact of eavesdropper collusion on the

secrecy outage performance, we summarize in Fig. 4 how the
SOP varies with for three different (i.e.,

and ), when and
. We can see from Fig. 4 that as the collusion inten-

sity increases, so does the SOP, implying that the eaves-
dropper collusion will significantly increase the possibility of
secrecy outage, i.e., deteriorate the security performance of the
wireless data collection process of the IoT. For example, the
SOP for when all the eavesdroppers collude (i.e.,
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Fig. 4. Secrecy outage probability versus collusion intensity for different
, with and .

) is 0.61825, which is much greater than the one
0.03346 when no eavesdroppers collude (i.e., ). Another
observation from Fig. 4 reveals that the SOP increases as the
SIR threshold for eavesdroppers decreases, which is very in-
tuitive since a smaller results in a greater decoding ability for
eavesdroppers. As shown in (5), the aggregate SIR is a linear
combination of colluding eavesdroppers' SIR. Thus, an in-
tuitive expectation might be that the SOP is also linear with the
collusion intensity . However, the results in Fig. 4 indicate
that this is not the case and the SOP actually increases first su-
perlinearly and then sublinearly with .
To see how the noise-generating threshold affect the se-

crecy outage performance, we summarize in Fig. 5 how the
SOP varies with for different collusion intensity , when

, and . The results in
Fig. 5 indicate that the SOP decreases as the noise-generating
threshold increases for both the non-colluding and
colluding cases , which is also because that more in-
terference will be generated at the eavesdroppers for a greater
. This indicates that increasing the noise-generating threshold
is also an effective way to enhance the security performance of
the wireless data collection process of the IoT.
To further investigate the impact of the SIR threshold for

legitimate receivers on the secrecy outage performance, we
summarize in Fig. 6 how the SOP varies with for different
collusion intensity , when , and

. It can be observed from Fig. 6 that as increases the
SOP first remain constant and then decreases. This is mainly due
to the reason that there exists some threshold (e.g., about 0.2 in
Fig. 6) on . The transmission is conducted in two hops almost
surely for less than this threshold, whereas the probability that
the transmission is suspended in the second hop increases as
increases beyond the threshold. Therefore, the eavesdroppers

can overhear the source message in two hops at the beginning
but then only in the first hop with an increasing probability as
increases.
To illustrate the inherent tradeoff between the number of re-

lays and the noise-generating threshold , we summarized in
Fig. 7 the feasible pairs to achieve a target SOP, under

Fig. 5. SOP versus noise-generating threshold for different , with
, and .

Fig. 6. SOP versus SIR threshold for legitimate receivers for different ,
with , and .

the setting of , and . It can
be observed from Fig. 7 that the noise-generating threshold
decreases with the number of relays . This means that if more
relays nodes are distributed in the network, a smaller noise-gen-
erating threshold is enough to achieve the same target SOP. A
careful observation from Fig. 7 indicates that as the number of
relays increases, the SOP is more sensitive to the change of
noise-generating threshold . For example, to decrease the SOP
from 0.5 to 0.2, an increase of from 1.2 to 3.2 is required for

, whereas a much smaller increase of (i.e., the increase
from 0.378 to 0.515) is enough for .
To understand the gap between the SOP under the homoge-

neous setting and that under the heterogeneous settings, we con-
duct extensive simulations based on a homogeneous scenario of

and three heterogeneous scenarios. In the first heterogeneous
scenario, the source and each relay node arbitrarily choose a
transmit power in the range of . In the second het-
erogeneous scenario, each eavesdropper arbitrarily adopts a de-
coding threshold in the range of . In the third het-
erogeneous scenario, each relay node arbitrarily adopts a de-
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Fig. 7. Feasible curve under the constraint of , and 0.5,
for and .

Fig. 8. SOP gap between homogeneous and heterogeneous settings for
and .

coding threshold in the range of and a noise-gener-
ating threshold in the range of . The corresponding
simulation and theoretical results are summarized in Fig. 8. It
can be observed from Fig. 8 that the SOP gaps caused by the
heterogeneity of and are relatively large, while that caused
by the heterogeneity of and is much smaller. It can also be
observed from Fig. 8 that the behavior of SOP is more sensitive
to the heterogeneity of and , but not sensitive to the hetero-
geneity of and .

VI. RELATED WORKS

The security performance study of wireless communications
under eavesdropper collusion and physical layer security can
be classified into two categories, depending on the considered
network scenario.
For two-hop wireless networks, the secure connection prob-

ability, i.e., the probability that the secrecy rates in two hops
are both positive, was investigated in [12] to study when a relay
is needed to establish a more secure connection. The authors
in [13] proposed novel relay strategies to neutralize informa-
tion leakage from each user to the colluding eavesdroppers

by choosing the forwarding matrix of an amplify-and-for-
ward relay in a multi-antenna non-regenerative relay-assisted
multi-carrier interference channel. For a multiuser peer-to-peer
(MUP2P) relay network with multiple source-destination pairs,
multiple relays and a colluding eavesdropper with multiple
antennas, the authors in [14] optimized the transmit power of
the source and the beamforming weights of the relays jointly to
maximize the secrecy rate subject to the minimum signal-to-in-
terference-noise-ratio constraint at each user and the individual
and total power constraints. In [15], Vasudevan et al. considered
a very similar system model with opportunistic relaying and
cooperative jamming schemes as in this paper, whereas they
focused on the infinite network where the number of relays
tends to infinity and explored the number of eavesdroppers
(i.e., eavesdropper-tolerance capability) can be present in the
network.
For other wireless networks, the scaling law of secrecy

capacity was examined for large-scale networks in [16], [17]
as network size tends to infinity. The secrecy-constrained
connectivity property of large multihop wireless networks
with colluding eavesdroppers was considered in [18]. The
problem of finding a secure minimum energy routing path of

hops between two nodes in an arbitrary wireless network
was considered in [19], subject to constraints on the end-to-end
successful eavesdropping probability and throughput over
the path. In [20], the tradeoffs between resilience, security,
and local-repairability of a distributed storage system in the
presence of colluding eavesdroppers were investigated. The
security scheme design issue and the related optimization
problem under eavesdropper collusion also attracted con-
siderable attention for various network scenarios [21], [22].
The SOP, i.e., the probability that instantaneous secrecy rate
between a transmitter-receiver pair is below some threshold,
was investigated for various stochastic networks [23], [24].

VII. CONCLUSION
This paper conducted theoretical analysis to explore the se-

crecy outage performance of a two-hop wireless communica-
tion for collecting data in the IoT under eavesdropper collusion,
where physical layer security is adopted to counteract such at-
tack. Two eavesdropper cases were considered, i.e., the non-col-
luding case where eavesdroppers operate independently and the
M-colluding case where any eavesdroppers combine their
observations to conduct eavesdropping attacks. We first derived
the SOP of noncolluding case and then determined the SOP for
M-colluding case by jointly applying the Laplace and inverse
Laplace transform, the keyhole contour integral and the Cauchy
Integral Theorem. Our results indicate that eavesdropper collu-
sion can significantly increase the possibility of secrecy outage,
and thus, deteriorate the security performance of the data col-
lection in the IoT. Another important finding of this paper is
that the cooperative jamming scheme can improve the data col-
lection security by either distributing more relays or increasing
the noise-generating threshold. Although the simple coopera-
tive jamming serves as an attractive physical layer security ap-
proach to provide security guarantee for the data collection in
an IoT system, it usually involves a high cost. So another fu-
ture work is to combine the cooperative jamming with other
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advanced physical layer security methods (e.g., secrecy beam-
forming/precoding [40]) to reduce the cost for achieving the
same SOP guarantee.

APPENDIX A
PROOF OF LEMMA 1

It can be seen from the definition of event that

(43)

Hence, we first need to determine the distribution of .
Define for each relay

by and the event that relay announce itself
as the message relay by (i.e., ). It is easy to see that

and all 's are i.i.d. and exponential random variables with
mean . Thus, applying the law of total probability, we obtain

(44)

Again, by the law of total probability, we obtain

otherwise

otherwise. (45)

Hence

(46)

Next, the probability distribution of for any
can be given by

(47)

Hence,

(48)
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