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Abstract—Full-duplex (FD) technique is very promising to
support enormous data for 5G networks since it can greatly im-
prove the spectrum efficiency. However, the secrecy performance
of FD communication systems still remains largely unknown.
As an initial step towards this end, this paper studies the
physical layer security-based beamforming design in a FD two-
way amplify-and-forward relay system, where two source nodes
exchange messages with the assistance of an untrusted relay.
The untrusted relay is willing to forward the messages and
may also work as an eavesdropper to intercept the confidential
messages. Our objective is to optimize the source and relay
beamformers for maximizing the secrecy sum rate of the two-way
communications with imperfect self-interference cancellation.
For a specific system configuration, we first derive the expression
of secrecy sum rate. By utilizing signal alignment technique and
gradient method, we then propose two iterative algorithms to find
the optimal source and relay beamforming matrices, respectively.
Simulation results demonstrate that when the number of anten-
nas at the relay is appropriate and the interference-to-noise ratio
is in a low region the proposed FD scheme significantly improves
the secrecy sum rate over conventional schemes.

Index Terms—Physical layer security, full-duplex, beamform-
ing, two-way relay channel.

I. INTRODUCTION

The two-way relay channel (TWRC), as one of the basic
elements in decentralized/centralized wireless networks, has
gained lots of attention due to its higher spectral efficiency
than one-way relaying channel. In two-way relay channel,
two source nodes exchange signals via a relay node. The
communication takes two phases by employing the principle
of physical layer network coding. In the first phase, two source
nodes simultaneously send their signals to the relay node. In
the second phase, the relay node broadcasts the mixed signal
received in the first phase to the two source nodes [1]–[5]. The
TWRC is generally assumed to be half-duplex so that each
source can cancel the self-interference from its received signal
to help decode the desired message from the other source
node.

Full-duplex (FD) technique is expected to be a promising
solution to support enormous data for 5G networks since it
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can achieve higher spectral efficiency than conventional half-
duplex operation [6]–[9], and thus has attracted considerable
attentions from both academic and industrial communities.
In FD TWRC, each node can simultaneously transmit and
receive signals on the same frequency band. Due to the
concurrent transmission and reception, the main challenge of
FD TWRC is high self-interference. Different schemes have
been investigated in [10]–[12] to suppress self-interference in
MIMO FD two-way relay systems. In [10], beamforming for
relay and power allocation at sources to maximize the achiev-
able sum rate was studied. To suppress self-interference, a zero
forcing constraint and an iterative algorithm was proposed. In
[11], to balance the residual self-interference suppression and
the desired signal in a two-way FD amplify-and-forward relay
system, beamforming matrix at relay under a power constraint
was designed based on minimum mean square error method.
A joint Alamouti-based rank-two beamforming and artificial
noise design for secrecy sum rate maximization in a FD two-
way relay system were studied in [12].

In the aforementioned works, all relay nodes are assumed to
be friendly and help to keep the confidential messages from
eavesdropping. However, from a perspective of cooperative
security, confidential messages of the source may be eaves-
dropped by an untrusted relay. Although the untrusted relay
nodes may intentionally be as eavesdroppers, they are still
helpful for communication. It has been point out in [13] that,
seeking help from the untrusted relay, a higher secrecy rate
can be achieved than just treating the untrusted relay as an
eavesdropper. This is a very interesting issue to consider an
untrusted relay in FD two-way relay system. To the best of
our knowledge, research on secure beamforming in MIMO
FD two-way untrusted relay systems is missing.

In this paper, we investigate the secure beamforming design
problem in MIMO FD two-way relay communication systems
where two FD sources exchange confidential messages via a
FD untrusted relay. Our objective is to design the beamform-
ing matrices to maximize the achievable secrecy sum rate. We
first study the transmission scheme and present the achievable
secrecy sum rate of MIMO FD TWRC under a general beam-
forming configuration. We then formulate the secure source
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and relay beamforming design problems and find solutions of
the source and relay beamforming, respectively. Finally, we
compare the proposed FD two-way untrusted relaying with
two conventional schemes. Numerical results show that when
the number of antennas at the relay is appropriate and the
interference-to-noise ratio is in a low region the proposed
FD scheme significantly improves the secrecy sum rates over
conventional schemes.

The rest of the paper is organized as follows. Section II
describes the system model. Secure beamformers for FD two-
way relay schemes are presented in Section III. Simulation
results are presented in Section IV. We conclude this paper in
Section V.

Notations: Scalars, vectors and matrices are denoted by
lower-case, lower-case bold-face and upper-case bold-face
letters, respectively. The trace, inverse, Frobenius norm, con-
jugate and Hermite of matrix A are denoted by Tr(A), A−1,
||A||, A∗ and AH , respectively. ||q|| denotes the norm of the
vector. ψmax(A) is the eigenvector of A corresponding to the
largest eigenvalue. ψmax(A,B) is the generalized eigenvector
of (A,B) corresponding to the largest generalized eigenvalue.
The identity matrix is denoted by I.

II. SYSTEM MODEL

Consider a FD amplify-and-forward two-way relay system
consisting of two source nodes S1 and S2 and one untrusted
relay node R, as shown in Fig. 1. The relay may intentionally
eavesdrop the signal but does not make any malicious attack.
Each node in the network operates in FD mode. We use N1,
N2 and NR to denote the number of antennas at S1, S2 and
R, respectively. In the tth time slot, let H

(t)
1 ∈ CNR×N1 and

H
(t)
2 ∈ CNR×N2 denote the channel matrices from S1 and

S2 to R, respectively. G
(t)
1 ∈ CN1×NR and G

(t)
2 ∈ CN2×NR

denote the channel matrices from R to S1 and S2, respec-
tively. We assume that each node knows its own transmitted
signal vectors and perfect channel state information (CSI)
between two nodes. In addition, H

(t)
11 ∈ CN1×N1 , H

(t)
22 ∈

CN2×N2 and H
(t)
RR ∈ CNR×NR denote loopback channel

matrices at the corresponding nodes. We assume that each
node have imperfect CSI on its loopback channel due to
channel estimation errors. The loopback channel is modeled
as H

(t)
ii = Ĥ

(t)
ii + ∆

(t)
ii for i ∈ {1, 2, R}, where Ĥ

(t)
ii denote

the estimation of loopback channel matrices, ∆
(t)
ii denote the

channel estimation error matrices. After applying the self-
interference cancellation scheme, each node cannot perfectly
cancel their loopback self-interference. For simplicity, we
consider a single data stream for each source node, in time
slot t, the transmitted signal at source i is denoted as s(t)i

with covariance E(|s(t)i |2 = 1), and the associated source
beamforming vectors are denoted as q

(t)
i ∈ CNi×1, for

i ∈ {1, 2}. Meanwhile, we consider the untrusted relay as
a beamformer. This case is available in real life. For example,
if the sources and the untrusted relay belong to heterogenous
network, the nodes will have different security clearances

Fig. 1. Full-duplex two-way AF relay system in time slot t.

and different levels of access to the information. The zero-
mean white Gaussian noise signals at S1, S2 and the relay
are denoted as n

(t)
1 , n

(t)
2 and n

(t)
R with E[n(t)

1 n
(t)
1

H
] = σ2

1I,

E[n(t)
2 n

(t)
2

H
] = σ2

2I and E[n(t)
R n

(t)
R

H
] = σ2

RI, respectively.
In time slot 0, the two sources simultaneously transmit

signals to the untrusted relay, because the relay does not have
any signal before data transmission, the relay does not operate
transmission in this time slot. The received signal at the relay
can be expressed as

y
(0)
R = H

(0)
1 q

(0)
1 s

(0)
1 + H

(0)
2 q

(0)
2 s

(0)
2 + n

(0)
R . (1)

In time slot 1, the untrusted relay amplifies the received
signal by multiplying with a relay beamforming matrix F(1) ∈
CNR×NR , and then retransmits signal to both S1 and S2.
At the same time, the two sources nodes transmit their
next signals to the relay, FD operation substantially starts
from this time slot. The received signals at S1, S2 and
relay with imperfect loopback self-interference cancellation
are respectively given by

y
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(1)
1 F(1)H

(0)
2 q

(0)
2 s
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(1)
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(0)
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(1)
11 q

(1)
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(1)
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(1)
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(2)

y
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+ ∆
(1)
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(1)
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(1)
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(1)
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(1)
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(1)
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(0)
1 s
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(0)
2 + n
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In this manner, the received signal at untrusted relay in time
slot t− 1 (t ≥ 2) is given by

y
(t−1)
R = H

(t−1)
1 q

(t−1)
1 s

(t−1)
1 + H

(t−1)
2 q

(t−1)
2 s

(t−1)
2

+ n
(t−1)
R + W(t−1),

(5)

where

W(t−1) =

t−2∑
i=0

{
t−1−j∏
j=1

(∆
(t−j)
RR F(t−j))(H

(i)
1 q

(i)
1 s

(i)
1

+ H
(i)
2 q

(i)
2 s

(i)
2 + n

(i)
R )}.

(6)



In time slot t, the relay broadcasts the received signal, thus,
the received signal at source node k are given by

y
(t)
k = G

(t)
k F(t)H

(t−1)
k

q
(t−1)
k

s
(t−1)
k

+ G
(t)
k F(t)n

(t−1)
R

+ G
(t)
k F(t)W(t−1) + ∆

(t)
kkq

(t)
k s

(t)
k + n

(t)
k ,

(7)

where k, k ∈ {1, 2}, k 6= k and F(t) ∈ CNR×NR is the relay
beamforming matrix at time slot t.

The untrusted relay wants to decode the two messages s1
and s2 in time slot t-1, the upper bound of the untrusted relay
information rate is

R(t−1)
e = log2(1 + q

(t−1)
1

H
H

(t−1)
1

H
T

(t−1)
R

−1
H

(t−1)
1 q

(t−1)
1

+ q
(t−1)
2

H
H

(t−1)
2

H
T

(t−1)
R

−1
H

(t−1)
2 q

(t−1)
2 ),

(8)

where

T
(t−1)
R = W(t−1)W(t−1)H + σ2

RI. (9)

Considering imperfect loopback self-interference cance-
lation, the achievable information rate from node k to k
(k, k ∈ {1, 2}, k 6= k) in time slot t can be expressed as

R
(t)

k
= log2(1 + q

(t−1)
k

H
H

(t−1)
k

H
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(t)

k

H
T

(t)

k
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G
(t)

k
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k q
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(10)

where
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k
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k
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(11)

According to [5], by combining (8) and (10), the achievable
secrecy sum rate of the FD two-way relay system is thus given
by

R(t)
s = E[R(t)

k +R
(t)

k
−R(t−1)

e ]
+
. (12)

III. BEAMFORMING DESIGN

In the considered model, the two sources simultaneously
transmit their signals to relay in time slot t-1, the untrusted
relay broadcasts its received signal in time slot t. The CSI is
different between time slot t-1 and time slot t. There are two
problems in message transmission process, on one hand, we

should protect the confidential messages from leaking to the
untrusted relay nodes in time slot t-1, on the other hand, we
should maximize the achievable secrecy rate in time slot t.
The objective of this section is to solve the aforementioned
two problems by designing the source beamforming matrices
q
(t−1)
1 , q

(t−1)
2 and relay beamforming matrix F(t). We pro-

pose algorithms for the design of source beamforming and
relay beamforming, respectively.

A. Source beamforming vector in time slot t-1

We first introduce the signal alignment technique before
presenting the problem formulations of source beamforming
design. The signal alignment technique was proposed in [14]
to achieve the degrees of freedom of the MIMO Y channel
which is generalized two-way relay channel with three users.
The key idea of this technique is to align the two signal
vectors transmitted from two users at the receiver of the
relay to jointly perform detection and encoding for network
coding. The two source beamforming vectors are chosen to
make the two received signals in relay node align in the same
direction. The signal vectors after aligning are helpful to keep
confidential messages from eavesdropping.

In time slot t-1, the upper bound of the untrusted relay in-
formation rate is (8). According to signal alignment technique,
to maximize the secrecy information rate in time slot t-1 the
problem of source beamforming matrices design in this time
slot is formulated as (13) shown at the bottom of the page.

We optimize the source beamforming vectors q
(t−1)
1 and

q
(t−1)
2 in an alternating manner. Given q

(t−1)
k

, we can
rewrite the objective function (13a) as a particular Rayleigh
quotient problem, according to [15], the optimum of the
Rayleigh quotient problem is attained by the eigenvector
corresponding to the largest generalized eigenvalue. Thus,
the optimal beamforming q

(t−1)
k of (13) is the general-

ized eigenvector of the pair (I + P
(t−1)
k H

(t−1)
k

H
H

(t−1)
k , I +

(q
(t−1)
k

H
H

(t−1)
k

H
H

(t−1)
k

q
(t−1)
k

)I + P
(t−1)
k H

(t−1)
k

H
H

(t−1)
k )

corresponding to the largest generalized eigenvalue. We obtain
(14) shown at the bottom of the page. Here we omit the details.
Formally, we present the method in Algorithm 1. Note that
the algorithm always converges because the source power is
limited and the (13a) is non-decreasing in every iteration.

max
A

log2(1 + q
(t−1)
1

H
H

(t−1)
1

H
H

(t−1)
1 q

(t−1)
1 ) + log2(1 + q

(t−1)
2

H
H

(t−1)
2

H
H

(t−1)
2 q

(t−1)
2 )

− log2(1 + q
(t−1)
1

H
H

(t−1)
1

H
H

(t−1)
1 q

(t−1)
1 + q

(t−1)
2

H
H

(t−1)
2

H
H

(t−1)
2 q

(t−1)
2 )

(13a)

s.t. ||q(t−1)
k || ≤ P (t−1)

k (13b)

q
(t−1)
k =

√
P

(t−1)
k ψmax(I + P

(t−1)
k H

(t−1)
k

H
H

(t−1)
k , I + (q

(t−1)
k

H
H

(t−1)
k

H
H

(t−1)
k

q
(t−1)
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)I + P
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k H
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H
H

(t−1)
k )
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k

H
H
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k

H
H
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H
H
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k
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)I + P
(t−1)
k H

(t−1)
k

H
H

(t−1)
k )||

(14)



Algorithm 1 algorithm for source beamforming design

1:Initialize q
(t−1)
1 and q

(t−1)
2 .

2:Repeat
(a) Optimize q

(t−1)
1 given q

(t−1)
2 according to (14).

(b) Optimize q
(t−1)
2 given q

(t−1)
1 according to (14) by

swapping q
(t−1)
1 and q

(t−1)
2 .

3:Until the (13a) does not increase.

B. Relay beamforming vector in time slot t

Note that the relay beamforming matrix F(t) only influences
the information rate R

(t)
1 and R

(t)
2 . Therefore, the optimal

F(t) that maximizes the secrecy sum rate (12) is the same
as that maximizes the information sum rate R(t)

1 +R
(t)
2 . Due

to the rank-one precoding at each source node, we have the
equivalent channel H

(t−1)
k q

(t−1)
k from source node k to relay.

In time slot t, the optimal relay beamforming matrix F(t)

that maximizes the secrecy sum rate has the following struc-
ture:

F(t) = V(t)A(t)U(t)H , (15)

where A(t) is an unknown matrix, V(t) and U(t) are orthonor-
mal matrices depend on the following two QR decomposition-
s: [

G
(t)
1

H
G

(t)
2

H
]
= V(t)G0, (16)[

H
(t−1)
1 q

(t−1)
1 H

(t−1)
2 q

(t−1)
2

]
= U(t)H0. (17)

where G0 and H0 are upper triangle matrices.

It is seen from (15) that number of unknown elements
in F(t) is reduced from N2

R to 2min{NR, N1 + N2}. (15)
greatly reduces the computational complexity of the relay
beamforming design. Given q

(t−1)
1 and q

(t−1)
2 , we can use

the gradient method to search A(t). The problem of relay
beamforming matrices design in time slot t is formulated
as (18) shown at the bottom of the page. The logarithmic
barrier function J(A(t), λ) is defined as (19) and the gradient
of J(A(t), λ) with respect to A(t) is formulated as (20),
respectively. With this gradient, we can use gradient descent
method to search A(t). We present the method in Algorithm
2.

Algorithm 2 algorithm for relay beamforming design

1:Initialize A(t).
2:Repeat

Optimize A(t) given q
(t−1)
1 and q

(t−1)
2 based on gradient

method.
3:Until the achievable secrecy sum rate does not increase.

IV. SIMULATION RESULTS

In this section, the performance of the proposed scheme
is validated by simulation results. In the simulation, all the
channel matrices H

(t)
1 , H

(t)
2 , G

(t)
1 , G

(t)
2 are independent and

identically distributed complex Gaussian random variables
with zero mean and unit variance. The channel estimation
error matrices ∆

(t)
ii for i ∈ {1, 2, R} are independent and

identically distributed complex Gaussian random variables

min
A

−R(t)
s (18a)

s.t. Tr(A(t)U(t)HH
(t−1)
1 q

(t−1)
1 q

(t−1)
1

H
H

(t−1)
1

H
U(t)A(t)H + A(t)U(t)HH

(t−1)
2 q

(t−1)
2 q

(t−1)
2

H

H
(t−1)
2

H
U(t)A(t)H + A(t)U(t)HW(t−1)W(t−1)HU(t)A(t)H + A(t)A(t)H) ≤ P (t)

R

(18b)

J(A(t), λ) =−R(t)
s − λ ln

(
P

(t)
R − Tr(A(t)U(t)HH

(t−1)
1 q

(t−1)
1 q

(t−1)
1

H
H

(t−1)
1

H
U(t)A(t)H + A(t)U(t)HH
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2
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H
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(19)
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log2 e
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) (20)
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(a) Secrecy sum rate versus source power for INR= 0dB.
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(b) Secrecy sum rate versus source power for INR= 5dB.

Fig. 2. Comparison of three schemes when N1 = 2, N2 = 2, NR = 3
and PR = 60dB.

with zero mean and variance σ2
ii. For simplicity, the variances

of Gaussian noise at each node are set to be as σ2
1 =

σ2
2 = σ2

R = σ2
n, the variances of channel estimation error

are set to be as σ2
11 = σ2

22 = σ2
RR = σ2

e . Interference-
to-noise ratio (INR) is defined as σ2

e/σ
2
n. We assume that

the power of each node is constant all the time and set
to be as P1, P2, PR, respectively. We present the secrecy
sum rate comparison of our proposed full-duplex secure
beamforming scheme, direct transmission (DT) beamforming
scheme and conventional half-duplex scheme. The conven-
tional half-duplex (HD) scheme takes two-phases and doesn’t
suffer from self-interference. Unlike the proposed scheme and
the conventional half-duplex scheme, the direct transmission
scheme treats the untrusted relay as an eavesdropper.

Fig. 2 shows the secrecy sum rate of three schemes versus
source power for different INR values when N1 = 2, N2 = 2,
NR = 3 and PR = 60dB. As source power increases, the se-
crecy sum rate of three schemes increases. When INR= 0dB,
we find that the proposed scheme is the best and the direct
transmission scheme is better than the half-duplex scheme.
When INR= 5dB, the proposed scheme is much better than
the other two schemes when source power is high. From Fig.

0 5 10 15 20
0.5

1

1.5

2

2.5

3

3.5

4

4.5

5

5.5

P
1
=P

2
(dB)

S
ec

re
cy

 s
um

 r
at

e 
(b

ps
/H

z)

 

 

DT
HD
FD

(a) Secrecy sum rate versus source power for INR= 0dB.

0 5 10 15 20
0

1

2

3

4

5

6

P
1
=P

2
(dB)

S
ec

re
cy

 s
um

 r
at

e 
(b

ps
/H

z)

 

 

DT
HD
FD

(b) Secrecy sum rate versus source power for INR= 5dB.

Fig. 3. Comparison of three schemes when N1 = 3, N2 = 3, NR = 2
and PR = 40dB.
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Fig. 4. Comparison of the schemes with varying relay power when N1 = 2,
N2 = 2, NR = 3, INR= 0dB and P1 = P2 = 15dB.

2, we find that we can seek cooperation with the untrusted
relay when the number of antennas at the relay is appropriate.
It will achieve a higher secrecy sum rate than just treat the
untrusted relay as pure eavesdropper.

Fig. 3 shows the secrecy sum rate of three schemes versus



source power for different INR values when N1 = 3, N2 = 3,
NR = 2 and PR = 40dB. We can see that the maximum
secrecy sum rate of direct transmission scheme tends to
infinity with the increase of the source powers. In this case,
the proposed scheme is better than half-duplex scheme when
INR= 0dB. Compared to Fig. 2, we note that reducing
the number of antennas at the relay obviously increase the
performance of direct transmission scheme. When the number
of antenna the untrusted relay is too small, we’d better treat
the untrusted relay as an eavesdropper.

Fig. 4 shows the secrecy sum rate of three schemes with
varying relay power when N1 = 2, N2 = 2, NR = 3, INR=
0dB and P1 = P2 = 15dB. Note that the relay acts as
an eavesdropper and does not make any help. Therefore, the
secrecy sum rate of direct transmission scheme constant with
the relay power increases. For proposed FD scheme, as the
relay power increases, the secrecy sum rate rises from zero
up to 1.6 bps/HZ. When the relay power is high, the proposed
scheme is better than the other two schemes. From Fig. 4, we
can see the importance of relaying power for the proposed
scheme and half-duplex scheme.

V. CONCLUSION

This paper investigated secure beamforming design in a
MIMO FD two-way amplify-and-forward relay system where
the two source nodes exchange messages via an untrusted
relay. We analyzed the secrecy sum rate of the system. For
efficiently preventing the untrusted relay from eavesdropping
confidential messages, we proposed two algorithms to design
the secure source and relay beamforming matrices at each
time slot. Simulation results demonstrate that the proposed
FD scheme can improve the secrecy rate when the number of
antennas at the relay is appropriate and the INR is in a low
region.
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