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Abstract As the basis of the Internet of Things (IoT), sensor networks have materialized
its computation and communication capability into anything in our modern lives. Ser-
vice composition provides us a promising way to cooperate various sensors to build more
powerful IoT applications over sensor networks. However, the limited capability of sen-
sor node poses great challenges not only to trustworthy service composition but also to
secure data aggregation. The complex composite structure, computation-intensive evalu-
ation, and massive data transmission become burdens for service composition in sensor
networks. To overcome these issues, this paper proposes a distributed approach to enable
efficient trustworthy service composition with secure data transmission in sensor networks.
By analyzing dependency relationships, the rules for computing service trust and data trust
are proposed based a multi-level trust model. Then, each target component service can be
evaluated independently through a model checker. Moreover, an identity-based aggregate
signature is introduced in the composite evaluation to guarantee the secure data transmis-
sion among different components. The experimental results show that our approach not only
achieves efficient trustworthy service composition with complex invocation structures, but
also reduces the costs in the secure data transmission.
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1 Introduction

Currently, the Internet of Things (IoT) has been widely adopted in various crucial systems
[1], such as urban sensing, highway transportation, intelligent community and granary man-
agement. With an increasing number of sensors connected to the Internet, it is possible to
achieve more comfortable and safer living conditions. For instance, London has deployed
all sorts of sensors to improve the quality of urban life, i.e. congestion control, traffic predic-
tion, weather forecast, and air quality monitoring [2]. In addition to dedicated IoT platforms,
mobile devices such as smartphones, cameras and GPS, are also utilized as sensing devices.

In service-oriented sensor networks, the functionality provided by each sensor node is
treated as a service [7]. Services can be composed together dynamically and rapidly to
develop novel and powerful applications. For a variety of candidate services, consumers
can select qualified ones with respect to their specific functional and security requirements.
However, some services may be malicious. They may not deliver its task with promised
quality, or cause confidential data leakage to the public. Therefore, trust and security are the
main concerns of service composition in sensor networks.

Conceptually, trust is the belief of one party in another to act in the interest of the former
party in a given situation [16]. Trust mechanism provides an incentive for good behavior
and help prevent financial losses during the interaction with an unknown entity. Trust eval-
uation of service vendors is key to the success of service composition. Traditional service
evaluation approaches [8, 11, 15] use ratings from direct perceptions or peers to represent
the trust property of a composite service with invocation structures. But a single aggregated
trust value cannot ensure secure data transmission through trusted service components.
Consequently, some issues still remain unsettled.

The first issue in most previous work is that they do not specifically consider the struc-
tures of composite services. A composite service is the service dynamically composed of
outsourced service components from multiple domains with complex invocation structures
[23]. Even with higher trust level, the service may still be composed of untrustworthy
components. Therefore, we should analyze the dependency relationships among different
objects to ensure trustworthy data transmission in the service composition.

The second issue is the cost of verification sensor. In general, sensor nodes are resource-
limited. It would costs greatly to evaluate the trustworthiness of target service in an
centralized way. With the lack of in-network trusted authorities, it is required to evaluate the
target invocations in a precise and efficient way. There are various abstract models for data-
oriented service invocations. For example, Hutter et al. [20] proposed an information flow
control approach that can specify security level to the confidential data based on type-based
model [5]. Then, type-labeled confidential data can be dynamic spread among those secure
composite services. Yang et al. [20] analyzed the distributed workflow using a hierarchi-
cal state machine, with which the information can be propagated in the secure workflow.
Moreover, Xi et al. [17] analyzed the intra- and inter-dependencies using a lattice-based
information model, then the security properties in service chain can be verified through
model checker tools [18]. For trust management in service-oriented architecture, time-
constraint service execution workflow can be modeled as multiple basic invocations [23],
then the trustworthy composite service can be composed with competitive and coopera-
tive relationships. The invocation relationship models in existing work can be employed to
analyze the data dependencies in sequential and conditional workflows, and a distributed
evaluation approach is required to be developed for the dependent components, which would
further reduce the costs for computation-intensive evaluations.

@ Springer



World Wide Web (2018) 21:185-200 187

The last issue is that it is difficult to protect the security of data in the service workflow.
It is risky to transmit service invocation data through the composite service workflow. There
are various work to protect data transmission among different structured composed entities.
For example, Liang et al. [9] proposed a secure review aggregation system that enabled users
to submit their review contents in a distributed and cooperative way. Their approaches used
aggregate signature on circulated tokens to provide efficient data aggregation and transmis-
sion. Moreover, Liu et al. [10] proposed an efficient attribute based sequential aggregate
signature for sequential data aggregation. Therefore, it is necessary to integrate aggregate
signature during composition steps to guarantee data security and reduce transmission costs.

To solve the above issues, we present a distributed service composition approach to
guarantee trustworthy service evaluation and secure data transmission among service com-
ponents. In our approach, the dynamic dependencies among different objects are analyzed
using program dependency graph. Based on the lattice-based trust model, the trust level of
each component service can be aggregated and verified in the abstract form. The security
of data in service workflow can be further guaranteed with identity-based aggregate signa-
ture. Finally, a compositional trustworthy service composition with secure data transmission
algorithm is proposed. Through theoretical analysis, we show our approach can construct
trustworthy composite services in the distributed way. We further evaluate the performance
of our approach. The simulation results show that our approach can work effectively for
sensor networks.

Compared with the preliminary version of this paper [24], there are several main addi-
tional extensions: 1) We theoretically prove our trust evaluation approach at component
and composite level; 2) We model the service function as abstract states with state transi-
tions, and verify the trust constraints defined in these states through model checker; and
3) We introduce a practical identity-based aggregate signature to ensure the secure data
transmission in service workflow.

The reminder of this paper is organized as follows. Section 2 introduces the related
models and definitions. Sections 3 and 4 propose service evaluation and data transmission
approach at both component and composite levels for composing trustworthy services in
sensor networks. Experiments are conducted in Section 5 for illustrating the effectiveness
of our approach. Finally, we conclude this paper and present future directions in Section 6.

2 Models and definitions
2.1 Network model

A typical sensor network system is illustrated in Figure 1, which consists of multiple sensor
domains. These domains are interconnected with network switches to support heteroge-
nous data transmission. In the networks, there are various services s that can be composed
together to generate some powerful composite applications. For the sake of focus and sim-
plicity, it is assumed that there is only one trust management authority (TMA) responsible
for trust evaluation and security key generation.

Some sensors may offer similar functionalities with different quality-of-service (QoS).
Even with the same trust level, services with equivalent functionality may have entirely dif-
ferent implementations. As our focus is on composing trustworthy service components, we
assume each service is associated with an evaluated trust level. Some evaluation approaches
can be studied in the literature [4, 6, 13, 19, 21].
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Figure 1 Service-oriented Sensor Networks

2.2 Dataflow service model

The dataflow service model is illustrated in Figure 2, where service s; which receives its
input data s;./ and generates its output data s;.O. There are three types of data flow: hori-
zontal, vertical and hybrid. Horizontal data flow happens when service s; receives data from
its predecessors and sends data to its successors; vertical data flow is the computation flow
when service s; invokes other service components in its computation function, and hybrid

service s;

! function s.F

| Sir a0 T S )
|—IC> '
o° Service
Components

Figure 2 Data Flow Service Model
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data flow is composed of both horizontal and vertical flows. The definition of data flow
service model can be defined as Definition 1.

Definition 1 (Dataflow Service Model) Service s is defined as a quintuple (id, F, T, I, O),
where

— s.id is the identifier of s,
—  s.F is the computation function of s,
5.1 is the set of all input data objects of s, 5. = s.I™ U 5.1 where,

s. M= {s.IlM R s.IZM, ey s.I,f’I} is the data objects that receive from its predecessors.
- 5.I€ = {s.lc, s.lzc,..., s.Inc} is the data objects that receive from its service
components in its computation function s.F'.

5.0 is the set of all output data objects of s, 5.0 = . OM Us.0€ where,

5.0M = {s.OM, s.oM s.O,i”} is the data objects that send to its successors.
- 5.0¢ = {s.OC, 5.05, ...,s.OnC} is the data objects that send to its service
components in its computation function s.F.

The function s;. F of service s; can be abstracted as the following language syntax, which
is given in Figure 3.

2.3 Multi-level trust model

We use multi-level trust model [6] to describe the trust property of each associated objects,
which include basic service components and the generated data. The multi-level trust model
can be defined on a lattice, as Definition 2.

Definition 2 (Multi-level Trust Model) Multi-level trust model is defined as a lattice (7L,
<), where TL is finite set of trust levels that are totally ordered by <.

In this paper, the trust level of service s is defined as T (s), the trust level of data object
transmitted through composite service S, is defined as §(0). Additionally, consumers and
vendors are able to specify trust levels for their data, defined as 7.

3 Trustworthy service evaluation for composite services

From the perspective for dataflow service model, data objects are transmitted through dif-
ferent service components in a composite service S.. S; is considered as trustworthy if it

fo=af

a = skip|var := e|a; alinput(in, e)|output(out, e)
|if(e) then a else alwhile(e) a

e == var|eRe

Ri=+|—-|=]|<

Figure 3 Language Syntax of s;.F
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contains no untrustworthy components. In the process of service composition, a service con-
sumer first submits the functional requirement and trust requirement 7,,, then the composer
returns a concrete services S, satisfying these requirements. This 7, can be considered as
the global constraint on the composite service S.. Moreover, each service component s;
would specify a trust level 7 (s) for its generated data to prevent trust degradation. This 7 (s)
can be considered as local constraints. To guarantee the global and local constraint, we ana-
lyze the dependency relationships in composite services to evaluate the trust level of each
candidate.

3.1 Program graph-based trustworthy evaluation for component service

From definition 1, service s; is modeled as a computation function s;.F with input s;./ and
output s;.0. s;.F, which contains a lot of activities concerned with control and computa-
tion dependencies, which can be considered as a reactive system responding to the external
events. Based on the abstract language syntax of s;.F in Figure 3, Program Dependency
Graph (PDG) is employed to model the dependencies in s;. F. Then, the relationships among
different objects in PDG can be obtained by the program backward slicing [14]. For each
object o, we use intra-dependency set D,(0) to store the internal service dependencies.
Based on the intra-dependency set D, (0), the trust level of a service s; can be aggregated.
ForVu € s5;.0,

Tw) = U{T(s), U{TW)}} vesidAve D) )

Equation (1) means that the aggregated trust level of service component is set as the
lowest trust level (denoted as LI ) of the dependent service components in s. F of service s.
min

As the operations of service s; is in the dependency set of its output, i.e. Vu € s;.0,s; €
D, (u), the (1) can be simplified as follows. For Yu € s;.0,

T(w)= u{T()} ves.IAveDs(u) 2)

To guarantee the global and local trust constraint, the trust level of recipient services
should be equal to or higher than the trust level specified by the service consumer and
vendors respectively. In other words, the generated data should be transmitted among the
trustworthy subsequent services. From the above analysis, the trust level of data objects can
be computed as follows. For Vu € s;.0,

S =1 vesyIM
8(v) =1(s5i—-1.0M) vesIMi>0 3)
S(u)=6(w) wvesiIADy(u),i>0
The above equations mean that the global trust level of composite service S. is specified
by the service consumers as the trust level on initial service so, the aggregated trust level of
data objects is computed from the dependent service components in s;.F of service s;, and
the local trust level may be upgraded by the service vendors. Therefore, we use the highest
trust level (denoted as mI_Iax) as the trust level of the output data objects of each component

service s;. As a result, the above equations can be summarized as (4).

S(u) = mI_lax{ﬁ(v)} vesi.dADy(u) “)

From (4), we can obtain the following theorem.
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Theorem 1 For Vu € s;.0, there is
8(u) >8(w) vesi.IAveD,(u)

Based on the multi-level trust model and dependency relationship of service compo-
nents, if all the data objects are processed in the trustworthy components in the execution
of s;.F, the service component s; is considered trustworthy. Then, the trustworthy service
component in s; can be defined as follows.

Definition 3 (Trustworthy Service Component) A service component s; is considered
trustworthy if it satisfies that for Vu € 5;.0 and v € s;.1 A D,(u), there is

T(u) =68 = u{s)}
max
3.2 Distributed trustworthy evaluation for composite service

For a composite service S., data are transmitted through different service components. For
example, the input data objects of s; may come from two sources, s;.I and s;.1¢, where
si.I™ is the input from its predecessors, and s;.1€ is from the intra-composed components.
The output data objects of s; may be further processed by its successors, and finally deliver
the data to the end service s,. This kind of dependency relationship is referred to as inter-
service dependency, denoted as D; (o), which can be formally defined as follows.

Definition 4 (Inter-Service Dependency) For objects v € s; and u € 5;(j > i), v isin
the set of inter-service dependency D, (u), if v and u satisfy either of the following two
conditions:
Hi=j—1
Jw; €5;.0, wy € 5;.1, w; = wy,
(v € Dyg(wi) Awy =v) V (wr € Da(u) A wy = u)
@i#j-1
dwesg,i<k<j
v e Di(w) Aw € Dy(u)

Based on the D;(0), we can determine which services consume a give data object in
Sc. To guarantee trustworthy data transmission in S., we define the trustworthy composite
service follows.

Definition 5 (Trustworthy Composite Service) A composite service is considered trustworthy
if it satisfies that for Vu € S..Out, there is

Tw)> U{d(w)} veScinAeDyi(u)Vvve Di(u))
max
As the trust level of output data is computed by individual service, each service can be

distributed evaluated by its successors. To support this, we give the following lemmas and
theorem.

Lemma 1 In a composite service S, for Yu € s;.0, and v € s;j.I A (v € Dy(u) Vv €
D;(u)), 0 < j <, there is §(u) > §(v).

Proof First, let n = 1, there are two services sg and s in composite service S,.
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For Yu € 59.0 and v € s9.I Av € D,(u), theorem 1 provides that for there is é(u) >
8(v). And, since sp has no predecessor that 5./ = &, no inter-service dependency exists.
This lemma is proved.

For Vu € 51.0, we have to consider the following two cases:

Casel j=1,v e s;.] Ave Dy(u). It can be proved from theorem 1 that §(u) > §(v).

Case2 j = 0,v € s9.I Av € D;(u). From the definition 4, we can obtain that 3w and
Jw,, such that

wy € 50.0M = wy € 51.IM (v e Dy(wy) Aws € Dg())

Therefore,
d(wy) = d(w2) (5
From Theorem 1, we get
3(u) > 3(wa) (6)
d(wy) = 8(v) (7N
From (5), (6) and (7), we get
d(u) = 8(v)

Thus, it has been shown that lemma 1 holds whenn = 1.
Next, suppose lemma 1 holds when n = k — 1, that is,
forVu € 5;.0M,0 <i <k — 1, there is

8(u) = 8(v)

ves;IAWeD;u)vVve D), 0<j<i ®)
When n = k, the lemma is proved as follows.
ForVu € 5;.0M,0 < i < k, we consider the following two cases.
Case 1 j = ifor Vv € s;.I AN v € D,(u). Similar to the previous proof, we can get

S(u) = 8(v).
Case20 < j < i, forYv € 5s;.I Av € D;(u). From the definition 4, we can obtain that
Jw; and Jw,, such that
Wy € 5p—1.0M =wy €5,.1"
(v € Da(w1) Vv € Di(w1)) Awz € Do(u)

Therefore,

S(wy) = d(w2) ©))
From Theorem 1, we get

d(u) = 8(wo) (10)
And, the hypothesis provides that for Yw; € 5;.0M 0 <i<k—1,thereis

d(wy) = 8(v) (1)
From (9), (10) and (11), we get

d(u) > 48(v)

In conclusion, when n = k, the lemma is proved. O

Lemma 2 If first m component services are trustworthy in S, it satisfies that for Yu €
5;.0,0<i<m,andv €sjIAN@weD;u)vVve D(u),0=j<=<ithereis T (u) > ().
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Proof For Yu € s;.0, we consider the following two cases.

Casel j =i,Vv €s;.1 Av e D,(u). It follows from Definition 3 that 7' («) > §(v).
Case20 < j <i,Yv € s;.I Av € D;(u). From the definition 4, we can obtain that Jwy,
and Jwy, such that

wp € sn_1.0M =wy € s,,.IM

(v € Dg(wy) Vv e Diy(w)) Awa € Dy(u)

Therefore,

8(wy) = &(w2) (12)
Definition 3 provides that

T (u) > 8(u) 13)

From Theorem 1, we get

S(u) > §(wr) (14)
Moreover, from Lemma 1, we have

S(w1) = 8(v) (15)

Finally, from (12), (13), (14) and (15), we get

T(u) > 6(v)

In conclusion, this lemma is proved. O

Theorem 2 For a composite service S., we say S. is trustworthy if each component service
s; satisfies the following two conditions:
(1) In each component service s;, for Vu € s;.0 and v € s;.I A Dy(u), there is T (u) >
Su) = U {s(v)}
max
(2) In services s; and s; with invocation relationship, for Vw; € 5i.0M VY, € s
and T (wy) > T (wy), there is §(wy) > §(wy).

M

Proof Letm = n + 1, where n is the number of services in S.. Theorem 2 can be proved
from Lemma 2. O

4 Trustworthy service composition with secure data transmission
4.1 Trustworthy service evaluation framework in sensor networks

In the process of service composition, our approach selects services from the candidate set
C; for each task s; in S.. The candidate set is defined as C; = {s; ;|10 <i <n,1 < j <
|C;|}. Based on the trustworthy composite service model, we can evaluate each candidate
service in C; according to the Theorem 2. Service evaluation framework is illustrated as
Figure 4.

The framework consists of two elements, 1) candidate services (C), and 2) trust manage-
ment authority (TMA). For each candidate s; ; in C;, there are two phases to evaluate the
trust level, i.e. the component evaluation phase and the composite evaluation phase. In the
component evaluation phase, the framework verifies whether a component s; ; is trustwor-
thy by model checking, then generate a signature for the qualified services for the following
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Figure 4 Trust Evaluation Framework

secure data transmission. The composite evaluation happens when a service generates out-
put data objects to its successors. A trustworthy composite service can be deployed after all
the services are found in the networks.

TMA plays the role of both model checker and public key generator. And, there is only
one TMA in our framework. The multi-authority signature schemes are extensively, which
are out of scope in our work.

4.2 Component service evaluation by model checking

In this phase, TMA evaluates whether each candidate service in C; satisfies the trust con-
straints. For the dynamic dependencies in Definition 4, the self-composition procedure is
used to evaluated the properties of activities in the functions. The self-composition proce-
dure translates the states of s;.F into the Label Transition Systems (LTS), which can be
defined as follows:

Definition 6 A state of the execution function s;.F of component service s; is a triple u =
(I, 0,V), where I, O, and V represent the mappings from its input, output and variables
to the values respectively, i.e. I : s;.] — val, O : 5,.0 — val, V : s;.var — val, and val
is the range of values in s;.F.
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The initial state of s;.F is jo and the final state is 1 7. Intermediate state p; may transit
to another state 1 ; with the activity a. As some component services may be composed in
s;i.F, the trust level may be changed based on the data flow in s;.var, which also lead to
the state transitions. Therefore, based on the Definition 6, the definition of LTS is given as
follows.

Definition 7 The LTS of a service s; is modeled as M = («, u, —), where i represents
the set of states of s;.F, and — represents the transition between states in (.

In this paper, we employ the state transitions in our previous work [18] for describ-
ing the abstract language syntax of service function s;.F in Figure 3. The transition rules
@ (, ng, n;, —) is given in Figure 5, where n; and n; represent the entry and exit state of
the activity « in s;. F.

TMA applies self-composition procedure to verify the trust properties of each candidate.
For a service model M with initial state 1o, TMA creates a copy of M as M’ with pj,
and also copies the trust level of input objects from M to M’, i.e. for Yo € s;.1, such that
8% (0) = 8, (0).

The model checker verifies whether two abstractions of properties would stay at the
equivalent states. For two states u = (I, O, V) and @/ = (I, O, V), u.I ~ p'.I means
for Yo € s;.1, there is u.I(0) = u'.1(0), and .0 ~ p'.0 means for Yo € s;.0, there is
1.0(0) = n'.0(0). Then, we can obtain the following theorem from Definition 5.

Theorem 3 The component service s; is trustworthy if and only if that for ¥ and V“E)’ if
po-I ~ .1, thereis .0 ~ ,u’f.O, where vy = A{s;.F (o)} and ;,L’f = Alsi. F(ug))-

According to Theorem 3, we can verify whether all output data objects with different
trust levels can reach the same state using the following assertion s;, i.e. for Yu, € s;.0,

assert [ /\ (//,f.O(ux)==u/f.0(ux))
L<x<é&(u)

Next, we use model checking tool SPIN [3] to verify the trust properties of each com-
ponent services s;. SPIN accepts the self-composition service models M and M’ as input,
and takes security property expressions as assertions. If no error returns, component service
s; satisfies the trust constraints; otherwise it returns some traces of counter-examples.

If component service s; is trustworthy, it generates a message m; for its successor evalu-
ation. m; contains two parts of information, i.e. service output and data trust requirement §.
In order to guarantee the s; can invoke s; in a secure channel, we sign the message m; for
each s;, which will be described in the next subsection. As the component service evalua-
tion does not rely on the signature, the properties can be verified by model checker offline.
The computation cost of compositional evaluation will decrease accordingly.

4.3 Composite evaluation with secure data transmission
For trustworthy service s;, the identity-based (ID-based) aggregate signature scheme in [12]
is used to record the invocation path, which enables secure data transmission in composed

component services. The ID-based aggregate signature scheme generates the private key
sk; for service s; with s;.id, then service s; uses this private key sk; to sign data message
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B(skip, ng,ny, =) = {(ng) = (n)|I' =TAO' =0AV' =V}
P (input(in,var), ng, ny, —)
={(nk) = (n)|I' =TI ANO" =0 AV'(var)
= I(in) A (Yvar' # var, V' (var’) = V(var'))}
P (output(out,var), ng, ng, —)
= {(ny) = (n)|I' = T A O'(out)
=Vwar) AV =V")}
P(var := e, ng,ny, —)
={(ng) = ()|[I' =IANO" =0 AV'(var)
= V(e) A (Yvar’ # var, V' (var') = V(var'))}
B(asa’,ng,ny, =) = B(a, ng,ny, —) U (a, ng, ny, —)
&(if (e) then a else ', ng,ny, —)
={(nr) = I’ =TIAO =0AV' =V A&}
U{(nk) = (n )|l I’ =IANO" =0AV' =V A—e}
UP(a,ny,ng, —) U @(o/, N, Ny, —)
@D (while (e) a,np,ng, —)
={(nk) = ) I'=TANO =0OAV' =V Ae}
U{(ng) = (n)|I' =TAO" =0OAV' =V A=-e}
U P(a, nyp,ng, —)

Figure 5 State Transitions of s;. F

m; with signature o; = signg, (m;), and sends the signature to its successors. Then the
composed service can generate its aggregate signature as

({sj.id.mj,0},0 < j < n},o%).

The aggregated signature o * is valid if the function verify({sj.id,mj,o0;,0 < j < n})
outputs True.

If 5; ; passes the evaluation, TMA gives a signature o; to instantiate the s;. Then com-
posed services play the role of requestor to invoke the candidate s; and sign the m;
with ID-based aggregate signature. Then the TMA verifies the trust properties of each
invocations based on the Theorem 2.

For illegal candidate, it will be removed from the candidate set. Moreover, if there is
no legal composite service, we will examine which candidates would result in the data trust
level aggradation.

4.4 Service composition algorithm in sensor networks

Based on the component verification and composite evaluation, we propose a distributed
trustworthy service composition algorithm with secure data transmission in sensor net-
works. Given the functional and trust requirement, TMA first evaluate each candidate
evaluated candidates C; to obtain the qualified candidates C ip , then each service in C lp con-
tinues its stepwise composite evaluation. As service execution graph is an end-to-end graph,
so and s, are the deterministic initiator and ending nodes, where so receives consumer’s
input while s, generates the computation results. The details of the service composition
algorithm is presented in Algorithm 1.
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Algorithm 1: Trustworthy Service Composition

Input: composed service scom , Candidate service set C; for s;, Ending service s,
Output: Composite Service: S,

1 TMA waits for the signal to start evaluation;
2 if Signal is INVOKE then
3 if scom = so then
4 L so pushes its successor candidates in C; to the waiting queue succ;
5 if Si,j == Sn then
6 if succ == @ then
7 TMA sends signal SUCCESS and trustworthy S. to consumer;
8 | return Se;
9 else
10 Pop succ to s; ;3
11 TMA evaluates each candidate s; j, and the illegal ones is removed;
12 TMA verifies the invocation trust level between scom and legal
successors based on Theorem 2;
13 TMA issues security keys to sign the trustworthy service s; ; using
| ID-based signature and aggregates the signatures in set scom;
14 if There is no trustworthy services then
15 L TMA sends signal FAIL ;
16 | TMA sends signal INVOKE to the newly composed service;
17 if Signal is FAIL then
18 C;.counter increases;
19 if C;.counter == |C;| then
20 TMA notices that there is no trustworthy service composition;
21 return null;
22 else
23 L TMA sends FAIL to its predecessors;

24 return Sg;

In Algorithm 1, we use three types of signals to represent the different steps in the compo-
sition, i.e. INVOKE, SUCCESS and FAIL. The signal INVOKE is used when the composed
service is ready to compose its successors. In this step, the invocation relationships are con-
sidered. If all the candidates passed evaluations, the signal SUCCESS is used to deliver the
final computation results to the end consumer. In addition, the signal FAIL tells that the
current service is untrustworthy, we will judge whether it is caused by the upgraded data
trust level specified by either service itself, or some components in its computation func-
tion. If there is no available candidates, there is no trustworthy composition results for the
end consumer. The consumer may need to modify the global trust constraint for the next
composition.

5 Experiments and evaluations

5.1 Performance evaluation

According to Algorithm 1, for each verification, the time complexity is O(m), where
m = |C;| is the number of candidates in C;. Therefore, at each verification step, the time
complexity is O (m * p) ~ O (m?), where p = |Cl.p | is the number of candidates in Cl.p . For

each composite service, there are n tasks to be executed (» is a constant). Therefore, the total
complexity for service evaluation is O (nm) + O(nm?) ~ O(nm?). However, the global
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model checking has the complexity of O (m™), which is greatly larger than ours O (nm?). In
conclusion, our approach can reduce the cost in service evaluations.

5.2 Experimental evaluation

We use the service composition structure in [22] as the test case, which supports the com-
plex input and output relationships. We use SPIN to verify the abstract states in service
functionality and NS-3 to simulate our composition algorithm.

Figure 6 plots the evaluation time on the requestor service in relation with different num-
ber of candidates. It can be observed that evaluation time increases significantly with the
number of candidate in the centralized way, while in our approach it just increases slightly.
This is because in the centralized evaluation, the authority has to search for all the possible
states of the composed services, and the search range would rise sharply at an exponential
rate. However, in our approach, each service can evaluate its successor directly, thus needs
far less evaluation time.

Regarding the communication cost on the requestor, our approach also outperforms the
centralized approach (See Figure 7). This is because in centralized evaluation, requestors
have to communicate with all other nodes, while in our approach requestors only need to
send evaluation and invocation information to its successor in each composition step, which
leads to the low communication cost.
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Figure 7 Communication Cost
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6 Conclusion

This paper has proposed a trustworthy service composition approach with secure data
transmission in sensor networks. Our approach supports the following features:

1) Engage program dependency graph to analyze the dependency relationship and enable
distributed trustworthy evaluation;

2) Based on the lattice-based trust model, the property abstraction and state transition for
each component service can be verified through model checker.

3) Introduce ID-based aggregate signature in the composition steps, the execution step
can be evaluated stepwise by each component.

For future work, we would like to improve our current evaluation framework to be more
adaptive for mobile environment. Besides, adversary may act as an virtualized sensor nodes
to launch sybil attack, we will also develop a sybil-defensive trust-aware framework for IoT
applications.
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