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Abstract— This paper investigates the security-delay trade-
off of the buffer-aided relay selection scheme in a two-hop
wireless system, which consists of a source-destination pair, one
eavesdropper, and multiple relays each having a finite buffer.
To evaluate the security and delay performances of the system,
we derive analytical expressions for the end-to-end (E2E) secure
transmission probability (STP) and the expected E2E delay under
both perfect and partial eavesdropper channel state information
(CSI) cases. These analytical expressions help us to explore the
inherent trade-off between the security and delay performances
of the concerned system. In particular, the results in this paper
indicate that: 1) the maximum E2E STP increases as the
constraint on the expected E2E delay becomes less strict, and
such trend is more sensitive to the variation of the number of
relays than that of the relay buffer size; 2) on the other hand,
the minimum expected E2E delay tends to decrease when a less
strict constraint on E2E STP is imposed, and this trend is more
sensitive to the variation of the relay buffer size than that of the
number of relays.

Index Terms— Buffer-aided relay selection, physical layer
security, delay, trade-off.

I. INTRODUCTION

AS WIRELESS communication technologies continue to
evolve rapidly, an unprecedented amount of sensitive

information, such as financial data, physical health details and
personal profile data, are transmitted through various wire-
less networks [1]. However, the broadcast nature of wireless
medium makes it difficult to shield these sensitive information
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from unauthorized users (eavesdroppers), and thus securing
wireless communication is becoming an increasingly urgent
demand [2].

Traditionally, security issues are addressed by cryptographic
methods which utilize secret keys and encryption/decryption
algorithms to provide secure data streams above the physi-
cal layer [3], [4]. A key premise of these methods is that
eavesdroppers have limited computational capability such
that the encryption algorithms are computationally chal-
lenging for them to decrypt without the secret keys [4].
Unfortunately, this premise has been challenged as eavesdrop-
pers are becoming increasingly computationally powerful [5].
Recently, the technology of physical layer (PHY) security,
which secures information at the physical layer by exploiting
the inherent randomness of wireless channels and noise, has
attracted considerable attention [6]. As PHY security has the
potential to achieve the information-theoretic security, it has
been recognized as an important approach for providing a
strong form of security guarantee for wireless networks [7].
In particular, the PHY security is promising to serve as a
complementary approach for the conventional cryptography to
achieve an enhanced security performance.

Since the seminal work of Wyner on PHY security [8],
extensive research efforts have been devoted to the design of
effective PHY security schemes, such as artificial noise injec-
tion/cooperative jamming [9]–[11], beam-forming [12], [13],
coding [14], [15] and relay selection with or without the
help of relay buffers [16]–[26]. This paper focuses on the
relay selection with the help of buffers (i.e., buffer-aided relay
selection). In the conventional relay selection without the help
of buffers, the selected relay, which received packets from a
source during previous time slot, must send out the packets
to a destination in the current time slot, even if the link
quality is poor for secure transmission [16]–[18]. In the buffer-
aided relay selection, however, a packet can be temporarily
stored in the relay buffer when its desired link in current
time slot is not secure enough for transmission [19]–[26].
Thus, the buffer-aided relay selection can greatly improve the
security performance of wireless communications.

By now, many works have been devoted to the study on
the PHY security performances of wireless networks with
buffer-aided relay selection [19]–[26]. These works mainly
focused on two-hop relay systems with one source-destination
pair and single/multiple relays. For the scenario with single
relay, the buffer-aided relay selection problem reduces to the
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selection of a link among the links of source-relay, relay-
destination and source-destination to meet a given security cri-
teria [19]–[21]. For the relay system with a half-duplex (HD)
relay where no direct source-destination link is available,
the authors in [19] proposed two link selection policies with
the considerations of both transmission efficiency and secrecy
constraints. They also considered the secrecy throughput max-
imization problem under secrecy outage probability (SOP)
constraint and the SOP minimization problem under secrecy
throughput constraint. This work was then extended to the
scenario with a full-duplex (FD) relay in [20], where the
authors proposed a hybrid HD/FD relaying scheme that allows
the relay to switch between the FD mode and HD mode.
The optimal setting of mode switching probability was also
examined in [20] for the maximization of secrecy network
throughput. For the relay system with direct source-destination
link, the authors in [21] proposed a link selection scheme
based on artificial noise injection, where the node not involved
in the transmission serves as a jammer for noise injection.
The secrecy throughput maximization issue was also explored
in [21] under certain SOP constraint.

Regarding the two-hop relay systems with multiple relays,
the authors in [22] considered the case when there is only
one eavesdropper and proposed relay selection schemes under
both the perfect and partial eavesdropper CSI assumptions,
where a link is selected based on the channel gain ratio
between the main channel and the eavesdropping channel. The
SOP of the selected link was derived to evaluate the security
performance of the proposed schemes. This work was then
extended in [23], where the relay selection is based on the
instantaneous secrecy capacity of the individual links. For
a MIMO relay system with one eavesdropper and unknown
eavesdroppers CSI, the authors in [24] and [25] proposed a link
selection scheme based on the maximum legitimate channel
gain and derived the corresponding SOP performance of the
selected link. The authors in [26] also considered a MIMO
system in the presence of multiple eavesdroppers. Under the
assumption of perfect eavesdroppers’ CSI, they combined the
relay selection scheme in [22] with the cooperative jamming
technique and proposed a greedy algorithm to identify the
best link and jammer to maximize the instantaneous single-
link secrecy rate. It is notable from above that existing
works on the PHY security study of buffer-aided relay sys-
tems with multiple relays mainly focused on analyzing the
single link rather than the end-to-end (E2E) PHY security
performances [22]–[26].

These works demonstrated that buffer-aided relay selection
is flexible and promising for achieving a desirable PHY
security performance. It is notable, however, that a significant
delay may be introduced in buffer-aided relay systems due to
its buffer queuing process and relay selection process. First,
in the relay selection process, a packet at the source or the head
of a certain relay queue may have to wait for a long time
(i.e., service time) before it is served by the selected link;
Second, the buffer queuing process, i.e., the process when a
packet moves from the end of the relay queue of a certain relay
to the head of this queue, may also incur a long queuing delay
at the relay since a relay usually needs to help forward multiple

packets. While there are some works on the delay performance
study of buffer-aided relay selection, the important security
issue has not been considered therein [27]–[29]. Thus, some
natural and crucial questions arise: how will the security and
delay performances of buffer-aided relay systems interplay
with each other, and what would be the achievable region
of one performance metric if some constraints are imposed
to the other? Answering these questions is very important
for the applications of buffer-aided relay systems, especially
when they are applied to support delay-sensitive applications
in wireless communication scenarios [30].

This paper extends our previous study in [31] and inves-
tigates the critical security-delay trade-off issue of two-hop
relay systems, in particular, the inherent trade-off between
the E2E security and delay performances in such systems.
The main contributions of this paper are summarized as
follows.

• Analytical expressions for E2E secure transmission prob-
ability (STP) and expected E2E delay: we consider a two-
hop relay system, which consists of a source-destination
pair, one eavesdropper and multiple relays each having
a finite buffer, and study the E2E security and delay
performances of the system under both perfect and partial
eavesdropper CSI cases. To derive the E2E performances,
we develop a theoretical framework consisting of two
Markov chains, here the first one characterizes the buffer
states for a packet in its source-relay delivery process
while the second one characterizes the buffer states for the
packet in its relay-destination delivery process. With the
help of the framework, the analytical expressions for
the E2E STP and the expected E2E delay are derived
to evaluate the security and delay performances of the
system.

• Study on the security-delay trade-off: based on the analyt-
ical expressions on the E2E STP and expected E2E delay,
we provide extensive numerical results to illustrate our
theoretical findings. These results indicate that there is a
clear trade-off between the E2E security performance and
delay performance in the concerned system. For example,
if we impose a larger upper bound (i.e., a less strict
constraint) on the expected E2E delay, the maximum E2E
STP (in terms of either relay buffer size or number of
relays) tends to increase, and such trend is more sensitive
to the variation of the number of relays than that of
the relay buffer size. On the other hand, if we impose
a smaller lower bound (i.e., a more strict constraint) on
the E2E STP, the minimum expected E2E delay (in terms
of either relay buffer size or number of relays) tends to
decrease, and this trend is more sensitive to the variation
of the relay buffer size than that of the number of relays.

The remainder of this paper is organized as follows.
Section II introduces the system model, transmission scheme,
the buffer-aided relay selection schemes and performance
metrics. Section III provides the general framework for char-
acterizing the E2E packet delivery process. The E2E STP
and delay performances are analyzed in Section IV, and
the numerical results are provided in Section V. Finally,
Section VI concludes this paper.



LIAO et al.: ON SECURITY-DELAY TRADE-OFF IN TWO-HOP WIRELESS NETWORKS WITH BUFFER-AIDED RELAY SELECTION 1895

Fig. 1. Illustration of system model.

II. SYSTEM MODEL AND DEFINITIONS

A. System Model

As illustrated in Fig. 1, we consider a two-hop wireless
system consisting of one source S, one destination D, N
relays R1, R2, . . . , RN adopting the Randomize-and-
Forward (RF) decoding strategy, and one eavesdropper E
wiretapping on both the source-relay and relay-destination
links. Same as [32], [33], the RF strategy concerned in this
paper adopts different codebooks at the source and relay
respectively, so the eavesdropper can only independently
decode the signals received in the two hops. We assume all
nodes have one antenna and operate in the half-duplex (HD)
mode such that they cannot transmit and receive data
simultaneously. The source and relays are assumed to
transmit with common power P . Each relay Rn (1 ≤ n ≤ N)
is equipped with a data buffer Qn that can store at most L
packets. We use �(Qn) to denote the number of packets
stored in the buffer Qn and all packets in the buffer are served
in a First-In-First-Out (FIFO) discipline. The source S is
assumed to have an infinite backlog, i.e., always has packets
to transmit.

We consider a time-slotted system where the time is divided
into successive slots with equal duration. All wireless links are
assumed to suffer from the quasi-static Rayleigh block fading
such that the channel gains remain constant during one time
slot, but change independently and randomly from one time
slot to the next. We use |hi j |2 to denote the channel gain of
the link from node i to node j , where i ∈ {S, R1, R2, . . . , RN }
and j ∈ {R1, R2, . . . , RN , E, D}. We assume all source-
relay, relay-destination and relay-eavesdropper channel gains
are independent and identically distributed (i.i.d.) with mean
E
�|hS Rn |2

� = γsr , E
�|h Rn D|2� = γrd and E

�|h Rn E |2� = γre,
respectively. Here, E [·] stands for the expectation operator.
The mean of the source-eavesdropper channel gain is denoted
as E

�|hS E |2� = γse. In this paper, we assume the instanta-
neous channel state information (CSI) of legitimate channels
(i.e., |hS Rn |2 and |h Rn D|2) are always known. Regarding
the knowledge of eavesdropper CSI, we consider two cases,
i.e., perfect CSI case where the instantaneous eavesdropper

CSI (i.e., |hS E |2 and |h Rn E |2) are known and partial CSI case
where only the average eavesdropper CSI (i.e., γse and γre) are
available. In addition to fading, all links are also impaired by
the additive white Gaussian noise (AWGN) with variance σ 2.

B. Transmission and Buffer-Aided Relay Selection Schemes

In this paper, we assume that no direct link is available
between the source S and the destination D, so a relay will
be selected to help the S → D transmission. This paper adopts
the buffer-aided relay selection scheme that fully exploits the
diversity of relays and buffers. More specifically, we adopt
the Max-ratio buffer-aided relay selection scheme in [22].
Although this scheme is called relay selection, its principle is
to select the securest link from all individual source-relay and
relay-destination links for transmission in each time slot. Thus,
the relay selection is solely determined by the instantaneous
secrecy rate of individual links.

Since we focus on the selection of the securest link
from all available individual links, we adopt the secrecy
capacity formulas of an individual link to conduct the
relay selection in this paper. Before introducing the relay
selection scheme, we first introduce the selection criterion.
Considering an individual link A → B , where A ∈ S and
B ∈ {R1, · · · , Rn} or A ∈ {R1, · · · , Rn} and B ∈ D. The
instantaneous secrecy capacity of link A → B is given by [34]

C AB
s = max{C AB

m − C AE
e , 0}, (1)

where

C AB
m = log

�
1 + P|h AB |2

σ 2

�
, (2)

and

C AE
e = log

�
1 + P|h AE |2

σ 2

�
, (3)

denote the capacities of main channel A → B and eavesdrop-
per channel A → E , respectively. To transmit a message to B ,
the transmitter A chooses a rate pair (RAB

t , RAB
s ) based on

the Wyner’s coding scheme [8], where RAB
t denotes the total

message rate and RAB
s denotes the intended secrecy rate. The

rate difference RAB
t − RAB

s reflects the cost of protecting the
message from being intercepted by the eavesdropper E , which
means E cannot decode the message if C AE

e < RAB
t − RAB

s .
We use RAB

s as the selection criterion in the relay selection
scheme.

The value of RAB
s is determined as follows. For a given time

slot, if link A → B is selected for transmission, A uses the
knowledge of the main channel CSI to adaptively adjust RAB

t
arbitrarily close to the instantaneous capacity of the main
channel C AB

m (i.e., RAB
t = C AB

m ), such that no decoding outage
occurs at B . For the setting of RAB

s , as the instantaneous
eavesdropper CSI is available in the perfect eavesdropper CSI
case, we set RAB

s = C AB
m − C AE

e at A to maximize the
intended secrecy rate. However, only the average eavesdropper
CSI is known in the partial eavesdropper CSI case, so A
chooses the secrecy rate RAB

s = C AB
m − log

�
1 + PγAE

σ 2

�
[35].

Notice that although the conventional approach is to choose a



1896 IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 17, NO. 3, MARCH 2018

fixed RAB
s in this case [19]–[21], the rationale behind our time-

varying RAB
s is that it can yield a higher secrecy throughput

than the fixed one, as can be seen from the results in [35].
Although our RAB

s is varying in each time slot, it can be
determined based on the main channel CSI abstracted from the
pilot signal of B [35]–[37]. In this paper, we consider the high
SNR regime, so C AB

m and RAB
s in the perfect eavesdropper CSI

case are approximated by C AB
s = RAB

s ≈ log
� |h AB |2

|h AE |2
�

[35],

and the RAB
s in the partial eavesdropper CSI is approximated

as RAB
s ≈ log

� |h AB |2
γAE

�
where log is to the base of 2. To inform

the transmitter A when to transmit, we place a threshold ε on
the secrecy rate RAB

s , such that A can send messages to B if
and only if RAB

s > ε.
We are now ready to introduce the Max-ratio buffer-aided

relay selection scheme. In both eavesdropper CSI cases,
the relay with the link that has the maximal intended secrecy
rate will be selected. For the perfect eavesdropper CSI case,
the best relay RPF is selected as

RPF

= arg max
Rn

max

�
|hS Rn |2 · 1�(Qn ) �=L

|hS E |2 ,
|h Rn D|2 · 1�(Qn) �=0

|h Rn E |2
	

,

(4)

where 1�(Qn) �=L(1�(Qn) �=0) equals 1 if �(Qn) �= L
(�(Qn) �= 0), i.e., relay Rn is available for source-relay (relay-
destination) transmission and equals 0 otherwise. For the
partial eavesdropper CSI case, the best relay RPT is selected
as

RPT

= arg max
Rn

max

�
|hS Rn |2 · 1�(Qn) �=L

γse
,
|h Rn D|2 · 1�(Qn) �=0

γre

	

.

(5)

In equations (4) and (5), the max operation is used to
find the maximum of the channel gain ratios (i.e., the ratio
of the main channel gain to the eavesdropper channel gain)
of the available source-relay and relay-destination links for
a particular relay Rn . Thus, the arg max operation, which is
operated over all relays, returns the relay with the link that
can yield the maximum channel gain ratio.

From (4) and (5), we can see that the relay selection in
each time slot is only based on the instantaneous secrecy
capacity of each link and the states of all relay buffers. With
the RF strategy applied at the relays, if the relay Rn is
selected for transmission, the instantaneous secrecy capacity
of the buffer-aided relay system when L = 0 is formulated
as [33]

Cs =



min log2

�
1 + P|hS Rn |2
1 + P|hS E |2 ,

1 + P|h Rn D|2
1 + P|h Rn E |2

��+
. (6)

However, for the general buffer-aided relay system
when L > 0, its secrecy capacity formulation in terms
of different SNRs/SINRs is still an open issue. Notice that
with the buffer-aided relay selection scheme concerned in
this paper, the relay selection in each time slot is only based

on the instantaneous secrecy capacity of each link and states
of all relay buffers. Thus, the secrecy capacity formulation
of an individual link (1) is enough for us to derive the main
results in this paper (see Section IV-A and Section IV-B for
details). It is also worth noting that the buffer-aided relaying
scheme in this paper is different from the traditional relaying.
In the traditional relaying, a packet is transmitted to the relay,
where it is decoded and forwarded to the destination in the
following time slot. In the relaying scheme of this paper,
a packet is first transmitted from the source to a selected
relay, where it will be decoded and stored, and will not be
forwarded to the destination until the relay is selected again
for the relay-destination transmission.

C. Performance Metrics

This paper aims to investigate the trade-off between the
PHY security and delay performances of the Max-ratio buffer-
aided relay selection scheme. To model the delay performance
of the packet delivery process, we adopt the widely-used
end-to-end (E2E) delay, which is defined as the time slots it
takes a packet to reach its destination after it is generated at the
source node. Consider the delivery process of a tagged packet
from S to D via a relay R∗, the E2E delay can be calculated as
the sum of the service time (i.e., the waiting time of the packet
at both S and the head of R∗’s queue before it is transmitted)
and the queuing delay (i.e., the time it takes the packet to
move from the end to the head of R∗’s queue). Defining Tq

as the queuing delay and Ts (Tr ) as the service time at the
source node (the head of R∗’s queue queue), the E2E delay T
can be formulated as

T = Ts + Tr + Tq . (7)

It is notable that available studies on the PHY security
performance study of buffer-aided relay selection schemes
mainly focus on the secrecy outage probability of a single link,
which is defined as the probability that the secrecy outage
(i.e., the event that the instantaneous secrecy capacity Cs

is below the target secret rate ε) occurs on this link [20],
[22], [23]. However, such single link-oriented metric may
fail to provide an intuitive insight into the PHY security
performance of the whole packet delivery process. According
to the definition of the notion of secure connection probability
in [38], we define a similar a metric called E2E secure trans-
mission probability (STP) to model the security performance.
Focusing again on the delivery process of the tagged packet
from S to D via R∗, the E2E STP is defined as the probability
that neither the S → R∗ nor R∗ → D delivery suffers
from secrecy outage. Based on the formulation of the secure
connection probability in [38], we formulate the E2E STP as

pst = P(C S R∗
s ≥ ε, C R∗ D

s ≥ ε), (8)

where C S R∗
s (C R∗ D

s ) denotes the instantaneous secrecy capac-
ity of the S → R∗ (R∗ → D) link, and C S R∗

s ≥ ε (C R∗ D
s ≥ ε)

represents the event that the S → R∗ (R∗ → D) link is
selected and secure transmission is conducted when the tagged
packet is at S (the head of R∗’s queue).
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Fig. 2. End-to-end delivery process of a packet.

III. GENERAL FRAMEWORK FOR E2E PACKET

DELIVERY PROCESS MODELING

In this section, we introduce our general framework for
characterizing the E2E packet delivery process under both
perfect and partial eavesdropper CSI cases, including the
source-relay delivery process, buffer queuing process and
relay-destination delivery process, as illustrated in Fig. 2.
To facilitate the introduction of the framework, we focus again
on the delivery process of a tagged packet from S to D via a
relay R∗.

For the modeling of source-relay (resp. relay-destination)
delivery process, we first develop a Markov chain to model
the transition of possible buffer states when the tagged packet
is at S (resp. the head of R∗’s queue). Based on the absorbing
Markov chain theory, we then determine the corresponding
stationary probability distribution, such that the probability of
each possible buffer state can be obtained. For the modeling
of buffer queuing process, we regard the queues of all relays
as a single queue and the resultant Markov chain is equivalent
to a Bernoulli process. Notice that the buffer queuing process
is relatively simple in our framework, and thus we focus on
the modeling of the source-relay and relay-destination delivery
processes of the tagged packet in this section.

A. Source-Relay Delivery Process Modeling

This subsection derives the stationary probability distrib-
ution for the source-relay delivery under both perfect and
partial eavesdropper CSI cases. We first define the possible
buffer states for the source-relay delivery. As the network
contains N relays and each relay has a buffer of size L,
there are (L + 1)N possible states in total. Defining si the

i -th
�
i ∈ {1, 2, · · · , (L + 1)N }
 state, we can represent si by

si = [�si (Q1), · · · ,�si (Qn), · · · ,�si (QN )]T

n ∈ {1, 2, · · · , N}, (13)

where �si (Qn) ∈ [0, L] gives the number of packets in
buffer Qn at state si . We can see that each buffer state
si can determine a pair (N1(si ), N2(si )), where N1(si ) ∈
[0, N] and N2(si ) ∈ [0, N] denote the number of available
(i.e., �si (Qn) �= L) source-relay links and available (i.e.,
�si (Qn) �= 0) relay-destination links at state si , respectively.

Next, we determine the state transition matrix. Suppose
that the buffers are in state si at time slot t . According to
the relay selection scheme in Section II-B, one link will be
selected from the available source-relay and relay-destination
links for transmission at this time slot. Thus, the buffer
state may move from si to several possible states at the
next time slot, forming a Markov chain. We define A the
(L +1)N ×(L +1)N state transition matrix, where the (i, j)-th
entry ai, j = P(s j |si ) denotes the transition probability that the
buffer state moves from si to s j . According to the transmission
scheme in Section II-B, the state transition happens if and only
if a successful transmission is conducted on the selected link
(i.e., Rs ≥ ε). We use S+

i (S−
i ) to denote the set of states si

can move to when a successful source-relay (relay-destination)
transmission is conducted. Now, we are ready to give the
following lemma regarding the state transition matrix A.

Lemma 1: Suppose that the buffers are in state si at time
slot t, the (i, j)-th entry of the state transition matrix A under
both the perfect and partial eavesdropper CSI cases is given by

ai, j =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

μ�(si ), if s j = si ,
ν�(si )
N1(si )

, if s j ∈ S+
i ,

1−μ�(si )−ν�(si )
N2(si )

, if s j ∈ S−
i ,

0, elsewhere.

(14)

where � ∈ {PF = perfect, PT = partial} denotes the
eavesdropper CSI case, and μ�(si ) and ν�(si ) are given in
(9) and (10), as shown at the bottom of this page, for the
perfect CSI case and in (11) and (12), as shown at the bottom
of this page, for the partial CSI case with the parameter s = si .

Proof: See Appendix for the proof. �

μPF(s) =
N1(s)�

n1=0

�
N1(s)

n1

�
(−1)n1

α

2εn1 + α

�
2ε

β + 2ε

�N2(s)

, (9)

νPF(s) =
N1(s)�

n1=0

�
N1(s)

n1

�
(−1)n1


n1 · 2 F1

�
N2(s), N2(s) + 1; N2(s) + 2; n1β−α

β(α+2εn1)

�

(N2(s) + 1)(α + 2εn1)

�
4εα

2εn1β + αβ)

�N2(s)

− 2 F1

�
N2(s), N2(s) + 1; N2(s) + 2; 1 − α

n1β

�

N2(s) + 1

�
α

n1β

�N2(s) �
, (10)

μPT(s) =
�
1 − e−2ε/α

�N1(s) �
1 − e−2ε/β

�N2(s)
, (11)

νPT(s) =
N2(s)�

n2=0

N1(s)−1�

n1=0

�
N2(s)

n2

��
N1(s) − 1

n1

�
(−1)n2+n1

N1(s)βe− (αn2+β+βn1)2ε

αβ

αn2 + β + βn1
. (12)
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From Lemma 1, we can see that ai, j �= 0 and
(L+1)N�

j=1
ai, j = 1, which means that the Markov chain can move

to any state s j
�

j ∈ {1, 2, · · · , (L + 1)N }
 from a starting
state si with a non-zero probability, i.e., the Markov chain
is irreducible [39]. We can also see from Lemma 1 that
ai,i �= 0, which means that the Markov chain can return
to state si in one time slot, i.e., the period of si equals 1.
This proves that every state si is aperiodic and thus the
Markov chain is aperiodic [39]. According to [40, Ch. 11,
Definition 1 and Th. 2], the irreducibility and aperiodicity
properties ensure that our Markov chain that models the buffer
states of the source-relay transmission process is stationary
and there exists a unique stationary probability distribution
π = [π�

s1
, · · · , π�

si
, · · · , π�

s
(L+1)N

]T such that Aπ = π and

(L+1)N�

i=1
π�

si
= 1, where π�

si
denotes the stationary probability

of state si .
According to [39, Lemma 2], the analytical expression

of π�
si

can be given by

π�
si

=

⎛

⎜
⎜
⎝

(L+1)N
�

j=1

�

si	 ∈�(si ,�s j )

ai,i 	

�

s j 	∈�(s j ,�si )

a j, j 	

⎞

⎟
⎟
⎠

−1

, (15)

where �si (�s j ) denotes the set of states that have the
same stationary probability as si (s j ) has, and �(si ,�s j )
(�(s j ,�si )) denotes the set of states that state si (s j ) has
to pass through to reach a state in �s j (�si ).

B. Relay-Destination Delivery Process Modeling

This subsection derives the stationary probability distribu-
tion of all possible buffer states provided that the tagged packet
is at the head of R∗’s queue. Since the buffer of R∗ cannot
be empty, there are L · (L + 1)N−1 states in total. Similarly,
we define the k-th

�
k ∈ {1, · · · , L(L + 1)N−1}
 state as

�sk = [��sk (Q1), · · · ,��sk (Q∗), · · · ,��sk (Qn), · · · ,��sk (QN )]T

n ∈ {1, · · · , N}, n �= ∗, (16)

where ��sk (Qn) and ��s j (Q∗) represent the number of packets
in the buffers of Rn and R∗ at state�sk respectively. It’s obvious
that 0 ≤ ��sk (Qn) ≤ L and 1 ≤ ��sk (Q∗) ≤ L, and every state
�sk corresponds to one pair (N1(�sk), N2(�sk)), where N1(�sk) and
N2(�sk) denote the numbers of available source-relay and relay-
destination links at state �sk , respectively.

We denote �A as the L(L + 1)N−1 × L(L + 1)N−1

state transition matrix of all states �sk , where the (k, l)-th
entry �ak,l = P(�sl |�sk) is the transition probability that the state

moves from �sk to �sl . Similarly, we use �S+
k (�S−

k ) to denote the
set of states �sk can move to when a successful source-relay
(relay-destination) transmission is conducted. Notice that the
buffer state can move from�sk into �S−

k only when a successful
relay-destination transmission except for R∗ → D occurs.
Based on the above definitions, we give the following lemma
regarding the state transition matrix �A.

Lemma 2: Suppose that the buffers are in state�sk when the
tagged packet is at the head of relay R∗’s queue, the (k, l)-th
entry of the state transition matrix �A under both the perfect
and partial eavesdropper CSI cases is given by

�ak,l =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

μ�(�sk), if �sl =�sk,
ν�(�sk)
N1(�sk)

, if �sl ∈�S+
k ,

1−μ�(�sk)−ν�(�sk)
N2(�sk)−1 , if �sl ∈�S−

k ,

0, elsewhere.

(17)

where � ∈ {PF = perfect, PT = partial} denotes the
eavesdropper CSI case, μ�(�sk) and ν�(�sk) are given in (9)
and (10) for the perfect CSI case and in (11) and (12) for the
partial CSI case.

Proof: The proof is same as that for Lemma 1, so we
have omitted it here. �

Similarly, according to [40], we can see from Lemma 2 that
our Markov chain that models the buffer states of the relay-
destination transmission process is also stationary. We use �π =
[�π�

�s1
, · · · ,�π�

�sk
, · · · ,�π�

�sL(L+1)N−1
]T to denote the corresponding

stationary probability distribution when the tagged packet is
at the head of R∗’s queue, where �π�

�sk
denotes the stationary

probability of state �sk . Based on the state transition matrix �A
and in [39, Lemma 2], we can determine the analytical
expression of the stationary probability of state �sk in �π as

�π�
�sk

=
⎛

⎜
⎝

(L+1)N
�

l=1

�

�sk	 ∈�(�sk,��sl )

�ak,k	

�

�sl	 ∈�(�sl,��sk )

�al,l	

⎞

⎟
⎠

−1

, (18)

where ��sk (��sl ) denotes the set of states that have the
same stationary probability as �sk (�sl ) has, and �(�sk ,��sl )
(�(�sl ,��sk )) denotes the set of states that state �sk (�sl ) has to
pass through to reach a state in ��sl (��sk ).

IV. E2E STP AND DELAY ANALYSIS

With the help of the stationary probability distributions in
Section III, this section provides theoretical analysis for the
E2E STP and delay performances under both the perfect and
partial eavesdropper CSI cases.

A. E2E STP Analysis

We derive the E2E STP in this subsection and summarize
the main results in the following theorem.

φ(s) =
N1(s)�

n1=0

N2(s)�

n2=0

�
N1(s)

n1

��
N2(s)

n2

�
(−1)n1+n2

αβ

2ε(n1β + n2α) + αβ
, (19)

ω(s) =
N1(s)�

n1=0

N2(s)−1�

n2=0

�N1(s)
n1


�N2(s)−1
n2



(−1)n1+n2 N2(s)α2β

2ε(n1β + α + n2α)2 + αβ(n1β + α + n2α)
. (20)
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Theorem 1: Consider the two-hop relay wireless system as
illustrated in Fig. 1. Under the transmission scheme and the
Max-ratio buffer-aided relay selection scheme in Section II-B,
the E2E STP for the perfect eavesdropper CSI case can be
determined as

pPF
st

=
(L+1)N
�

i=1

πPF
si

νPF(si )

L(L+1)N−1
�

k=1

πPF
�sk

1 − μPF(�sk) − νPF(�sk)

N2(�sk)
,

(21)

where si (�sk) denotes the buffer state when the tagged packet is
at S (the head of a given relay queue), πPF

si
and πPF

�sk
are given

by (15) and (18) with � = PF, μPF(�sk) is given by (9) with
s =�sk , νPF(si ) and νPF(�sk) are given by (10) with s = si and
s =�sk respectively. The E2E STP for the partial eavesdropper
CSI case is given by

pPT
st

=
(L+1)N
�

i=1

πPT
si

· (1 − φ(si ) − ω(si ))

L(L+1)N−1
�

k=1

πPT
�sk

ω(�sk)

N2(�sk)
,

(22)

where πPT
si

and πPT
�sk

are given by (15) and (18) with � = PT,
φ(si ) is given by (19), as shown at the bottom of the previous
page, with s = si , ω(si ) and ω(�sk) are given by (20), as shown
at the bottom of the previous page, with s = si and s = �sk

respectively.
Proof: According to the formulation of E2E STP in (8),

we have

p�
st = P

�
C S R∗

s ≥ ε, C R∗ D
s ≥ ε

�
. (23)

Applying the law of total probability yields

p�
st =

(L+1)N
�

i=1

π�
si

· P

�
C S R∗

s ≥ ε, C R∗ D
s ≥ ε|si

�
. (24)

We define R∗ = Rn, n ∈ N1 the event that relay Rn is selected
for the source-relay delivery at buffer state si , where N1 =
{n|�si (Qn) �= L} denotes the index set of available relays.
Obviously, |N1| = N1(si ). Again, applying the law of total
probability, we have

p�
st =

(L+1)N
�

i=1

π�
si

·
�

n∈N1

P

�
C S R∗

s ≥ε, C R∗ D
s ≥ε, R∗ = Rn |si

�
.

(25)

After changing the above probability into conditional
probability, we have

p�
st =

(L+1)N
�

i=1

π�
si

·
�

k∈N1

P

�
C S R∗

s ≥ ε, R∗ = Rn |si

�

·P
�

C R∗ D
s ≥ ε|C S Rn

s ≥ ε, R∗ = Rn, si

�
(26)

=
(L+1)N
�

i=1

π�
si

·
�

n∈N1

P

�
C S Rn

s ≥ ε|si

�
P

�
C Rn D

s ≥ ε
�
,

(27)

where (27) follows since the relay-destination delivery is
independent of the buffer state and transmission in the first
hop provided R∗ = Rn . Notice that P

�
C S Rn

s ≥ ε|si

�
is the

probability the link S → Rn is selected and the transmis-
sion is secure at state si when the tagged packet is at S,
and P

�
C Rn D

s ≥ ε
�

represents the probability that the link
Rn → D is selected and the transmission is secure when the
tagged packet is at the head of Rn’s queue.

For the perfect eavesdropper CSI case, it is easy to
see C S R∗

s = RS R∗
s and P

�
C S Rn

s ≥ ε|si

�
is equivalent to the

transition probability ai, j from si to s j for s j ∈ S+
i . Thus,

we have

P

�
C S Rn

s ≥ ε|si

�
= νPF(si )

N1(si )
, (28)

according to Lemma 1. Next, applying the law of total
probability, we have

P

�
C Rn D

s ≥ ε
�

=
L(L+1)N−1

�

k=1

πPF
�sk

· P

�
C Rn D

s ≥ ε|�sk

�
. (29)

Since C Rn D
s = RRn D

s , we have

P

�
C Rn D

s ≥ ε|�sk

�
= P

�
RRn D

s ≥ ε|�sk

�
(30)

= 1 − μPF(�sk) − νPF(�sk)

N2(�sk)
, (31)

where (31) follows from the proof of Lemma 2. Finally,
the E2E STP for the perfect eavesdropper CSI case
follows after substituting (31) into (29), and then substitut-
ing (29) and (28) into (27).

For the partial eavesdropper CSI case, based on the
random variables X

	
and Y

	
in Appendix, P

�
C S Rn

s ≥ ε|si

�

is equivalent to

1

N1(si )
P

�
max{X

	
, Y

	 }
U

≥ 2ε, X
	
> Y

	
�

(32)

= 1

N1(si )

�
1 − E[FX 	(2εU)FY 	(2εU)]

−EU


  ∞

2εU
P(X

	
< y) fY 	 (y)dy

��
, (33)

where the first expectation in (33) is equivalent to

P

�
max{X

	
, Y

	 }
U

< 2ε

�

, (34)

which can be given by the φ(si ) in (19) with s = si , and
the second expectation in (33) is equivalent to

P

�
max{X

	
, Y

	 }
U

≥ 2ε, X
	
< Y

	
�

, (35)

which can be given by the ω(si ) in (20) with s = si . Thus,
we have

P

�
C S Rn

s ≥ ε|si

�
= 1 − φ(si ) − ω(si )

N1(si )
, (36)
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and

P

�
C Rn D

s ≥ ε|si

�
=

P

�
max{X

	
,Y

	 }
U ≥ 2ε, X

	
< Y

	
�

N2(si )

= ω(si )

N2(si )
. (37)

Following the same idea, we have

P

�
C Rn D

s ≥ ε|�sk

�
= ω(�sk)

N2(�sk)
, (38)

and thus

P

�
C Rn D

s ≥ ε
�

=
L(L+1)N−1

�

k=1

πPT
�sk

ω(�sk)

N2(�sk)
. (39)

Finally, substituting (36) and (39) into (27) yields the E2E
STP for the partial eavesdropper CSI case. �

B. E2E Delay Analysis

This subsection presents the analytical results for the E2E
delay of the system under both the perfect and partial eaves-
dropper CSI cases. We first derive the mean service time of
the tagged packet at the source and at the head of some relay
R∗’s queue, and then derive the expected queuing delay of
the tagged packet at relay R∗. Combining the mean service
time and the expected queuing delay, we finally determine the
expected E2E delay. We first establish the following lemma
regarding the mean service time.

Lemma 3: The mean service time when the tagged packet
is at the source node S is

T �
s = 1

(L+1)N�

i=1
π�

si
ν�(si )

, (40)

where π�
si

is given by (15) and ν�(si ) is given in Lemma 1,
and the mean service time when the tagged packet is at the
head of R∗’s queue is

T �
r = 1

L(L+1)N−1�

k=1
π�
�sk

(1−μ�(�sk)−ν�(�sk))
N2(�sk)

, (41)

where π�
�sk

is given by (18), μ�(�sk) and ν�(�sk)) are given in
Lemma 2.

Proof: According to the transmission scheme in
Section II-B and the state transition matrix in Section III,
we can see the average service rate (i.e., average number of
packets served per time slot) of a node is equivalent to the
probability that a successful transmission is conducted per time
slot by this node. Thus, the average service rate at S is

(L+1)N
�

i=1

π�
si

ν�(si ), (42)

and the average service rate at relay R∗ is

L(L+1)N−1
�

k=1

π�
�sk

(1 − μ�(�sk) − ν�(�sk))

N2(�sk)
. (43)

Finally, we obtain the mean service time by calculating the
reciprocal of the average service rate. �

Next, we give the following lemma to show the expected
queuing delay of the tagged packet at relay R∗’s queue.

Lemma 4: The expected queuing delay of the tagged packet
at relay R∗’s queue is

T �
q =

(L+1)N�

i=1

N�

n=1
π�

si
�si (Qn)

N
(L+1)N�

i=1
π�

si
ν�(si )

, (44)

where π�
si

is given by (15), ν�(si ) is given in Lemma 1.
Proof: Based on the general framework in Section III,

we model the queues of all relays as a single Bernoulli queue.
According to Little’s Law [41], the expected queuing delay
for this queue is

T �,total
q =

E



N�

n=1
�(Qn)

�

rarr
, (45)

where the numerator and the denominator denote the expected
queuing length and average arrival rate of relay, respectively.
Considering all available buffer states, we can derive the
expected queuing length as

E

!
N�

k=1

�(Qn)

"

=
(L+1)N
�

i=1

N�

n=1

π�
si

�si (Qn). (46)

Notice the arrival rate is equivalent to the service rate of S.
Based on Lemma 3, we have

(L+1)N
�

i=1

π�
si

ν�(si ). (47)

Thus, the total average queuing delay of all relays is

T �,total
q =

(L+1)N�

i=1

N�

n=1
π�

si
�si (Qn)

(L+1)N�

i=1
π�

si
ν�(si )

. (48)

Due to the symmetry of all relays, the expected queuing delay
of each relay is

T �
q = T �,total

q

N
, (49)

which completes the proof. �
Based on Lemma 3 and 4, we are now ready to give the

following theorem regarding the expected E2E delay of the
system.

Theorem 2: Consider the two-hop relay wireless system as
illustrated in Fig. 1. Under the transmission scheme and the
Max-ratio buffer-aided relay selection scheme in Section II-B,
the E2E delay of the system for both eavesdropper CSI cases
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can be determined as

T� =
1 + 1

N

(L+1)N�

i=1

N�

n=1
π�

si
�si (Qn)

(L+1)N�

i=1
π�

si
ν�(si )

+ 1
L(L+1)N−1�

k=1
π�
�sk

(1−μ�(�sk)−ν�(�sk))
N2(�sk)

, (50)

where � ∈ {PF, PT}, π�
si

is given by (15), ν�(si ) is given in
Lemma 1, π�

�sk
is given by (18), μ�(�sk) and ν�(�sk)) are given

in Lemma 2.
Proof: The E2E delay T� directly follows after combining

the mean service time in Lemma 3 and the expected queuing
delay in Lemma 4. �

V. SIMULATION RESULTS

In this section, we first conduct extensive simulations to
validate our theoretical analysis in terms of the E2E STP
and the expected E2E delay. Based on the theoretical results,
we then explore how the network parameters affect these
two performances. Finally, we study the achievable E2E STP
(delay) region under a certain E2E delay (STP) constraint to
illustrate the trade-off between the PHY security and delay
performances.

A. Simulation Settings

To validate our theoretical results for the E2E STP and
expected E2E delay, a dedicated C++ simulator was devel-
oped to simulate the E2E packet delivery process based on the
Max-ratio buffer aided relay selection schemes in (4) and (5),
which is now available at [42]. With the help of the simulator,
we conduct extensive simulations to calculate the simulated
results of E2E STP and expected E2E delay. In all simula-
tions, the total number of time slots is fixed as 105 and the
corresponding relay selection scheme is performed once per
slot for each eavesdropper CSI case. The simulated E2E STP
is calculated as the ratio of the number of packets securely
transmitted to the destination D to the total number of packets
generated at the source S, i.e.,

pst = number of packets securely transmitted to D

number of packets generated
.

The expected E2E delay is calculated as the ratio of the total
E2E delay (measured in time slots) of all packets transmitted
to D to the number of these packets, i.e.,

T = total E2E delay of packets transmitted to D

number of packets transmitted to D
.

Please notice that the metric T accounts for all packets in
both eavesdropper CSI cases, but the meaning of “all packets”
differs. In the partial CSI case, “all packets” refers to not
only the securely transmitted packets but also the non-securely
transmitted ones. In the perfect CSI case, “all packets” refers
to the securely transmitted packets, because all packets can be
securely transmitted.

Fig. 3. E2E STP and expected E2E delay vs. target secrecy rate ε.

Similar to the settings in [39], we set the noise variance
as σ 2 = 1, the transmission power as P = 20, and the average
channel gains of the source-relay and relay-destination links
as γsr = γrd = 5dB. Thus, the corresponding average SNR
high enough to guarantee successful decoding at the relays
and the destination. We set the channel gain ratio α and β as
α = β = 2 and the average eavesdropping channel gains as
γse = γsr

α and γre = γrd
β . Notice that simulations with other

parameters can also be conducted with our simulator.

B. Model Validation

We first conduct simulations for various settings of the target
secrecy rate ε under the network scenario of N = 5 and L = 5.
The corresponding simulated and theoretical results of the E2E
STP p�

st (� = {PF, PT}) are summarized in Fig. 3a, and the
results of expected E2E delay T� are summarized in Fig. 3b,
for both perfect and partial eavesdropper CSI cases. We then
fix the buffer size as L = 2 and target secrecy rate as ε = 1,
and conduct simulations by varying the number of relays N .
We provide plots in Fig. 4a for the simulated and theoretical
results of p�

st and in Fig. 4b for the results of T�, under both
eavesdropper CSI cases. Finally, we consider a fixed number
of relays N = 2 and a given target secrecy rate ε = 1.
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Fig. 4. E2E STP and expected E2E delay vs. number of relays N .

For this scenario, simulations under various settings of buffer
size L are conducted, and the simulated/theoretical results of
p�

st and T� are shown in Fig. 5a and Fig. 5b, respectively.
We can see from Fig. 3a, Fig. 4a and Fig. 5a, the simulation

results of p�
st match nicely with the theoretical ones for both

eavesdropper CSI cases under various network settings. This
indicates that our theoretical analysis can be used to efficiently
model the E2E STP of the system. For T�, it can be seen
from Fig. 3b, Fig. 4b and Fig. 5b that all simulation results
match proficiently with the corresponding theoretical curves,
implying that our theoretical analysis is highly efficient for the
E2E delay modeling of the system.

C. Performance Discussion

With the help of theoretical modeling for the E2E STP p�
st

and expected E2E delay T�, we now explore how the network
parameters (e.g., N , L and ε) affect the delay and security
performances of the system under both eavesdropping CSI
cases.

We first examine how the p�
st and T� vary with the target

secrecy rate ε for a given N and L. It can be observed
from Fig. 3a that the p�

st decreases as ε increases in both
eavesdropper CSI cases. This is very intuitive since a larger ε
represents a higher secrecy rate requirement, which is less

Fig. 5. E2E STP and expected E2E delay vs. buffer size L .

likely to be satisfied for a secure transmission. Different from
the behavior of p�

st , we can see from Fig. 3b that the T�

increases as ε increases in both cases. According to the
transmission schemes in Section III-B, a larger ε results in
a reduced successful transmission probability in each hop and
thus a reduced service rate, as can be seen from Lemma 3. The
reduction in service rate leads to not only an increased service
time but also an increased queuing delay since a packet in the
relay queue has to wait for a longer time before the service
process of all the packets ahead of it is finished. Another
observation from both figures indicates that the relay selection
scheme in the perfect eavesdropper CSI case has consistently
better STP and delay performances than that in the partial
CSI case. Based on the relay selection criteria in (4) and (5),
a link with a larger instantaneous secrecy rate (or secrecy
capacity) can be selected in the perfect eavesdropper CSI,
which thus yields a larger successful transmission probability
(or secure transmission probability) in each hop for a given
target secrecy rate ε. Thus, the relay selection scheme in the
perfect eavesdropper CSI outperforms that in the partial case
in terms of the E2E STP and E2E expected delay.

Next we investigate the impact of number of relays N on
the p�

st and T� for given ε and L. Fig. 4 illustrates how p�
st
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and T� vary with N for the setting of L = 2, α = β = 2 and
ε = 1. We can see from Fig. 4a that the E2E STP increases
as the number of relays N increases for both eavesdropper
CSI cases. Notice that the affect of distributing more relays in
the system on the E2E STP performance is two-edged. First,
it leads to a link with a larger instantaneous secrecy capacity
selected by the relay selection schemes, so the STP in the first
hop increases. Second, however, the number of available relay-
destination links competing for transmission increases, which
may result in a decreased STP in the second hop. Actually,
the increasing behavior the STP in the first hop dominates
the whole behavior of the E2E STP, and thus the E2E STP
increases as N increases. Similar to the E2E STP, it can be
observed from Fig. 4b that the expected E2E delay increases
as the number of relays N increases simultaneously. This is
also due to the two-edged impact of distributing more relays,
which reduces the mean service time in the first hop, while
increasing the average queuing delay and mean service time
in the second hop. However, the latter impact is dominant,
resulting in the increasing behavior of T� vs. N .

Finally, we examine how the p�
st and T� vary with the

buffer size L for a fixed setting of ε and N , as illustrated
in Fig. 5. As can be seen from Fig. 5 that, both the E2E STP
and expected E2E delay increase as the buffer size L increases
under both eavesdropper CSI cases, which is due to the similar
reason of distributing more relays. Another observation from
Fig. 5a indicates that as the buffer size increases above a
certain value, for example, L = 5 in Fig. 5a, the E2E STP stays
almost constant. This is because that almost all the source-
relay and relay-destination links of all relays are available for
relay selection, so the instantaneous secrecy capacity of the
selected link can hardly be improved.

D. Security-Delay Trade-Off Analysis

Based on the theoretical results of p�
st and T�, we now

investigate the trade-offs between the E2E STP and expected
E2E delay of the concerned system with the Max-ratio buffer
aided relay selection schemes.

First, we study the achievable E2E STP region under a given
constraint on the expected E2E delay in both eavesdropper
CSI cases. For the scenario of α = β = 2 and ε = 1, Fig. 6a
(resp. Fig. 6b) illustrates the maximum E2E STP p�

st achieved
by the optimal number of relays N (resp. buffer size L) under
various expected E2E delay constraints τ for a fixed setting
of L = 2 (resp. N = 2). It can be seen from Fig. 6a and
Fig. 6b that, as τ increases, the maximum achievable E2E
STP increases in both cases, which implies that relaxing the
delay constraint can achieve a larger STP region accordingly.
This clearly shows the trade-off between the PHY security and
delay performances of the system. Another observation from
Fig. 6a (resp. Fig. 6b) shows that the maximum achievable E2E
STP is a piecewise function of τ and an optimal N (resp. L)
can apply to a small range of τ .

A further careful observation from Fig. 6 indicates that, as τ
scales up, the maximum achievable E2E STP with respect
to L in Fig. 6b becomes less sensitive to the variation of τ
(i.e., as τ scales up an optimal L can apply to a wider range

Fig. 6. Maximum achievable E2E STP vs. E2E delay constraint τ .

of τ ), while this is not the case for the maximum achievable
E2E STP with respect to N in Fig. 6a. For example, under the
perfect eavesdropper CSI case, as τ increases from 18 to 20,
the maximum STP in Fig. 6b remains unchanged while that
in Fig. 6a increases from 0.9917 to 0.9934. Under the partial
eavesdropper CSI case, a similar observation can be found
as τ increases from 16 to 18. Thus, compared to the maximum
STP achieved by optimal L, the maximum STP achieved by
optimal N depends more heavily on the variation of the delay
constraint τ .

Next, we explore the achievable expected E2E delay region
under a given E2E STP constraint under both eavesdropper
CSI cases. For the same scenario of α = β = 2 and ε = 1,
we show in Fig. 7a (resp. Fig. 7b) the minimum expected E2E
delay achieved by the optimal number of relays N (resp. buffer
size L) under various E2E STP constraints ρ for a fixed setting
of L = 2 (resp. N = 2). We can see from Fig. 7a and Fig. 7b
that, as ρ increases, the minimum achievable expected E2E
delay increases in both cases. This suggests that imposing a
more stringent security constraint on the E2E packet delivery
leads to a smaller delay region, which also illustrates a clear
trade-off between the PHY security and delay performances.
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Fig. 7. Minimum achievable expected E2E delay vs. E2E STP constraint ρ.

It can also be observed from Fig. 7a and Fig. 7b that
all the curves are truncated at a certain point of ρ (say
threshold), i.e., the minimum expected E2E delay becomes
indeterminable, as ρ increases above this threshold. For exam-
ple, this threshold is about 1 (0.99) for the perfect (partial) CSI
case in Fig. 7a and about 0.7 (0.558) for the perfect (partial)
CSI case in Fig. 7b. This is because that, under the fixed setting
of α = β = 2 and ε = 1, the E2E STP of each case finally
converges to the corresponding threshold as N (resp. L) scales
up for L = 2 (resp. N = 2), as can seen from Fig. 4a (resp.
Fig. 5a). Thus, we cannot find an optimal N or L to satisfy
the STP constraints larger than this threshold, so the minimum
delay value cannot be determined.

A careful observation from Fig. 7 indicates that the mini-
mum achievable expected E2E delay in terms of N becomes
less sensitive to the variation of ρ, while this is not the case
for the minimum achievable expected E2E delay in terms of
L. For example, under the perfect eavesdropper CSI case, as ρ
increases from 0.5 to 0.6, the minimum E2E delay in Fig. 7a
remains unchanged while that in Fig. 7b increases from 4.45
to 5.43. Under the partial eavesdropper CSI case, a similar
observation can be found as ρ increases from 0.5 to 0.57.

Thus, compared to the minimum expected E2E delay achieved
by optimal N , the minimum expected E2E delay achieved
by optimal L depends more heavily on the variation of STP
constraint ρ.

VI. CONCLUSION

This paper provided analytical study on the end-to-end
(E2E) secure transmission probability (STP) and expected E2E
delay in a two-hop wireless system with the Max-ratio buffer-
aided relay selection, and explored the corresponding trade-
offs between the physical layer (PHY) security and delay
performances. The results under both perfect and partial eaves-
dropper CSI cases indicate that we can achieve a relatively
higher E2E STP if a larger E2E delay can be tolerated.
In contrast, we can guarantee a smaller E2E delay at the cost of
a lower E2E secrecy rate. In particular, we can flexible control
the security-delay trade-off in such system by adjusting the
number of relays and the relay buffer size. These findings are
useful for the design of buffer-aided relay systems in presence
of eavesdroppers. Notice that this paper considers the RF
strategy such that the eavesdropper can only independently
decode the signals received in the two hops, so one future
research direction is to conduct the performance evaluation of
a DF-based buffer-aided relay system where the eavesdropper
can combine the signals received in the two hops to achieve
a better decoding performance. Since the secrecy capacity
formulation of general buffer-aided relay systems remains an
open issue by now, it serves as another interesting future
research topic.

APPENDIX

PROOF OF LEMMA 1

We first provide proof for the perfect eavesdropper CSI case.

Let X =
max

Rn :�si (Qn ) �=L
{|hS Rn |2}

|hSE |2 and Y = max
Rn :�si (Qn) �=0

{ |h Rn D |2
|h Rn E |2 }.

From [22], we know that the cumulative distribution functions
(CDFs) of X and Y are

FX (x) =
N1(si )�

n1=0

�
N1(si )

n1

�
(−1)n1

α

kx + α
, (51)

and

FY (y) =
�

y

β + y

�N2(si )

, (52)

respectively, where α = γsr
γse

, β = γrd
γre

. According to the
relay selection scheme in (4) and (5), transmission at each
time slot occurs on the link with instantaneous channel
gain max{X, Y }. According to the transmission scheme in
Section II-B, the probability of no state transition (i.e., s j = si )
equals the probability of Rs < ε. Thus, ai,i can be given by

ai,i = P (log(max{X, Y }) < ε) (53)

= P(max{X, Y } < 2ε) (54)

= FX (2ε) · FY (2ε) (55)

= μPF(si ), (56)
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where μPF(si ) is given in (9) with s = si and the last
step follows after substituting (51) and (52) into (53). Next,
the probability that si moves to S−

i can be given by

P(S−
i |si ) = P

�
max{X, Y } ≥ 2ε, X < Y



(57)

=
 2ε

0
P(Y ≥ 2ε) fX (x)dx +

 ∞

2ε
P(Y > x) fX (x)dx

= 1 − μPF −
 ∞

2ε
FY (x) fX (x)dx (58)

= 1 − μPF(si ) − νPF(si ), (59)

where νPF(s) is given in (10) with s = si . Due to the i.i.d.
property of channels, the selection of one particular link within
all available relay-destination links is equally likely. Thus, for
any state sn ∈ S−

i , ai, j = 1−μPF(si )−νPF(si )
N2(si )

. Notice that the
buffer state can only move from si to si itself, the states in
S−

i or S+
i . Hence, for any state s j ∈ S+

i , ai, j = νPF(si )
N1(si )

.
Next, we provide proof for the partial eavesdropper

CSI case. We first define new random variables X
	 =

max
Rn :�si (Qn ) �=L

{|hS Rn |2}
γse

and Y
	 =

max
Rn :�si (Qn ) �=0

{|h Rn D |2}
γre

with CDF

given by FX 	 (x) = (1 − e− x
α )N1(si ) and FY 	 (y) = (1 −

e− y
β )N2(si ), respectively. Following the proof for the perfect

eavesdropper CSI case, we can calculate the state transition
probabilities ai, j for s j = si , s j ∈ S−

i and s j ∈ S+
i as μPT(si ),

1−μPT(si )−νPT(si )
N2(si )

and νPT(si )
N1(si )

respectively, where

μPT(si ) = FX 	 (2ε) · FY 	 (2ε), (60)

is given by (11) after substituting FX 	 (2ε) and FY 	 (2ε) in and

νPT(si ) =
 ∞

2ε
FY 	 (x) fX 	 (x)dx (61)

is given by (12) after calculating the above integral.
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