IEEE TRANSACTIONS ON INFORMATION THEORY, 60(10): 6681-6695, 2014

Generalized Maiorana-McFarland Construction of
Resilient Boolean Functions With High Nonlinearity
and Good Algebraic Properties

WeiGuo Zhang (7 T.[H) and Enes Pasalic

Abstract—A new framework concerning the construction of
resilient Boolean functions whose nonlinearity is strictly greater
than 2"~ — 2l"/2] is given. Firstly, a generalized Maiorana-
McFarland (GMM) construction technique is described, which
extends the current approaches by combining the usage of
affine and nonlinear functions in a controllable manner. It is
shown that for any given m, this technique can be used to
construct a large class of n-variable (n both even and odd) m-
resilient degree-optimized Boolean functions with currently best
known nonlinearity. This class may also provide functions with
excellent algebraic properties, measured through the resistance
to (fast) algebraic attacks, if the number of n/2-variable affine
subfunctions used in the construction is relatively low. The fact
that this class might have an efficient hardware implementation,
along with overall good cryptographic properties, makes these
functions as attractive candidates for the use in certain stream
cipher schemes.

Index Terms—Algebraic degree, algebraic immunity, Boolean
functions, cryptography, fast algebraic attacks, nonlinearity,
resiliency, stream ciphers.

I. INTRODUCTION

Boolean functions play a central role in the design of
certain stream cipher schemes, and such schemes may become
susceptible to various cryptanalytic attacks utilising possible
weaknesses of Boolean functions. Resiliency and high non-
linearity are two of the most important criteria of Boolean
functions when they are used as nonlinear filtering functions
in certain stream cipher models. Resiliency ensures the cipher
is not prone to (fast) correlation attacks [15]], [25]], while high
nonlinearity offers protection against best affine approximation
(BAA) attacks [8]]. Notice that high nonlinearity is a desirable
property in both nonlinear combiners and nonlinear filtering
generators [|14] (being standard application examples), though
for the latter schemes resiliency is not an essential criterion.
Since the early 1990s, the construction of resilient functions
with high nonlinearity has been an important challenge in
cryptography and it was extensively studied, see [4]], [24], [5],
[0, 1170, [20[, (210, [11], [12], [28] and the references therein.

It is an open problem how tight the nonlinearity bound
of resilient Boolean functions is. Sarkar and Maitra [21]
presented that if f is an n-variable, m-resilient function, then
the nonlinearity Ny = 0 mod 2™*! which gives a nontrivial
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upper bound on the nonlinearity of resilient functions, i.e.,
Ny <max{x | =0 mod 2" xk < nlmax(n)}, (1)

where nlmax(n) denotes the maximum nonlinearity of an n-
variable Boolean function. This bound can be achieved if m
is large enough, which has also been independently proved
by Tarannikov [26]] and by Zheng and Zhang [30]. However,
it is not clear whether this bound is tight for low values of
m. We only know that when m < n/2 — 2 there exist strictly
almost optimal (SAO) resilient functions on both even and odd
number of variables, where an n-variable Boolean function is
callecﬁ SAO if its nonlinearity is strictly greater than 2"~ ! —
2\_71,/2 .

For even n, the major advancements concerning the con-
structions of SAO resilient functions have been presented in
[20], [11], [12]], [28]. In particular, Zhang and Xiao [28|
proposed a construction method for constructing SAO resilient
functions on F43 (n even) with the currently best known
nonlinearity.

For odd n < 7, the optimal nonlinearity of n-variable
functions is 27! — 2(n=1)/2_ Fyrthermore, for odd n > 9, the
maximum achievable value of Ny is unknown in general, and
we only know that it is strictly larger than 271 — 2(n—1)/2
[9]. In addition, Kavut and Yiicel (KY) [10] discovered 9-
variable Boolean functions with nonlinearity 242. The first
attempt in this direction was in [[19], where a 15-variable
Boolean function with nonlinearity 16276 was constructed by
Patterson and Wiedemann (PW) [19] and later it was modified
in [13]] and [22] to yield a balanced function with nonlinearity
16262 and 16272 respectively. Seberry, Zhang, and Zheng [23|]
showed how to use the PW functions to construct balanced
functions with SAO nonlinearity for odd n > 29. The
challenge is to get resilient functions with SAO nonlinearity.
In [20], a method to construct SAO m-resilient functions on
odd numbers of variables has been proposed. S. Sarkar and
Maitra [22]] obtained 15-variable 1-resilient functions with
nonlinearity 16264, which implies that a 1-resilient function
with nonlinearity 2"~ — 2(n=1)/2 4 8. 2(n=15)/2 can be
constructed for odd n > 17.

Although the original Maiorana-McFarland (MM) construc-
tion technique can provide resilient functions with high non-
linearity, by concatenating the truth tables of “small variable”
affine functions [4], [S]], in general it cannot generate SAO
resilient functions. This is especially true if the concatenation
uses distinct affine functions so that the function ¢ (cf.
Definition [2) is injective. On the other hand, if the injectivity
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is dropped (thus allowing a repetition of affine functions) it
was demonstrated [20] that a careful use of affine functions
in less than n/2 variables may provide resilient Boolean
functions with SAO nonlinearity. In other direction, Carlet
[1] introduced a super-class of MM class by concatenating
quadratic functions and provided a better upper bound on
nonlinearity of resilient functions in the MM class. Never-
theless, this method does not generate resilient functions with
SAO nonlinearity. In [2| pp. 63] the author admit that due to
rather hard conditions this generalization is rather ineffective
(apart from large resiliency order) and that searching for other
constructions seems to be necessary.

In this paper, we introduce a generalized Maiorana-
McFarland (GMM) construction technique for designing n-
variable (n both even and odd) SAO m-resilient Boolean func-
tions of low order of resiliency m. The main idea behind our
approach is a different way of decomposing the total variable
space so that more subfunctions, which are m-resilient affine
functions, can be found through an elaborate design method.
In essence, our primary construction does not use a single
injective mapping ¢ (which corresponds to the concatenation
of affine functions without a repetition) but rather uses several
injective mappings defined on different variable spaces and
therefore the method can be viewed as a concatenation of
affine/linear functions whose variable spaces are not identical.
When n is even, our method combines the concatenation of
n/2-variable resilient affine functions (for even n) together
with resilient affine functions on n/2 — k variables, for some
k € [1,n/2 — 2]. Therefore, the concatenation of 2¥ many
(n/2 — k)-variable affine functions may be viewed as a
nonlinear subfunction on an n/2-variable space. Consequently,
our construction essentially concatenates suitably chosen affine
and nonlinear resilient functions, where the latter are not
necessarily quadratic (depending on the size of the subspace
n/2 — k). Later, this approach is further generalized yielding
Construction 2, and in the last part of this article the idea is
generalized for the case when n is odd.

It turns out that the algebraic immunity (Al) is affected by
the choice of these linear/affine functions which means that
deriving some lower bounds on Al is a rather elusive task.
Nevertheless, based on computer simulations, the resistance
of these functions to (fast) algebraic attack appears to be
better if both linear and affine functions are used without
using “too many” n/2-variable functions in the concatenation,
though it also depends on the space decomposition in a
quite complicated manner (cf. Section [II-B). Unfortunately,
even though we have tried to address the issue of “too
many” in a rigorous manner, a better understanding of the
impact of the choice of subfunctions and their dimensions is
still lacking. Nevertheless, a large class of resilient functions
with currently best known nonlinearity is obtained, and our
results are superior to any other method for virtually all input
instances. This class is characterized by an optimal algebraic
degree, extremely high nonlinearity, and it has been confirmed
that within this class there are functions with very good Al
(either optimal or almost optimal) and good resistance to fast
algebraic attack (FAA).

Since the resistance of our functions against FAA is only

moderate (not optimal) for resilient functions, we provide
different alternative solutions to this problem. In the first place,
the desired security margins may be achieved by increasing the
number of variables since the complexity of implementation
of GMM functions is rather low due to the employment of
affine subfunctions.

In other direction, by dropping both resiliency and injec-
tivity of our mappings ¢; (allowing a repetition of affine
functions in the concatenation), the existence of balanced high-
ly nonlinear Boolean functions within the GMM class with
excellent algebraic properties is confirmed. That is, functions
with optimal Al, very good nonlinearity and almost optimal
resistance to FAA are exhibited and a generic method of their
construction is given.

In the last part of this article we generalize the above
approach for the case when n is odd. The derived functions
also attain the highest known nonlinearity values for (small
order) resilient functions, and furthermore the lower bound on
nonlinearity is even improved in most of the cases compared
to the bound for the above approach. However, since these
functions are defined for relatively large input spaces their Al
property are infeasible to determine.

The remainder of this paper is organized as follows. In
Section |lIL we present the basic concepts and notions. In Sec-
tion we introduce the GMM construction technique, and
construct SAO resilient functions on even number of variables.
The usage of GMM functions in the design of S-boxes in
block cipher applications along with the design of balanced
(1-resilient) functions using GMM method satisfying all the
relevant cryptographic criteria is discussed in Section
A large class of n-variable (n odd) resilient functions with
currently best known nonlinearity are obtained in Section [V]
Section [VI] concludes the paper with a conjecture on the upper
bound on nonlinearity of resilient Boolean functions.

II. PRELIMINARIES

For the convenience of the reader we repeat the relevant
material without proof, thus making our exposition self-
contained.

Let B,, denote the set of Boolean functions of n variables. A
Boolean function f(X,) € B, is a mapping from F} into Fy,
the finite field with two elements, where X,, = (z1,...,2,) €
5. The additions of integers in R is denoted by + and X;,
and over IFy by @ and €p,. For simplicity, we denote by + the
addition of vectors of 5. Any Boolean function has a unique
representation as a multivariate polynomial over GF'(2), called
algebraic normal form (ANF),

u€Fy

where A\, € Fo, u = (u1,...,u,). The algebraic degree of
f(X,), denoted by deg(f), is the maximal value of wt(u)
such that A, # 0, where wt(u) denotes the Hamming weight
of u. A Boolean function with deg(f) < 1 is said to be
affine and the set of all n-variable affine functions is denoted
by A,. An affine function with the constant term equal to
zero is called a linear function. Any linear function on
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F3 is denoted by w - X,, = wiz1 & ... & wpx,, Where
w=(w1,...,wp), Xpn=(21,...,2,) € FY, and “-” denotes
the dot (inner) product of two vectors. Also, we say that
a linear function w - X,, is nondegenerate in k variables if
wit(w) = k.

Many properties of Boolean function can be deduced from
its Walsh spectra. The Walsh transform of f(x) is an integer
valued function over Fy defined by

Wi(w) = Z (—1)/Xn)@Xnw, 3)

X, €Fp

A function f is balanced if its output column in the truth
table contains equal number of 0’s and 1’s, i.e., W;(0) = 0.
Two Boolean functions f(X,), g(X,) € B, are said to be a
pair of disjoint spectra functions if Wy(w)Wy(w) = 0, for all
w € Fy. In terms of Walsh spectra, the nonlinearity of f is
given by [16]

1

Ny = 2=l _ Z max
2 weFy

Wi (w)l. “4)

The concatenation, denoted by simply means that the truth
tables of the functions are merged. For instance, for fi, fo €
B,, one may construct f = fi||fo € B;,,+1, meaning that the
upper half part of the truth table of f corresponds to f; and
the lower part to fs.

Definition 1. Given f(z) € B, define
AN(f) = {9(Xn) € Bn | f(2)9(Xn) =0, VX, € F3}. (5)

Any function ¢ € AN(f) is called an annihilator of f. The
Al denoted by AI(f), of function f € B, is the minimum
degree of all non-zero annihilators of f and f + 1.

“||’7

In [27], a spectral characterization of resilient functions has
been presented. The following fact will be proved useful for
our discussion.

Lemma 1. [27] An n-variable Boolean function is m-resilient
if and only if its Walsh transform satisfies

Wi(w) =0, forall weF5 such that 0 < wt(w) < m.

A method of transforming a balanced Boolean function
into a 1-resilient function was presented in [[18]]. This method
is called LT-method (Linear Transformation method) in [11]].
Given a balanced function f € B,,, we define

Sy = {w e Fy | Wy(w) = 0. ©)

If there exist n linearly independent vectors in S, then one
can construct a nonsingular n X n matrix By whose rows are
linearly independent vectors from Sy. Let f'(z) = f(Cyx),
where Cy = B;l. Then f’ is 1-resilient, and both f’ and f
have the same nonlinearity and algebraic properties.

III. GMM CONSTRUCTION TECHNIQUE

In this section, we recall the definition of the original
MM class Boolean functions and define the GMM family of
functions. We then present the GMM construction technique
that yields the design of SAO resilient Boolean functions on
even number of variables.

Definition 2. For any positive integers p, q such that n = p+q,
an MM function f € B,, is defined by

F¥q, Xp) = 0(Yy) - Xp @ 9(Ye), Xp € F3, Yy €3, (7)
where ¢ is any mapping from F to F5, g € B,,.

The standard MM construction technique is in nature a
construction of nonlinear n-variable Boolean functions by con-
catenating 29 p-variable affine functions. This simply means
that the truth table of f consists of 29 truth tables of p-variable
affine functions since f is affine in variables z1,...,z, for
any fixed Y, € Fi. It is well-known that the nonlinearity
of this class of functions entirely depends on the size of p,
that is, assuming that ¢ is injective Ny = 271 — 2P~ 1
To ensure that ¢ is injective for m-resilient functions, only
nondegenerate affine functions in at least m + 1 variables
must be used and therefore p must satisfy the following
inequality Y7 ., (P) > 2"~P. This immediately implies
that p > [n/2] for any m > 0, thus N; < 2"~! — 2[51,
The case when ¢ is not injective has been treated in [[1], [20].

For even n, our generalization of this method is based on
the observation that it is not necessary to use affine functions
in p variables (p > n/2) to ensure that ¢ is injective. One
may equally well only use the totality of m-resilient affine
functions of up to n/2 variables that are available (there
are 312 (™/?) such functions), whereas the remaining
S ("?) functions are suitable nonlinear m-resilient func-
tions. These functions are actually affine on some (n/2 — 7)-
variable space for some suitable 7 > 0, but when viewed
as functions on an n/2-variable space (a concatenation of 2°
distinct m-resilient linear functions in n/2 — ¢ variables) these
functions are nonlinear.

The GMM construction technique is now described in
due detail. It uses suitably selected linear (affine) functions
for achieving the best known nonlinearity for this class of
functions, cf. Example [1| and

Construction 1. Let for 1 <i<n—1, E; C Fy and E! =
E; x F5™" such that

n—1
U &l =F, ®)
i=1
and
E, NE, =0, 1<i1<iz<n-1
Let X, = (z1,...,2,) € F§, X! = (z1,...,2;) € Fy and
X" = (xig1,...,2n) € FI7% Let ¢; be a mapping from

F% 1o Fi~'. A GMM type Boolean function f € B, can be
constructed as follows:

9)
where g; € B;.

Remark 1. We formally allow 1 <11 < n—1, though from the
SAO point of view it only makes sense to use affine functions
in at most n/2 variables, thus i > n/2.

For the convenience of the reader, the following example
further clarifies the space decomposition U?;ll E! = F% in
Construction [11
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Example 1. Let us consider the construction of a balanced
function on TS, ie, n = 6. Since m = 0, the number of
nondegenerate linear functions in 3-variables in at least one
variable equals to Zle (f) = 7. For instance, f can be
partially specified as follows (where for simplicity g(X[) = 0):

£(0,0,0,XY) = x4 £(1,0,0, X4) = x5

£(0,1,0, XY) = a¢ f(1,1,0, X)) = x4 ® a5
(0 0,1,X3)_J}4@Z‘6 (1, 1X3)_.’L‘5@JJ6
(07 71 X )—$4@$5@3}6 (15 17Xé/) (Xé/)

More formally, we have specified a mapping ¢3 : F3 \
{(1,1,1)} — T3, where T3 = {a € F3 | wt(a) > 1}. For
instance, ¢3((0,0,0)) = (1,0,0), thus (;53((0,0,0)) - XY =
(1,0,0) - (x4, 75,26) = x4. Let B3 = F3\ {(1,1,1)} and
E} = E3 x F3, so that

Fg = Eé U {(17 1, 1)} X Fga

which may be rewritten as F§ = E} U {(1,1,1)} x Fy x
F%. Because f is completely specified on Ej, it remains to
specify h(XY). This may be done by specifying two functions
h(0,z5,26), h(1, x5, 26) € Ba for the cases x4 = 0 and x4 =
1, respectively. Thus, let

f(17 17 1,0,.’135,376) = h(07‘r57x6) = T5
f(17 17 17 1,.135,.]36) = h(1,$5,l‘6) = x5 © ws,

and consequently
hX3) = (1@ z4)h(0, x5, 76) © 24h(1, 5, 76) = 5  T4Te

is a nonlinear balanced function, and f is now completely
specified. It can be verified that Ny = 26 which is better
compared to the standard MM method providing f with Ny =
24.

Remark 2. It would be of benefit to further decompose the
space and use subfuntions in smaller number of variables, but
in the above example it is clearly impossible since there are no
four distinct linear functions in one variable. Note also that 26
is the maximum possible nonlinearity of balanced functions on
FS. This approach is formalised in Theorem |l I by introducin
(an/z, ey p—m—1) € ]Fn/2 " which through inequality @
examines the possibility of using suitable subfunctions in the
least number of variables.

Theorem 1. With the same notation as in Construction [I]

let n be even and E; = 0, for 1 < i < n/2—1. Ler 0 <

m < n/2 =2, and (ay/2,...,0n—m-1) € Fn/Q m (where
n m—1

ans2 = 1) be the binary vector such that Do —n/2 a;2" is
maximal, satisfying at the same time,

n—m—1 n—i .
S {2 (")) 2w
i=n/2 j=m+1

Let e = max{i | a; # 0, n/2 < i < n—m — 1}. For
n/2 <i<e, set

ifa; =0

if a; = 1. (1

{|E|—0
|E|<Zj m+1(j)’

Forn/2 <i<eand a; =1, let ¢; be an injective mapping
from E; to T;, where

T, ={c | wi(c) >m+1, ce F5~'}. (12)

Then the function f € B, proposed by Construction [I] is a
SAO me-resilient function with nonlinearity

e

>

i=n/241
Proof: Obviously, the inequality in (I0) ensures that (TT)
holds. Then |E;| < |T;| for any n/2 < i < e. Hence, it
is possible to build the series of injective mappings ¢; from
E; to T; with n/2 < i < e and a; = 1. Without loss of
generality, we always let g; = 0. For any w = (wq,...,w,) =
(Q,, Q" ) € F3, by , we have,

>, (=

Xneugzn/Z E;

S (e

X{eEi

2n/271 _

Ny >2n—t - a; - 2"

13)

Wi(w) = ) (Xn)ow- X,

€

- >

i=n/2

X Z (-1

X E]Fn i

n—i

X"

n—i

)¢E(X£)'Xf{4€99/'

e

= Z atSl(w)a

i=n/2

(14)

where

(_1)(UJ1,<<-7W¢)'X£

X Z ( )¢z(X ) X':;/ 1+(W'L+17--47wn)'X:1/7i

Xy ey

.(15)

Obviously, if ¢; *(wit1,---,wn) exists,

Si(w) = (—1)@r@d ¢ (istin) L gn=,
Otherwise, S;(w) = 0. That is,

o1
if ¢z (wi+1a ERE)
otherwise.

iQ"_i’

s@={ 4

Therefore,

wy,) exists (16)

e
W@l 3 a2
i=n/2

a7)

Note that inequality in (10) cannot be satisfied if E,, /o = 0.
Thus, we have F,, , # () which implies that a,/,, = 1. By

(@), inequality in (@4) holds.
When 0 < wt(w) < m, we always have (w;i1,...,wp) ¢
T; for n/2 < i < n— 1. By (16), we have S; = 0. Hence,

n—1

Z aiSi(w) =0.

i=n/2

Wi(w) = (18)

Due to Lemma [I} f is an m-resilient Boolean function. M
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Obviously, the degree of f proposed in Theorem|I]can reach
e+ 1. Siegenthaler [25] and Xiao and Massey [27] proved that
for an n-variable m-resilient function of degree d it holds that
d < n—m—1. Such aresilient function having d = n—m—11is
called degree-optimized. Notice if e = n—m—2, which means
that (m + 2)-variable functions are used in the construction,
then it might be the case that deg(f) = n — m — 1. The
sufficient condition that f is degree-optimized in the case e =
n—m—2is,

P oe(X)- X #0. (19)
X/ €E.
Indeed, this implies that the term
T1T2*** Tpn—m—2 @ ¢€(Xé) : X;zlfe (20)

X!€eE,
of degree n — m — 1 is present in the ANF of f.
On the other hand, if e < n—m —2 then n—e > m-+2 and

we let {’il,...,im+1} U {Z'erQ,...,Z'n,e} = {€+ 1,...71’L}.
For a fixed 6 € E,, let ¢.(0) = (Cet1,...,Cn) Wwith

(Ciyy--sCipyy) = (1,...,1). The algebraic degree of the
function obtained in Theorem [I] can be optimized as below:
¢i( X)) Xy @i(X)), if X[ € B,
1=1,...,e—1

FOGI=0 s X1 oa XD, i X] € B\ (0)

" 3 [
Xy DTy Tiy_,, if X[ =0.

(21)
Thus, the nonlinear function
h(X)_)=c- X @i - Ti,_, (22)

of degree n — e — m — 1 is used instead of one affine
function. Moreover, the degree of f’ equals to e + (n —e —
m—1) = n—m — 1, that is, f’ is degree-optimized (the
term xy...Te%;,, ., .. T, ., occurs in the ANF of f’). It
is clear that this nonlinear function is m-resilient, therefore
f’ is an m-resilient function. Next we will show that N, €
{Ng,Ny —2mF1} where f is the function in Construction
given by (8).

Let f/ € B,, be defined as in . Without loss of generality,

we always let g; = 0. For any w = (w1, ...,wy,) € FY,
e—1
Wpw)=| Y aiSi(w) | +SL(w) + Ss(w),  (23)
i=n/2
where S;(w), for i =n/2,...,e— 1, are defined in the proof
of Theorem [1} Furthermore,
D
X/ €E\ {6}
X Z (_1)¢£3(Xé)‘xwl:—e@(w€+l """ w")‘leLl—e
X €Fy™e

(_1)(“’1a-<~~,we)'¢;71(we+17---7wn) . 271—57

= if @' Hwett,...,wn) exists
0, otherwise

B +277¢ if ¢’ Hwert, ..., wy) exists

- 0, otherwise.

and
Si() = (s
x Z (_1)h(XfLe)€9(we+1a-~~,wn)‘XfLe
X _ €Fy~¢
O, if(wh,...,wimﬂ);é(cil,...,cim“)
= gn—e _ gm+2 if (Weq1,..-,wn) =c
+2m+2, otherwise.

Then, we always have

S (w)Ss(w) =0

otherwise.

277,76
’ o y
i 51) + 55 = { e’y iz

By (23) and (I7), we have

Ny — Ny, SH(w)Ss(w) =0
"7 Njp— 2™+t otherwise.
Remark 3. Let

cn) € F57E,
o) £ (LD} (4

T.={c|c=(Cet1s---»
wt(c) >m+1, (¢, -

Essentially, we can ensure that

Se(w)Ss(w) =0 (25)

if |[Ee|—1 < |T.| and ¢, is an injective mapping from E.\ {6}
to T., see [17)], [28]] for further details.

By an (n,m,d, Ny) function we mean an n-variable, m-
resilient Boolean function f with algebraic degree d and
nonlinearity Ny.

The following example further explains the particular
choice of the subfunctions used in the construction of a
(12,1, —,2 — 25 — 24) function. Note that if the standard
MM method was used (with injective ¢) one would be forced
to select 32 linear/affine functions (nondegenerate in at least
two variables) from F7 and the resulting nonlinearity would
be 211 — 26 < 211 25 94

Example 2. Using the GMM method one can construct a
(12,1, —, 2 — 25 — 24) function. Note that

. /6 >\ /5
= M =2 M

We can set Eg C FS with |Eg| = 2?22 (?) = 57, and
E; = Eg x Fy where Eg = FS \ Es. Obviously, |E;| =
2 - Z;:o (?) < 2522 (?) This essentially means that the
number of 1-resilient functions in five variables suffices for
specifying the remaining 7 functions in 6 variables, just as it
has been done in Example [I} So it is possible to build two
injective mappings ¢¢ : Fg — Tg and ¢7 : E7 — Ty, From
Theorem || and its proof, a 12-variable, I-resilient Boolean
function with nonlinearity 2'1 — 2° — 2% = 2000 can be
constructed as follows:

[ ee(XL) XU, ifXLeE
o) = { ) X AR
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TABLE I
SUBFUNCTIONS IN THE CONSTRUCTION OF A 12-VARIABLE GMM

FUNCTION

Ig(Xg) =28 ® g & w11

L (X{) =a7 @ ey @agg

1a(Xg) = a7 ®xg B oy

13(Xg) =w11 ®aya

L4 (Xg) = @10 ® @1y

Is(X{) =e7 ©eg @ayg Gy

l6(Xg) =29 Dz1g Dy ®ayo

7 (X{) =7 ® 1o

Ig(XE) =29 ®ay; @i

Ig(X{) = a7 ®ag ® =19

Lio(Xg) =a7 ® g D wg ® w1y

111 (Xg) =7 @10

Li2(Xg) = a7 ® 29 ® w10 ® 212

U13(Xg) =28 ® g D21 ® 212

L4(Xg) =7 @210 B w11 D210

ZIS(XG/) =x9 w10 D 12

l16(XE) = a7 ® w10 @ =12

17 (X =z10®z12 *
(X =z19Pxyy *

llS(Xé/> =xz7 Qrg Bxi) T2

l19(Xg) = a7 G ag & 21

I3 (X§) =wg @ayg O xip

191 (X)) =er @ ag B w10 ® @11

loa(X§) = w7 © 28 ® 29 ® w10 ® w11

U3 (Xg)=xg@®z10®w11 *
1'2'3(X§'):I9®110@111®$12 *

log(X{) = 28 ® w9 B w10 ® 11

s (X =w10@w11Gz12 *
l// (X//) 19®112 *

126 (X)) = a7 ® 29 ® x10

127(}(6 ) =xg3 B xg B w19

198 (X§) = a9 & 210 B @11

129 (X)) = w7 & 28 & zg

130 (X)) = a7 @eg w19 S =1y

131(X{) = 25 ® z12

132 (X{) =@10@ey; B

133(Xf) =eg ®wig By

134(X§) = wg @ w9

7
I35(Xg) =210 ® 12

l36(XE) = 28 w9 w10 ® x11 S =12

137(Xg) = 7 ® og ® x19

138(Xg) = a7 ® 28 ® xg D w11 ® w12

g (XE)=ag@wip *
U (X )=ag@zyy *

140 (X)) = w9 ® w19

141(XE) =29 ® @1

Uy (X =wg®z1g *
lgz(Xé'):mgeawlO@le *

143(XE) = 27 @ a9

l4g (X)) =7 @og Do @ xyg G x12

145 (X)) = a7 ®ag B wg ® w12

146 (Xg) = a9 ® @19

ly7(Xg) = a7 @ @10 ® 21

148 (X§) = a7 G ag D 29 D w1 19

149(X6/) =x8 w10 12

50 (Xg ) =7 DrgDrgdT1g
CEARRSESY

I51(X§) = a8 @ wg ® 210 B =12

l5o(X) =a7 g oo @iy Gy

53 (X)) =27 ® x5 B x19 ® x12

I54(XJ) =28 ® w10 B 11 ® 712

I55(Xg) = o7 ® v

l56(Xg) = 28 ® =11

7 (Xg)=eg®z11 *

1 (X ) =g @z11@r1n *

58 (X§) = w7 @ @11

150 (Xg) = w7 @ w9 B @10

160 (Xg)=cg®zg®r1g®r1 Br1n ©
L (X =21 4@x10 *

l61(Xg) = o7 ® g ® w9 ® w19

lg2(XE) = g @ =19

l63(Xg) = g & w9 & =19

Table|l|lists 57 different 6-variable and 14 different 5-variable
[-resilient linear functions (denoted with *) used as subfunc-
tions of f. E.g. the function ts®x9Px11 is a subfunction of f,
more precisely f(0,0,0,...,0,X{) = xg ® xg ® x11, where
X¢ = (x7,...,212). In general, in Tablem x1 are used fo
identify the column whereas xs, . ..,xq enumerates the rows,
eg f(1,0,0,...,0,X{) = x7 ® x11 ® x12. Notice that the
parameter ¢ = max{i | a; # 0, n/2 <i < n—-—m— 1}
as defined in Theorem |1} equals to n/2 +1 = 7. In other
words, it determines the smallest variable space used in the
construction, in this case the usage of linear functions in
n — e = b variables.

Notice that deg(f) < e+1 = 8 in Example[2] and simply by
replacing for instance the 5-variable function xg @ x9 B x19 B
211 ® 12 (found in the last row of Table [[) with a nonlinear
function zg @ x9 B x1p9T11212 Oone gets a degree-optimized
function f’.

The design procedure, for achieving the highest nonlinearity
using injective ¢;, that applies to Construction [I| can be
summarised as follows:

a) Selectall Y7/2 | ("/?) linear functions nondegenerate
in at least m + 1 variables.

b) Determine the maximum value of » ;" /2 L a2t satis-
fying inequality in , where (a2, ,0n—m-1) €
Fg/”m and a,/, = 1. Here, a; = 1 indicates the
usage of linear functions in n — ¢ variables, for ¢ =
n/2,...,n—m—1.Due to , the nonlinearity is larger
when affine functions from smaller variable spaces are

available, i.e., when i is larger.

c¢) The injective mappings ¢; E; — T, are chosen
arbitrary, though the selection of elements from T;
along with the possibility of using either linear or affine
functions appear to affect the algebraic properties of the
function (cf. Section [[II-B), hence the functions g; are
nonconstant.

d) If f is not degree-optimized then f’ is constructed by
replacing one (n — e)-variable function with a nonlinear
function as described previously. It should be noted that
Ny = Ny if the equation in holds.

Using the GMM construction technique, we can provide

degree-optimized resilient Boolean functions with currently
best known nonlinearity, as illustrated in Table @

A. A formal comparison to the method in [28)]

The main reason why the GMM technique performs better
than the method proposed in [28] is that the number of
subfunctions available using the GMM method appears to be,
in general, larger than the number of partially linear disjoint
spectra functions used in [28]. This is formally confirmed by
comparing these numbers when the term 281 ([27] < k < t)
appears in the value of nonlinearity (which is always the
case for SAO functions), where ¢ = n/2. The number of
subfunctions available in [28] is,

z’f (%i— t)

1=m-+1

(26)

On the other hand, this count for the GMM construction is

given by,
i (5
S L) @7)
Lemma 2. Let u > v > m and let
X u Y v
A, = = .
S50 50
i=m+1 i=m+1
Then,
A, = 24U A, + ui?—l u=iy (28)
i=1 m

Proof: Using () = (*7 N+ (. 1), we have

D (GREN)EE
- S E ()
S )
:2%4+G;§

_ 2u7vA’U + Z 21’—1 (Um Z) .

i=1



IEEE TRANSACTIONS ON INFORMATION THEORY, 60(10): 6681-6695, 2014

TABLE II
NONLINEARITY COMPARISON OF THE DEGREE-OPTIMIZED GMM
FUNCTIONS TO THE WORK IN [28]] (n EVEN)

m n GMM construction Ref. 28]
n [ 2T — 25— o4 SIT — 55 — 4 — 52
14 | 218 _ 56 _ 54 _ 93 _ 52 513 _ 56 _ 55 _ 52
16 | 215 _ o7 _ 55 215 _ o7 _ 55 _ 52
18 | 217 — 28 _ 26 217 _ 28 _ 96 _ 52
20 219 _ 29 _ 56 219 _ 99 _ 96 _ 92

! o | 223 _oll o7 _ 52 523 _ o1l _ 08 _ 52
26 | 225 _ 912 _ 58 225 _ 512 _ 58 _ 52
28 | 227 _ 913 _ 58 _ 52 527 _ 513 _ 59 _ 52

229 _ 914 _ 59 _ 52
235 _ 17 _ 511 _ 52

326 _ 515 _ 52 553 _ 526 _ 515 _ 514 _ 52
S8 | 257 _ 228 _ 516 _ 52 257 _ 528 _ 516 _ 515 _ 52
o | 215 — 27 —3F 2T5 57 — 36 — 33
18 | 217 — 28 _ o7 217 _ 28 _ 97 _ 93
20 | 219 29 27 _ 25 219 _ 29 _ 58
» | 221 _ 510 58 221 _ 510 _ 58 _ 53
%6 | 225 _ 512 _ 59 225 _ 512 _ 59 _ 53
2 | 30 | 229 _ 514 _ 510 _ 43 229 _ 514 _ 511 _ 53
3 | 233 _ 316 _ 511 _ 510 _ 93 | 533 _ 516 _ 512 _ 53
| 243 _ 521 _ 514 _ 53 243 _ 521 _ 514 _ 513 _ ,3
48 | 247 _ 523 _ 515 _ 514 247 _ 523 _ 516 _ 53
62 | 261 _ 230 _ 519 _ 53 261 _ 530 _ 519 _ 518 _ 43
20 | 269 _ 334 _ 521 _ 520 _ 53 | 569 _ 534 _ 522 _ 53

83 | 287 _ 243 _ 526 _ 53 287 _ 543 _ 526 _ 524 _ 43
219 99 98 57 _ 57

3 30 | 229 _ 914 _ 511 _ 510 229 _ ol4 _ 512 _ 54
36 | 235 _ 917 _ 513 _ 94 235 _ 917 _ 513 _ 512 _ o4
46 | 245 _ 022 _ 516 _ 513 245 _ 522 _ 516 _ 515 _ 54
2 30 | 229 — 218 — 512 — oIt 229 — 514 — 513
36 | 235 _ 917 _ old4 _ 512 235 _ 917 _ 515 _ 95
5 | 23T =320 —oI7 24T — 520 — 517 — ;14 — 56
74 | 273 _ 936 _ 527 273 _ 936 _ 527 _ 524 _ 46
3 20 | 299 — 219 — 517 515 239 — 919 — 517 — 516 _ o7
46 | 245 _ 222 _ 519 _ 518 245 _ 922 _ 520 _ o7
7 | 283 — 22T — 519 _ 5T 243 — 52T — 520 _ 5
55 | 2Bl _ 925 _ 522 251 _ 925 _ 522 _ 521 _ o8
3 56 | 255 — 227 — 224 _ 523 255 — 927 — 325
70 | 269 _ 934 _ 529 269 _ 934 _ 529 _ 527 _ 59
) 54 | 253 — 226 — 324 _ 523 253 _ 226 _ 324 _ 523 _ 522
6 | 261 _ 930 _ 527 261 _ 530 _ 527 _ 526

Theorem 2. Construction |I| always achieves either the same
or better nonlinearity compared to the method in [28)].

Proof: Using Lemma 3.1, we have
=k k—i
_ ot—k i—1( " —
A, =2 Agk_t-‘r;Z (m )

Obviously, sz kJ > Aop_y, 1€,

Yrmen ()| 2kt
Qtjkl Z ( 7 )
i=m-+1

B. Algebraic immunity of the GMM construction

The AI of the GMM method is hard to analyze due to the
dependency of the degree of the annihilators on the choice of
the subfunctions. Indeed, computer simulations confirm that
the choice of subfunctions does affect the Al, and furthermore
the usage of both affine and linear functions has an positive
impact on the AL In other words, the arbitrary functions g;
used in (ZI)) should be nonconstant functions. For instance, in
most of the cases the Al of a 12-variable function f is rather
poor, AI(f) = 3 if g; = 0. Instead, by replacing some linear
subfunctions with affine subfunctions, which also applies to
item 3) in the design procedure of Construction [I] the Al
reaches its suboptimal value 5.

However, the use of nonconstant g; is not sufficient for
ensuring a large Al and we show below that for n > 16 the
functions obtained using Theorem [I] cannot have optimal AL
This is primarily due to the use of many n/2-variable functions
which in turn gives rise to a large number of unknowns and
thereby to solvable system of equations as discussed below.
Therefore, in Section we investigate the case when not
too many n/2-variable functions are used and demonstrate
improved resistance to both fast and classical algebraic attacks.

It was shown [[17]] that in general algebraic properties of the
standard MM class may not be optimal. Using an equivalent
form of (7), a function f in the MM class can be represented
as a concatenation of affine functions and written as,

n—k
fCun X)) = P [lweneag), @9
TeFy ™ ki=1

where aj-)(z) = ¢(7) -z © h(7) and ¢ : F27 % & FE b
F5~ k —> F2. Then, any annihilator of f can be represented
as,

n—k

D ([Twene )@,

reppk =1

9o, Xi) = (30)

where g|;] is any annihilator of a(;}, i.e., gjrjaj;) = 0.
Let us introduce a formula similar to (29) but referring to
the GMM class:
n/2
@ H(yz O b
reFy/?\Er =1
n/2

® P [[w @ Dug@), G

TeE i=1

f(Yny2, Xny2) = Dajr(x)

where u() are (say) quadratic functions.

Then, any annihilator of f can be represented as,
n/2

B (JIwene)gm)

reFy/\Er =1

g(Yn/2aXn/2) =

n/2
@ D ([[wiene)g, (@), 32
TEE' 1=1

where gj;) is any annihilator of a., i.e., gj;jaf,) = 0 and ng]
is any annihilator of u,), i.e., ng]u[T] = 0. If we would like
to cancel the presence of the term yiyo - - -y /25(x) in the
general algebraic normal form of g given by (32), then the
necessary and sufficient condition is that,

D g oD

TEF;/2\E' TEE'

= @ (1@ ap(2)) ) ® @ (1 & v (2))hiy (@)
rERT I\ B reE

=0, (33)

where h,(z) and hET] (z) are Boolean functions in n/2 and
k' (K < n/2) variables of arbitrary degree, respectively.
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However, this technique does not ensure that, depending on
the choice of h[;) and hET , there will not be some term of
even higher degree than n — n/2 + 1. Therefore, we constrain
the degrees of h,j(z) and th] (z) not to exceed fixed values
r (r < m/2) and r — 1, respectively. Then we try to select
the functions hf,j(z) and h{T] in such a way that we cancel
the terms in the ANF of g containing y;, ---y;, for any p
in the range d < p < n — n/2, where d is a fixed integer
1 <d <n—n/2. If there exists such a choice of h(;(z) and
th] then the degree of g will be equaltod—1+7r+1=d+r
which can be less than n — n/2 + 1.

To cancel all terms in g(y, z) containing y;, Yi, -+ - Yis» 1 <
i1 # g+ # iy < n—n/2, the following two sum must be
identical to zero,

B  Ueamy@)hp) =0, (34
resl/2\ g/
Tig@1 T T iy 2 =0
P Geuyy@)hiyz) =0 35
TEE’
T’ié@l:”':”n/2:0

Let us introduce the following general form for the functions
hir)(z) and hET] (z), that is

A (x) =a) @&

@ af . T, TEFYP\E (36)

T T
a1 ... D Uy 2Tn /2

b‘{.’El @ e EB b;;/,’Ek/

b bz—l"'ir—lxil'“ir—l’ TE El. (37)

Thus, restricting the degree of h((x) not to exceed r and
7 — 1 we obtain in total (27/2 — |E'|)- 37 _, (”{2) unknowns
ag, - - .,a[l__%, when 7 runs through IF;L/Q \ E’. Similarly,
by restricting the degree h{T] (z) not to exceed r — 1 we
obtain |E’| - Z:;Ol (kl/) unknowns b, ...,b7 ., , when T
runs through E’. On the other hand, to cancel any subproduct
Yi, Uiy *  * Yis» the condition that and must be identical
to zero will induce Z;Ié ("3/2) + 2 im0 ('El) equations in
unknowns aj,...,a and 0f,...,0] that actually
must be zero.

Hence, assuming that we want to completely cancel the
terms in the ANF of function g which contain at least d distinct

y variables we obtain the total number of equations,

i) 5 00)-50)

=0

-
11y LR SRR P |

n/2—d

D

=0

(38)

It is obvious that this homogeneous system of equations is
always solvable if the number of unknowns is larger than the
number of equations. Thus if we require that,

@ -3 (") + 1 5 (%)

i=0 i=0
n/2—d r+1 r
n/2 n/2 K
o> (n/2—j> Z<j)+2<j> B
7=0 j=0 =0

then we can find an annihilator (or many) of degree d + r.

The main idea now is to find d,r such that the condition
above is satisfied together with the requirement that d + r <
n—n/2+ 1. In the sequel we refer to this approach as equation
based annihilation.

Example 3. Consider a construction of a function
(12,1,10,2000) on Fi% using the GMM method given in
Example [2| thus k' = 5 and |E'| = 14. Then, a trivial
annihilation, obtained by defining g to be 1 + af;) for a 6-
dimensional subspace given by T and zero otherwise, will give
annihilators of degree n—n/2+1 = 7. It can be checked that
putting d =51 =1and k' =5 in

@3 (") 1 ; (%)

S B0 w

gives (26 —14) -7+ 14 > 7- 28. This means that the number
of unknowns is larger than the number of equations and there
will exist annihilators of degree d + r = 6. It can be verified
that further reduction of degree by choosing for instance d =
3,7 =2o0rd=4,r =1 is not possible since the condition in
is not satisfied.

Remark 4. Note that the set E' can contain subfunctions of
degree 2 or more. For instance, in Example [2] 14 different 5-
variable I-resilient linear functions can be simply viewed as
7 different I-resilient quadratic functions with disjoint spectra
on FS. Furthermore, the functions w(;)(x) do not have to be
quadratic functions. It is easily verified that for the function
(16,1, 14,2 — 27 — 25) the functions ur)(z) have degree 3.

It seems to be a difficult task to derive an explicit expression
for the choice of the parameters r and d. However the
computer simulations suggest that the best choice is to take
r =1 in order to minimise r + d, for r, d satisfying (39). The
optimal choice of the parameters r and d for certain input
values is given in Tab]e where E' = 2n/2— S0 (/3),
that is, all m-resilient affine functions in n/2 variables are
used. For n > 16 it is apparent that Construction |I| does not
provide functions with maximum Al. The degree n —n/2+ 1
of trivial annihilation, as described previously, is listed for
comparison. Also, the results concerning Al of functions
obtained using Theorem [1| based on computer simulations,
are listed. Note once again that the Al depends on the choice
of subfunctions, and both AI and resistance to FAA can
be improved if a proper proportion of functions with large
and small number of variables is chosen, see Section [[V-B}
The results of simulations for n = 16, 18 are empty due to
infeasibility of computing Al for n > 16.

This technique is almost with the same success applied to
the degree-optimized GMM class discussed previously.

The resistance against FAA is measured by considering the
sum of the degrees of functions g and A in the relation of
the form f(x)g(xz) = h(zx). Set e = deg(g), d = deg(h).The
cryptanalyst seeks for nonzero g, h € B,, so that e + d in the
above relation is minimized. The tuple (e, d) completely de-
termines the complexity of the associated FAA. The resistance
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TABLE III
COMPARISON OF SIMULATED AI VALUES TO TWO DIFFERENT UPPER
BOUNDS ON Al

n;n/2 12;6 | 14,7 | 168 | 18;9 | 20;10
n—n/2+1 7 8 9 10 11
d+r 6 7 7 8 9
AT of Th. [1f (comp. simul.) 5 6 7 - -

to FAA is optimal if e+ d > n for any e € [1, [n/2] — 1]. It
is well-known [6] that there always exist functions g, h € B,
satisfying that e + d = n, but finding f satisfying e +d > n
for any nonzero g, h appears to be very difficult. One such
function in n = 9 variables was found in [3]], therefore the
main attempt in this direction is to design functions satisfying
e+ d > n — 1, which are then called suboptimal with respect
to FAA.

Unfortunately, for the standard GMM method the existence
of functions f,g € B, of degree 2 and n/2, respectively,
was observed for all choices (non-exhaustive) of subfunctions
that optimize the nonlinearity. Therefore, the resistance to
FAA turns out not to be particularly good. It appears that the
reason for this behaviour is the usage of many n/2-variable
affine functions in the design. This can be circumvented by
allowing a repetition of functions from smaller variable spaces
while only using‘“‘a few” affine functions in n/2-variables. This
results in balanced Boolean functions with excellent algebraic
properties which we discuss in the next section, cf. Example [
and the subsequent discussion.

IV. DESIGNING BALANCED GMM FUNCTIONS

In this section we demonstrate the possibility of designing
highly nonlinear balanced (or 1-resilient) Boolean functions
with good resistance to FAA. To achieve our goal we firstly
provide the existence evidence of functions within the GMM
class satisfying all relevant cryptographic criteria. These func-
tions are firstly found by performing a simple computer search
for optimal choice of affine subfunctions, their number for
different dimensions and their placement. Therefore, we also
give a deterministic approach of constructing balanced func-
tions with slightly decreased resistance to FAA compared to
the computer based search; hence providing a further evidence
of the richness and the possibilities of further optimization and
refinement of the cryptographic criteria within the GMM class.

A. Balanced GMM functions with overall good properties

As previously mentioned the only problem of the GMM
class, generated by means of Construction |1} is its relatively
bad resistance to FAA and slightly suboptimal Al n/2 — 1.
The conducted simulations and the analysis in Section [[II-B
indicate that the usage of “too many” n/2-variable affine
functions in the concatenation has a negative impact on
algebraic properties. Here, “too many” means that the usage
of almost all available n/2-variable functions always implies
a bad resistance against FAA, whereas functions with good
algebraic properties but just slightly lower nonlinearity can
be easily found if only a small portion of affine n/2-variable

functions is used. More generally, based on extensive com-
puter simulations, the smaller number of functions in large
number of variables and consequently a larger number of
“small” functions then the better is the resistance against FAA
while the nonlinearity is slightly decreased at the same time.
Here, “small” functions means k-variable affine functions with
k < n/2. In this case, the functions ¢;, i > n/2, defined
previously may not be injective any longer, thus the repetition
of affine functions in (n —1)-variables is also allowed. Since it
is very tedious to describe the choices of the subfunctions in
an exact mathematical manner, we only give a few examples
that confirm the existence of functions satisfying all relevant
cryptographic criteria and leave the search for optimal func-
tions as an interesting design problem.

Example 4. Let us consider the construction of f : F§ —
Fs. Using the standard GMM approach and 4-variable affine
functions along with 3-variable functions we would be able to
construct (8,0,6,116) functions with AI(f) = 3 but it turns
out that (e, d) = (2,4) would always exist (for certain choices
of subfunctions even (e,d) = (1,3) may exist). Now using a
single 4-variable function, twenty 3-variable and twenty 2-
variable functions, one can construct

f = 00110011001110011001011010101100101010100011
10010110011011111111000011111010110000111001
11001100101011000011110001010101110001101111
00001001011010011001101010101100001110100101
11000110001100110011110001010011111100000000

000000111001001111001001100110011001

which has AI(f) = 4, its nonlinearity is Ny = 112,
deg(f) = 6, and in addition it turns out that e+d > n—1=7
for any choice of the nonzero functions g and h. Furthermore,
by LT-method, this function has 8 linearly independent vectors
w for which Wy(w) = 0 thus it can be transformed into
1-resilient function preserving all other parameters. This 1-
resilient function f' has the following truth table:

f = 01011110010010011011110111111100000010101100
01111010001011111000000011000000011100101001
00010110111110010010001111101000101011010010
00010011011110110001001110001011100101011000
00001101101101000111011111011100110110011001
001010001110110101010010110101100001

Another example of a function satisfying all relevant crypto-
graphic criteria including excellent algebraic properties is the
following f € Byo whose truth table is given in a hexadecimal
format.

5fab09faac3ab6aac69336a696ffc369
60a395006¢c565f39a563c53fc33a0fc3
6169c3c6aaabi3666aa095a9a6f95563
53995£3963f50f5fa66953056¢9a3a50
fc90a51635309faaffcc303563956¢96

f13c05365350c99f3305963a3359f0f3

3615635560cf5cfa0a6009caa030a033
¢cf06930a30fa3093c0f0663cH5aa05c65

This (10,0, 8,472) function with optimal AI and suboptimal
resistance to FAA, i.e, e4+d > n —1 = 9, can be easily
transformed into 1-resilient function f’ having exactly the
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TABLE IV
BALANCED GMM FUNCTIONS WITH EXCELLENT ALGEBRAIC PROPERTIES
n | deg(f) | resiliency | degg +degh | Al | Ny
8 6 1 Sn_1=7 | 4 | 112
10 8 1 >n—1=9 5 472
12 11 0 >n—1=11| 6 1960
12 10 1 >n—1=11| 6 | 1960
14 13 0 >n—1=13 | 7 7994

same parameters as f. The truth table of f’ which is a
(10,1, 8,472) function is given by,

4712{5c¢b420466d65885742¢141374e0
31353438 74bfaTc2e53f2378646bf2b
6¢391afa726d6026901d17d1397aed2f
4330584156067f99e5¢9a5t39da99c9a
78f5b40843abb3eedfcdc34de060dchd
839b7504cd5a4c9¢3282e0506bb88a57
527db3abc26ab928dfde4626a2aed0c6
48342a9babdbac8b9{6d580901698596

Remark 5. Notice that the above (10,1,8,472) function is
not a SAO function since its nonlinearity is not larger than
on—1 _ 9n/2 — 480. On the other hand, the function has
excellent algebraic properties.

In Table [V] we list a few balanced/resilient functions
obtained by using a small portion of n/2-variable functions,
thus trading off the nonlinearity of the functions against
(almost) optimal algebraic properties. The truth tables of the
(12,0,11,1960), (14,0,13,7994), (12,1,10,1960) functions with
good algebraic properities can be found in Appendix A.

B. GMM functions with good algebraic properties and non-
linearity

The use of many n/2-variable functions in Theo-
rem [I] is a direct consequence of the fact that optimiz-
ing the vector (anj2,...,an—m-1) € ]F"/2 ™ such that
D iensz Ya;2 is maximal and satisfying at the same time

21:7:';2_1 ( A DN (";Z)> > 27, implies the usage
of a large number of n/2-variable functions. In what follows,
we propose a deterministic method for constructing highly
nonlinear GMM functions with good algebraic properties
which only uses a moderate number of n/2-variable functions,
more precisely 27/2~1 such functions without repetition are
used. As a consequence, we are forced to drop the injective
property of the mappings ¢; defined in Construction (1| and
Theorem for ¢ > n/2. Thus, ¢; is A;-to-1 for some positive
integer A\; > 1.

One possibility of selecting suitable A; is to take A, /241 =
2 and \,, /24 = 4, which gives 27/271 x 2n/2 42 x 2n/272
2n/2=1 4 9n/2=2 % 97/2=2 — 9" Notice that the existence
of 27/2=1 many (n/2)-variable and 2"/2~2 many (n/2 — 1)-
variable linear subfunctions is always guaranteed. On the other
hand, all the available (n/2 — 2)-variable linear functions are
used, including the all zero function. Notice that the design
below provides a very good lower bound on nonlinearity by
cancelling the contribution of (n/2 + 1)-variable subfunctions
in the computation of spectral values (when the contribution

of n/2-variable functions is nonzero, cf. in the proof of
Theorem 3

Construction 2. Let n > 8 be even and Vy C Fn/ 2=y
{0, )21} with |Vy| = on/2- 2, where 0; denote the all zero

\Vo and
Unjoy2 = ]Fg/zfz. Forn/2<i<mn-—1, let El be defined as
in Construction [I} and

vector in FYy. Let U,y = Fo X Vo, Uy, joq1 =

2721 ifie{n/2,n/2 + 1}
|E;| =14 27/2, if i=n/2+2 41)
0, ifn/2+2<i<n.

Forn/2 <i<n/2+42, let ¢; be a \; to 1 mapping from E; to
Ui, where My o =1, Ayjoy1 =2, and Ay ja 40 = 4. Let X, =

(21,...,2n) € FY, X| = (21,...,2;) € Fy and X]|_; =
(Tit1y---,2Tn) € FI7'. A GMM type Boolean function f €

B,, can be constructed as follows:

f(Xn) = ¢i(X7) - X77_; © gi(X]), for X] € Ej,

ie{n/2,n/2+1,n/2+2}, (42)

where g; € B; are say randomly chosen balanced functions,
in particular satisfying

[{gi(X

Theorem 3. The function f € B, proposed by Construc-
tion 2] is a balanced function with nonlinearity

D=0]X]€¢; (0ni)} =Xi/2. (43)

Ny >on=t —on/2, (44)

Proof: For i € {n/2,n/2 + 1,n/2 + 2}, let w =

(Q, Q) = (w1, ,wn) € FZ, where Q) = (w1, ,w;)
and Q. = (wiy1,- - ,wp). We have,
n/2+2
Wiw) = Y ()X = N 5i(w),  (49)
Xn€Fy i=n/2
where
Silw) = D (mpTXEal
X!€E;
X Z (_1)¢1(X ) X,’l’ 7@9” X;’ A (46)
X" eFyt
Note that
Y (C)H DX e X
X/, eFpi
_ [ i e i) = X
= {0 @
Since ¢; is a A; to 1 mapping from FE; to U;, we have
|67 (i) = A thus
Siw) = 2" YT (FnTNent @y

X ed) I(Q//

n'L
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Furthermore,

Siw)| = |2 (1) X{Boi(XD

>

Xjed; ()
>\i . ani
B on/2. ifi=n/2,n/2+1,
N N2+ ifi=n/242
Combining and @ for i = n/2, we have

0 Zf Q" el /241
S w) = ’ ) n/2 n
n2(@) { +27/2 if Q2 & Unjotr.

When QZ/Q ¢ U241, then S, 5.1 (w) = 0. Therefore,

IA

(49)

(50)

1,0 /2(@)] + |Sp 211 (w)] = 22

Obviously, using (51)) and (@9), we get

n/2+42
|Wf(w)| = Z |Sz(w)| < 271/2 +4. 271/272 _ 2n/2+1’

i=n/2

619

which by (@) implies that Ny > 27! — 27/2, as claimed.
Notice that f is mainly a concatenation of affine nonconstant
functions apart from a possible sporadic usage of (n — i)-
variable constant functions. However, by @]), these constant
functions are used in a balanced manner, implying that f is
balanced. ]
Instead of describing the design procedure, we illustrate the
choice of subfunctions in the example below, which can be
easily generalized to larger n. The space decomposition should
be clear from the examples accompanying Construction [T}

Example 5. Using Construction |2| one can design an §-
variable function by selecting eight 4-variable, eight 3-
variable, and sixteen 2-variable affine functions as subfunc-
tions, see Table V] for its properties. The nonlinearity bound
gives that Ny > 2"~1 — 2"/2 \vhich gives Ny = 112. For
simplicity X!, is replaced by Y = (y1,...,Yyn—i) and the
design procedure is as follows:
a) Select 2"/2~1 = 8 different 4-variable linear functions
of the form h = a4yy + asys + asys + a1y1 + ag, where
the vectors (ag, . ..,a1), with ag = 0, are given as,

(0717 ]" 1)’ (0517170); (0307 171)7 (070707 1))
(1,1,1,1); (1,1,1,0); (1,0,1,1); (1,0,0,1).

b) Select on/2-1 — g many 3-variable linear (affine)
functions of the form r = bsys + bays + b1y1 + by by
repeating each function below, specified by (bs, b, by1),
twice:

(0,0,0); (0,1,0); (1,0,1); (1,0,0).

Notice that gs (see in this case must ensure that
the repetition of the all-zero function corresponds to the
use of all-one function. Also, the fact that (a3, as,a)
is never equal to (bs, by, b1) for any of the chosen func-
tions ensures that these functions are disjoint spectra
functions.

TABLE V
DETERMINISTIC GMM FUNCTIONS WITH OVERALL GOOD PROPERTIES
n deg(f) | resiliency | degg +degh | Al Ny Ny in Tablefu]
8 6 T Sn_1=7 | 4 | 112 :
10 8 1 >n—2=238 5 480 -
12 10 1 >n—2=10 6 1960 2000
14 11 1 >n—3=11 7 8040 8100

c) We select sixteen 2-variable functions of the form s =
CcoYo D c1y1 D co by repeating 4 times the functions
specified by (ca,c1) below,

(0,0); (0,1); (1,0); (1,1).

Once again, the all-zero function is repeated twice as
well as its complement through a suitably chosen gg.

Remark 6. The deterministic approach described above is
only one way of specifying repetition of small linear functions,
which may not be suitable for obtaining good algebraic
properties for large n. There exist other approaches that
give better algebraic properties such as the following one.
Instead of fixing the variable spaces of the subfunctions to be
n/2,n/2+ 1 and n/2 + 2 one may introduce a parameter s,
withn/2 +1 < s <n—1, and define

/2= ifn/2<i<s
|E;| =14 272, ifi=s (52)
0, if s<i<n.
and
1, if i=mn/2
)2 ifi=n/2+1
Ai = 2021 ifp/242<i<s—1 (53)
on=s, if i=s.

which gives better algebraic properties since more “small”
subfunctions are used.

The properties of a few functions constructed using this
approach are given in Table [V] whereas the truth tables of
these functions can be found in Appendix B. The last row in
Table |V|lists the nonlinearities of functions obtained by means
of Theorem [T} whose algebraic properties are not very good.
Even though N; > 2n~1 — 2"/2 for Construction [2} to slightly
improve the algebraic properties for n = 14 and n = 16 we
utilize the ideas in Remark [6] for which it can be shown that
Ny > 2771 —27/2 _ (5 —2) . 2%/272 This is strictly less
than SAO nonlinearity, but the actual nonlinearity values are
much higher. For all the functions in Table [V] we were able to
find n linearly independent zero values in their Walsh spectra,
hence all the functions could be transformed into 1-resilient
functions using the LT-method. See examples in Appendix B.

V. CONSTRUCTION OF SAO m-RESILIENT FUNCTIONS ON
ODD NUMBER OF VARIABLES

In this section, we show that for any positive integer m, it
is possible to construct n-variable (n odd) SAO m-resilient
functions with currently best known nonlinearity either by a
straightforward generalization of the even n case or, alterna-
tively, by using PW functions (or KY functions) as the input
instance for our construction methods.
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A. Construction of SAO functions using direct sum

A straightforward approach for constructing a SAO resilient
Boolean function for odd n is to use the direct sum of a
GMM function on even number of variables and a KY (or
PW) functionﬂ

From here on, a balanced function is regarded as a O-
resilient function, and a function that is neither balanced nor
1-resilient is regarded as a (—1)-resilient function. Note that
a KY function and a PW function are both (—1)-resilient
functions.

Lemma 3. Let f(y,x) = g(y) ® h(x), where g is an mq-
resilient function and h is an ma-resilient function. Then f is
an (my + mg + 1)-resilient function.

Note that the truth table of f in Lemma [3]is the concate-
nation of the truth tables of h or A + 1 in some order which
depends on g.

Construction 3. Let n = ny + ny where ny is even and no
is odd. Let g(y) € By, be an mj-resilient function obtained
by Construction 1 and h(x) € By, be a known mq-resilient
Sfunction with SAO nonlinearity. The function f € B, is then
defined by f(y,z) = g(y) ® h(z). Then, by Lemma[3] f is an

(my + mgq + 1)-resilient function.

Under certain conditions, related to the variable space of g
above, f in Construction has SAO nonlinearity. To determine
these conditions explicitly we assume that /& belongs to some
of the following cases.

e h € By is a KY function;

e h € Bis is a PW function;

e h € Bis is a PWO function, where “PWO0” means a 15-

variable balanced function with nonlinearity 16272 [22].

Take the direct sum of a GMM function and a KY function

as an illustration. Let

f(Il,..
= g(x1, ..

3 Tny49)
B ,xnl) D h(xnl_;,_l, ..

5 Tnyy Tng+1, -

S Tnyto),  (54)

where n; is an even number, g € 5, is a GMM function and
h € By is a KY function. Let o € F5* and 3 € F9, and note
that W (e, 8) = Wy(a)W,(5). To ensure that

Ny > gn—1 _ 2(n—1)/27
where n = nj + 9, we require
28 - (2" — 2N,) < 2(m+10)/2,

ie.,

4
N, >2m~t — = 2m/2, (55)
Let n(m) be the minimum n such that the nonlinearity of
the m-resilient function f € B,, constructed above is strictly
greater than 2”1 — 2(»=1)/2_ Then we have the following
dependency between n and m :

It has already been noted by Dillon [7] that the direct sum method
(decomposable functions) may have severe cryptographic weaknesses. Thus,
this construction serves more as the existence evidence of functions with large
SAO nonlinearity.

m | 1] 2345678 ]9 10
n(m) | 29 | 35 | 41 | 47 | 51 | 57 | 61 | 67 | 71 | 77

Similarly, when f € B,, is obtained by using direct sum of a
GMM function and a PW function, we require N, > 2"~ —
16 .2m/2 and then we have

m 1 2 3 4 5 6 7 8 9 10
n(m) | 35 |41 [ 47 [ 53 |57 |63 | 67 73] 77|83

Example 6. It is possible to construct a 51-variable 5-resilient
functions with SAO nonlinearity. Note that a 42-variable 5-
resilient function g with nonlinearity 24 — 220 — 217 can be
constructed by Construction (I} Let f(x,y) = g(x) ® h(y),
where h € By is a KY function. Obviously, Ny = 250
3(2% 4 218) . 28 = 2°%0 — 225 4 512. 210,

More examples can be found in Table [VI] where also a com-
parison to Construction [4|is given. Clearly, cryptographically
stronger functions are mostly obtained through Construction
whereas only in certain cases depicted by * in superscript
better functions arise from Construction

B. Extension of the GMM method for odd n

Nevertheless, the results given in the previous section can be
significantly improved if the GMM method is applied directly,
though the direct sum is again used implicitly, but this time
within the GMM method.

Construction 4. Let n = 2k +t, where t > 9 is odd. Let for
k<i<n-—1, E; CF, and E! = E; x Fy ™" such that

n—1
U Ei =73, (56)
i=k

and
E{lﬁElfQ:(Z), kE<ii<ig<n-—1.

.y Up—m—1) be the
a;2" is maximal, satisfying

Let m be a nonnegative integer, and (ag, . .
n—m-—1

binary vector such that ),
at the same time,

nil a; - 2" nz ("_Z> >, (57)
i=k jmmt1 N
Let
e=max{i|a; #0, k+1<i<n-—1} (58)
Fork+1<i<e-—1, set
0, if a; =0
BI={ o ), et (59)

Fork+1<i<eanda; =1, let ¢; be an injective mapping
from E; to T;, where

T, ={c| wt(c) >m+1, ce Fy~'}. (60)

Let {il,...,im+1} U {im+27--~7in—e} = {6 + 1,...,77,}
and ¢ = (Ceq1,..-,¢n) € F37° with (ciy,...,ci, ) =
(1,...,1). Let

cn) € FG7°,
ei) £ (L D} (61)

T!={c|c=(Cet1y---,
wt(c) >m+1,(ciy, .-
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TABLE VI
NONLINEARITY COMPARISON FOR SAO m-RESILIENT FUNCTIONS ON F# (n ODD)
h Construction h Construction

PWO (31,1,29,2%0 — 215 4. 512) KY (31,1, —,2%0 — 215 1 512)

PWO (33,1,31,232 — 216 4 5. 210 4 896) KY (33,1, —,232 — 216 4 4. 210 4 5192)

PWO (35,1,33,234 — 217 4 12. 210) KY (35,1, —,23* — 217 4 9. 210)

PWO (37,1,35,236 — 218 4 27.210 4 768) KY (37,1, —,236 — 218 4 25.210)

PWO (39,1,37,238% — 219 4 56 . 210) PW (39,1, —,238% — 219 4 53.210)

PW (41,1,39,240 — 220 4 127. 210 1 1020) KY (41,1, —,240 — 220 4 108 . 210 4 768)

PW (43,1,41,242 — 221 4 256 . 210) PW (43,1, —, 242 — 221 4 266 - 210) *

PW (45,1,43,24 — 222 4 575 . 210) PW (45,1, —, 2% — 222 4 532. 210)

PW (47,1,45,246 — 223 4 220 4 198.210) PW (47,1, —,246 — 223 1 220 4 107.210 4 512)

PW (49,1,47,248 — 224 1 2. 220 4 320 . 210) PW (49,1, —, 248 — 224 1 2. 220 4 296 . 210)

PW (51,1,49,250 — 225 4 4. 220 4 768 . 210) PW (51,1, —,250 — 225 4 4.220 4 700 - 210)

PW (53,1,51,252 — 226 1+ 9.220 4 637 . 210 4 1020) PW (53,1, —,252 — 226 4+ 9.220 4 592. 210)

PW (55,1,53,25% — 227 4 19 . 220 4 512. 210) PW (55,1, —, 254 — 227 1+ 19.220 4 160 - 210)

PW (57,1,55,256 — 228 4 39 . 220) PW (57,1, —,256 — 228 4. 39. 220 4 160 - 210) *

PW (59,1,57,258 — 229 4 79 . 220) PW (59,1, —,258 — 229 4 78. 220 4 320 . 210)

PW (61,1,59,260 — 230 4 158 . 220) PW (61,1, —,260 — 230 4 158.220 4 320.210) *

- - KY,PWO | (35,2, —,23% — 217 1 2. 210y *
KY,PWO0 (37,2,34,23%6 — 218 4 16 . 210) KY,PWO | (37,2, —,236 — 218 4 4.210)
KY,PWO0 (39,2, 36,238 — 219 4 32.210) KY,PWO | (39,2, —,238 — 219 1 36.210)

PWO (41,2,38,240 — 220 1 95.210 4 1016) KY,PWO | (41,2, —,240 — 220 4 72.210)
KY,PWPWO | (43,2,40,242 — 221 1 192.210) PWO (43,2, —, 242 — 221 4 200 - 210) *

PWO (45,2,42,24 — 222 4 444 . 210 1 1016) PW (45,2, —, 244 — 222 4 424 . 210)

PW (47,2,44,246 — 223 1 928 . 210) PWO (47,2, —, 246 — 223 4 870 . 210)

PW (49,2,46,248 — 224 1 2. 220) PW (49,2, —, 248 — 224 4 220 4 ggg . 210)

PW (51,2,48,250 — 225 4 4. 220) PW (51,2, —,250 — 225 4 4.220 4 160 . 210) *

PW (53,2, 50,252 — 226 1 9. 220) PW (53,2, —, 252 — 226 1 8.220 4 390.210) *

PW (55,2, 52,254 — 227 4 18 . 220) PW (55,2, —, 254 — 227 4 18 . 220 4 320 . 210)

PW (57,2,54,256 — 228 4 37.220 4 1023 - 210 + 1016) PW (57,2, —,256 — 228 4 36.220 4 640 - 210)

PW (59,2, 56,258 — 229 4 76 . 220) PW (59,2, —, 258 — 229 4 76 . 220 4 640 - 210) *

PW (61,2,58,260 — 230 4 154 . 220) PW (61,2, —,260 — 230 4 153.220 4 256 . 210)

PW (63,2,60,262 — 231 4 312.220) PW (63,2, —,262 — 231 4 309 - 220 4 896 - 210)

PW (65,2, 62,264 — 232 4 626 - 220) PW (65,2, —, 264 — 232 1 626 - 220 4- 512 . 210) *

PW (67,2,64,266 — 233 4 230 4 240 . 220) PW (67,2, —,266 — 233 4 230 4 299 . 220)

- - KY,PWO | (41,3, —,2%0 —220 1 16.210) *
KY,PWO0 (43,3, 39,242 — 221 4 128 - 210) KY,PW0 | (43,3, —,2% — 221 4 32.210)
KY.PWO (45, 3,41, 2% — 222 4 256 - 210) KY,PW0 | (45,3, —, 2% — 222 4 288 .210) *

PWO (47,3,43,2% — 223 4 672 . 210) KY,PW0 | (47,3, —,2%6 — 223 4 576 . 210)
KY,PW,PWO | (49,3,45,248 — 224 4 220 4 512.210) PWO (49,3, —, 248 — 224 1 220 4 352.210)
KY,PWPWO | (51,3,47,250 — 225 1 3.220) PW (51,3, —, 250 — 225 1 3.220 4 390.210) *
KY,PW,PWO | (53,3,49,252 — 226 1 7.220) PW (53,3, —, 252 — 226 1 7.220 1 640 . 210) *

PW (55,3, 51,254 — 227 4 16 - 220) PW (55,3, —, 254 — 227 414 . 220 4 32.210)

PW (57,3,53,256 — 228 4 32.220) PW (57,3, —, 256 — 228 1 33.220 4 256.210) *

PW (59,3,55,258 — 229 4 72.220) PW (59,3, —, 258 — 229 4 66 - 220 4 512 . 210)

PW (61,3,57,260 — 230 4 144 . 220) PW (61,3, —, 260 — 230 4 144 .220 4 832.210) *

PW (63,3, 59,262 — 231 4 296 . 220) PW (63,3, —, 262 — 231 4 293 . 220)

PW (65,3, 61,264 — 232 4 608 - 220) PW (65,3, —, 264 — 232 4 586 . 220)

PW (67,3,63,266 — 233 4 230 4 193 220) PW (67,3, —, 266 — 233 4 230 4 902 . 220) *

- - KY,PWO | (47,4,—,2% — 223 1 128.210) *
KY (49,4, 44,248 — 224 4 220) KY,PWO | (49,4, —,248 — 224 4 256 . 210)
KY,PWO0 (51,4,46,250 — 225 4 2. 220) KY,PWO | (51,4, —,250 — 225 4 2.220 4 256.210) *
KY,PWO0 (53,4,48,252 — 226 4 5.220) KY,PWO | (53,4, —,252 — 226 4 4.220 1 519)
KY,PW,PWO | (55,4,50,25% — 227 412 . 220) KY,PWO | (55,4, —,25% — 227 1 9.220)
KY,PW,PWO | (57,4,52,256 — 228 4 24 .9220) PW (57,4, —,256 — 228 1 26.220 4 512.210) *
KY,PW,PWO | (59,4,54,258 — 229 4 56 .220) PW (59,4, —, 258 — 229 4 53.220)

PW (61,4, 56,260 — 230 4 128 . 220) PWO (61,4, —,260 — 230 4 112.220 4 256 . 210)

PW (63,4, 58,262 — 231 4 256 . 220) PW (63,4, —, 262 — 231 4 266 . 220) *

PW (65,4, 60,264 — 232 4 576 . 220) PW (65,4, —,264 — 232 4 532 220)

PW (67,4,62,266 — 233 4 230 4 128 . 220) PW (67,4, —,266 — 233 4 230 4 94.220)

- - KY (51,5, —,2%0 — 225 1 512. 210) *

PWO (53, 5,47,252 — 226 4 2. 220) KY (53,5, —, 252 — 226 1 220)

KY,PW0 (55, 5,49, 254 — 227 4 8. 220) KY (55,5, —, 254 — 227 4 2. 220)
KY,PW0 (57,5,51,256 — 228 4 16 . 220) KY,PWO | (57,5, —,256 — 228 1 18.220) *

PWO (59,5, 53,258 — 229 4 40 . 220) KY,PWO | (59,5, —,258 — 229 1 36.220)
KY,PW,PWO | (61,5,55,260 — 230 4 96 . 220) KY,PWO | (61,5, —,260 — 230 4 72.220)
KY,PW,PWO | (63,5,57,262 — 231 1 192.220) PW (63,5, —, 262 — 231 4 212.220) *

PW (65, 5,59, 264 — 232 4 480 - 220) PW (65,5, —, 264 — 232 4 424 . 220)

PW (67,5,61,266 — 233 4 230) PWO (67,5, —, 266 — 233 4 856 . 220)
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If |Ee| — 1 < |T|, then let ¢., be an injective mapping from
E.\ {6} to T.. Let Ey, C F¥ with |Ey| = |Tx| where

(62)
Let h € B; be a known SAO mg-resilient function. Let X, =

Ty = {c | wt(c) > m —myg, c € F5}.

($17--~7l'n) € Iy, Xz/ = (xl,...,a:,») € F, and ngi =
(xzfll} .. &y) € TS Then we construct a function f € B,
as follows:

or(X) - Xil @ h(XY), if X}, € Ex,

oi(X7) - X7, if X! € E;,

[(Xn) = k+1<i<e—1
(Xe) - Xole, i X; € B\ {5}
C'Xn_e@l‘im+2 s Ly le'L :57

(63)
where
e i |Ee| =1 < |T(|
— e’ e = | de
Y= { ¢e, otherwise. (64)

The major difference compared to Construction 3] described
in the previous section, is that a t-variable SAO function is
“embedded” within the GMM construction. In most of the
cases the attained nonlinearity is slightly better than the one
achieved by Construction [3| (see Table [VI). The algebraic
properties depend on the choice of h € B; (an mq-resilient
SAO function with ¢ odd), and in general these are infeasible
to check due to the size of variable space.

Theorem 4. Let f € B,, be as proposed in Construction
Then f can be a degree-optimized m-resilient function with
nonlinearity

2n71 _ 2k(2t71 _ Nh) _ Z;L;lirl a; - 2n7i71

E.|—1<|T
Np 2 B - 1<
fZ 2n—1 _ 2k(2t—1 _ Nh) _ Z?;lirl a; - 2n—z—1 _ 2m+1’
otherwise.
(65)

Proof: For any w = (w1, ...,w,) € Fy,

Wi(w) = iai&-(w),
i=k

where
S = Y (1R
X, €E!
Note that
:|:2k . Wh(w2k+1, e ,wn),
Sk(w) = if d)/;l(wk—i-l; ce ,WZk-) exists
0, otherwise,

and fori=k+1,...,e—1,

o 2T ¢ (Wi, - wh) exists
Si(w) = { 0, otherwise.
Then,
_ 2 if |Ee| <|T¢]+1
wety [Se(w)] = { 2n=¢ 4+ 2mFT2 " otherwise. (66)

By (@), inequality in (63) holds. The results concerning the
resiliency and algebraic degree follow from Lemma [3] and
Theorem [T} and the details are omitted here. ]

Remark 7. To be more precise, we have

if |Ee| — 1 <|T,
Nf Z n— n— n— n—1i— B 'me
A ARED DI TR L S S A
otherwise.
where
ok+1, if h is a KY function
E={ 2kt if h is a PW function
ok+4 L ok+1 " if b is a PWO function.

Example 7. Let n = 41, k = 13, and h be a PW function
with Ny, = 16276, thus t = 15. A I-resilient function f € By
can be constructed as follows:

¢13(:E1 .. .,.%13) . (.’L’14, e ,$26) (&) h(l’277 A ,:E41),
_ l'f(ml...,xlg,)GEw
f(X4l) - (}325(%1...,5025)'(%26...71’41),
if(acl...7x25) € Ess,

where Fo5 = E3 X F%Q. Note that

((5) (1)) >

[{c | wt(c) > 2, c € Fi®Y| + 1.

| Eas |

A

Thus, it is possible to construct a 41-variable I-resilient
function with nonlinearity 20 — 220 4 217 \wwhich is greater
than 240 — 220 1 216 [22)].

VI. CONCLUDING REMARKS

In this paper, we have presented a GMM construction
method to obtain SAO resilient functions with a nonlinearity
higher than that attainable by any previously known construc-
tion method. The following conjecture appears to be quite
natural with respect to all the design improvements that seem
to slowly approach this bound.

Conjecture 1. Let n > 8 and m < |n/4]. For any m-resilient
function f € B,

Nf S 2'!7,—1 _ L2’n/2—1J _ 2Ln/4j+m—1.

The original class proposed here can be slightly modified
(by avoiding the use of too many n/2-variable affine func-
tions) to provide functions with excellent algebraic proper-
ties. By using GMM construction technique, we can obtain
cryptographic Boolean functions having good tradeoff among
the parameters important to resist the known cryptanalytic
techniques. Additionally, a low hardware implementation cost
further makes GMM functions as attractive candidates for the
use in certain stream cipher schemes. An analysis of hardware
implementation of the GMM class is left unanswered due to
space constraints.

GMM construction technique can also be used to get
resilient S-boxes with SAO nonlinearity by means of disjoint
linear codes. Details on this work can be found in [29]].

Appendix A

This appendix list two functions in the GMM class,
an “optimal” choice of subfunctions and their placement
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was found by computer search. The truth table of the
(12,0,11,1960) function with optimal AI and good resistance
to FAA (e +d > 11) is given below:

503f afa3 69f5 5a95 fS5cf 3655 c3a0 f0a0 c3a6 f3a9 cO0a 93aa 3cf9
6¢6f 3c6ec c65a 99cc 9163 055f ¢966 30a5 3665 93¢ 3¢33 6af6 0093 5390
0399 3c05 06¢5 39cc 3295 9096 163 aaff 993a Sfcf c6ff 6aSc 3¢60 3390 £506
0533 9906 9f6c cec5 cfc3 6933 9¢90 c90c 366 9¢55 6039 a395 f0c9 a6f3
9f0a 593c 6533 5069 3a50 5a0c 930f 5fa6 3939 c990 aOfc f39f 363c 9350
fSac ¢536 9a9a 9966 6f55 c39¢ 3ff0 03aa 3055 9a96 050a 60ca acf0 a00a
595 55ac 6¢£6 cf9c 95fa 0c60 f0aa 050f 3065 65ca 33f3 0665 3fcod 56fa aff0
0af9 0fa0 5a09 Oct6 fa65 00a9 6f9f 69a0 606f 5596 09cc aafc c655 cf93 afac
0a0f cafa 5665 9595 969f f9f6 6¢5a 9cba 5a30 0f6c 3033 0530 5fa6 6a3c
956f 695 ¢330 9366 9636 c6a6 c3f3 53cc ac56 a699 06ac aab5 95f3 6500
f90 6afa 509a £300 0055 936 069 563 365a 33a9 c3aa 369 6¢f9 Oacf 0933
caSa 0fcO 5f9a 05f5 a355 fSac £356 960a 5c¢69 9a3f c055 fa96 6606 90a5
60aa ca9c 0f95 36af fa53 cO0f6 39c5 96c9 695f 6359 906f 0656 9a00 3c6e
003f 5363 c6f3 6fca a566 3599 6965 9069 6a39 cca3 f9aa 0c9c a063 093¢
6faf cfa0 39cc 390 S56aa 399f 69a0 f30f 35a5 3939 560f 03af a95c 39c¢6
556¢ 53af 336f a0aa 5f6c 656a cf30 Oc3c 93c6 355a a96f 5099 3a9a 0660
a5c6 ff3f 300a accc 6300 6¢cac 6500 a099 39ca 956 6509 3cf5 cc33 906
36af 6£56 f90c 560f accf 6f6f a0f9 90af 9056 a00a ca3a 5a33 9f33 3665 faac

The truth table of the (14,0,13,7994) function with optimal
Al and good resistance to FAA (e + d > 13) is given below:

09¢3 630a 3930 a055 a066 aSa5S QOaaa a536 c636 5a93 63ff Oaf5S
9a35 9355 a336 f06f cccf 5359 3fc5 6¢39 3aaa faf5 ¢900 c¢363 c00a f369
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6a35 6¢ca9 cf3f £55f S5cf9 50fc 0963 6690 3a96 c606 55¢0 6699 9633 f00c
93f9 9655 3fcf 5369 6¢99 63ff 05cf 950a 5333 faa9 c653 0009 5c65 aSac
2630 cc09 636¢ 05ca 5915 c5¢9 SacO fc39 fcc9 09a0 a055 63f9 655¢ fafa
56f3 afaf f69f 603c f5fc 0995 0903 cccc 6965 c09¢ 903 faf6 aa6bf £506 S56ff
0ff9 6069 c960 60aa a096 500c c660 3fca 005f 006c 6063 690c 3cff ca56
6669 6039 553¢c aS00 aac3 5a50 5aa6 69cf fOaf 9335 9355 a9a6 55f3 a309
50c0 5a56 a0Oca 59af 30c9 306 95f5 66a5 36fc 935a 3a36 5a66 cccc 0059
6faf 9695 56a0 0330 9a3f 0aSa 053¢ caf6 a93a 9a03 c9c0 55c¢6 653a f560
af9f 9356 5a9a 605a ccff 6950 05¢6 3550 5af0 c3aa 5399 096¢ c5a6 95¢9
a69f 5933 5955 6ca6 9299 9936 9099 3fa3 3f0a c66a 3993 c3f3 55¢0 5990
339 ¢53f 5650 a50f 60c9 930 563 f9ff 099f 5659 a99f 96f3 fcf9 006f
a69f 6669 a93f 956f 93f9 3af9 3339 0f9f 0969 3aca 6¢59 3aal 6¢ca3 3055
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0a9¢ a5c5 965 3ccS f63c¢ caS3 5503 c00a 693a c905 609¢c c663 c9a3 60a6b
9036 c5af 6306 0500 30ca 0c55 c56f 9539 9990 9960 f3ff cf09 96¢c6 f05a
cacc c3a0 353f 3305 666 559c¢ 0aa9 00a0 63c5 ca03 OacO 3055 c65f 6565
50f5 33f3 069c 0005 3065 3fff 9906 cacO Sffc c95f 9999 09aa fc03 995¢
9ccf 9595 36f3 f953 66f5 a005 a566 aSff aadf 995a 0f99 a956 96f3 66fc
65cc cS5fa 5¢35 f6af Ofc6 9f6a 93af f069 cc9a f65f 3aa9 6¢56 c993 c365
5695 9596 66ca 003f 9c6c 6903 ffaa £530 abee 5053 6f55 9caf 3¢39 Sca3
55f af50 £3f9 5360 caSa ff63 fffa fa50 06fc c9c3 0af5 3353 59c0 555¢ a3a0
6¢ca9 fa06 0f39 305c 035a 59ca c53a c5aa f5¢3 Sca5 ca50 5ff3 Scc6 a303
0356 96fc afc6 t6c9 c9a0 3af3 ac55 aScc 590f 9f3a 6ff9 cf39 965f 3f9a
0f06 6033 39cf aa66 9aSf cOf3 9f90 3cfc c66a 36f5 53¢ c690 3393 9059
933¢ 9fa0 f3f0 99ac 6¢5f 059a 09c0 c5f3 99f0 5395 9aa9 539c 9cff 6390
Sca3 3550 036f 9003 3335 09fa 6596 Oaaf 3655 a300 cf9c £5f3 350f 5996
fc3c 3655 0a9¢ ccaS 0c00 369a a3c9 a00f f3f3 0053 399 Occ3 fa36 0a03
09ac 0365 Scba 09c¢9 5550 c¢5f0 9365 6009 650f 05ac 996f 06fc a69f f3c3
90a0 3alc O0fSc a3a9 f30c cfff 3a0a 0ff9 a900 a003 0393 3f63 6¢3c 360c
5533 £590 0af3 a555 9a6a 0336 9c9c 5950 cc06 S5a5c aOcO 6fcO fcaa 0303
3cOc 35f0 950a 59aa fc95 6f03 556 963 aaf0 33f3 f9f3 5965 f6af 3369
af65 6355 f99f 39a6 Oc6a 0660 f903 a953 9¢63 3905 acc9 c305 aScc 35f9
f093 a0f0 a9f3 ca96 a560 f6f5 ffc9 66¢f ac60 93f9 £350 aacc fOaa f035 0f59
5566 9566 5966 c3a9 965 566a 65fa 9faa 00cc 3633 OcOc 9faf c933 96¢5
6¢3c OccS5 faaa Oca3 a00a 3caf 6¢55 09af 5a33 fac3 cOS5f 6f9a 5f39 069f
9669 9535 99cc 5¢60 5£5f 96¢f 0a9f 0f39 5563 9965 Ocf5 669 fc03 09a0
5319 6f0c alaf cOa5 fa9¢ c¢59¢ 3ca9 956a 56f6 090c fOcO aa06 f3cO ff9c 00ff
5500 3350 ac36 c505 969¢ a3c3 59¢3 6aSc 050a c093 60a9 96f9 366¢ 53a5
a59c 09f3 50f5 93c9 c5f6 cc96 6c3a a3ff 3a60 3093 a9fc £56¢ 3cab c660
3c6a a663 c959 a999 f35c fa09 aaf5 03c6 0509 696a 0953 09a6 f90a ff3f
c05f c63c fa05 Ocaa 3af0 53af a63f 503c 5055 69ac 05f6 956 55ca 9195
0aba c359 0c09 f5c0 3aff 09f3 aaS5f 09c5 Oacc 3cf9 3¢9 3395 Salc 9360
9530 955f 5f9 3f3f c50f 5930 99f3 03c9 f60a 3929 6af5 aa99 636a 3fcO
966¢ 95ca cff6 a633 5906 609a 9f30 a030 f053 ffa0 c90a 6afc 30c3 509
690c 9fct 56f0 c0a9 90af 6336 95fc 5ff6 0603 9ccc 903a 63a0 f60a 650
cc00 cc63 1959 cafa 565f 03¢9 3990 fa30 3056 605f c63a 3f60 5365 036¢
c6a0 30c5 9536 965¢ 9093 0f56 cf30 a9a3 63c9 9595 591f 639a 69a0 3969
S5aa5 959¢ 03c9 f3a0 aaOf 939¢ f66f 0363 3039 6906 9a63 c00c 6aaf 0059
59a6 Ocaa 5a95 6ff3 focf 9af3 3995 cce5 3690 6300 Sa3f 6335 36f6 3cab
9a33 3350 39f3 65c6 3a05 c9f0 5c55 333f 63f5 5653 355 cf99 S6ac 9c5f
365a 955 a665 f3c6 afc3 fc05 633c 5055 ¢939 cca9 093f fcc9 af36 33c5
a65¢ 3359 535 5959 £3f9 Sacc 9365 3039 ca53 a9¢c3 a05c Oaf5 f6a3 53ca

A (12,0,10,1960) function with optimal AT and suboptimal
resistance to FAA, i.e., e +d >n — 1 =11 is given below:

503f afa3 69f5 5a95 fS5cf 3655 c3a0 f0a0 c3a6 f3a9 c00a 93aa 3cf9
6¢6f 3c6c c65a 99cc 963 055f ¢966 30a5 3665 93¢ 3¢33 6af6 0093 5390
0399 3c05 06cS5 39cc 3a95 9096 ff63 aaff 993a Sfcf coff 6aSc 3¢60 3390
506 0533 9906 9f6c cceS cfe3 6933 9¢90 c90c 3f66 9c55 6039 a395 f0c9
a6f3 9f0a 593c 6533 5069 3a50 S5alOc 930f 5fa6 3939 c990 aOfc f39f 363c
9350 fSac ¢536 9a9a 9966 6f55 c39c 3ff0 03aa 3055 9a96 050a 60ca actO
a00a f595 55ac 6¢f6 cf9c 95fa 0c60 f0aa 050f 3065 65ca 33f3 0665 3fco
S56fa aff0 0af9 Ofa0 5a09 Ocf6 fa65 00a9 6f9f 69a0 606f 5596 09cc aafc
c655 cf93 afac 0alf cafa 5665 9595 969f f9f6 6¢5a 9cba 5a30 0f6ec 3033
0530 5fa6 6a3c 956f 695 ¢330 9366 9636 c6ab c3f3 53cc ac56 a699 Obac
aa6b5 95f3 6500 ff90 6afa 509a f300 0055 936 0f69 5f63 365a 33a9 c3aa
369 6cf9 Oacf 0933 caSa 0fcO 5f9a 05f5 a355 fSac 356 960a 5c¢69 9a3f
c055 fa96 6606 90a5 60aa ca9c 0f95 36af fa53 cOf6 39¢5 96¢9 695f 6359
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906f 0656 9a00 3c6c 003f 5363 c6f3 6fca aS66 3599 6965 9069 6a39 cca3
f9aa 0c9c a063 093c 6faf cfa0 39cc 390 S56aa 399f 69a0 f30f 35a5 3939
560f 03af a95¢ 39c6 556¢ 53af 336f a0aa 5f6c 656a cf30 Oc3c 93c6 355a
a96f 5099 3a%a 0660 a5c6 ff3f 300a accc 6300 6cac 6500 a099 39ca 9f56
6509 3cf5 cc33 ¢906 36af 6f56 f90c 560f accf 6f6f a0f9 90af 9056 a00a
ca3a 5a33 933 3665 faa9

This function can be transformed to a (12,1,10,1960)
function with the same algebraic properties: AI(f) = 6,
e+d>11.

2190 7278 1labb 3578 6037 ded4 04b2 caa9 f852 d6fa 25¢7 758c
dlle 2c5d Oada 3314 cb4a 3dd2 a9eb 1295 916¢ 9596 727f 847a 3b21 2699
369d cl1f eb76 a962 87ea cf3d c640 0ae9 a55d a223 8174 43a2 873c 919b
b187 2928 7df4 cblc ed44 a86a 3b3f 8155 bS3e 3571 923f 69a7 2e6e 5410
95df acbf 7d70 78dS 7d30 cb7e 3e0a 395a b391 28a0 777d 6¢99 a7le 97b9
2746 403b ecef eef5 2bdf 56ad 8a90 99b9 20ab dal6 Obel ffdc 388d 1264
049f f6ea c34c 9852 9506 28ca 4347 366f €928 0011 8ab2 e609 aSb0 a87d
105d 8db4 4b08 ced3 blca 706b d929 0e89 d9b2 352d d708 f2a2 75ed aef9
036a 262b f76¢c 794f 9aba e5c3 03d4 f9ad 9265 dc73 5b32 70d2 5d08 e88d
458b 357b 5d87 2278 f7e3 687 Sec6 fe04 198c 9b3c d530 d2bb 934b 670a
ea06 8e0d el16 52dc abea 9c64 3cSe 3d57 3b07 8a54 a4d9 11f4 98b2 70bl
8185 4b14 9409 b6fc e3ef al23 0fd7 c7f4 37e0 7d04 f3c4 3c3a 926 037d
4bb3 0c94 7eSa 6f8b 843c 953e 8402 ccbe 218a 590d b87c¢ 3b43 3249 61c0
b476 5d21 £89d Of9f ale6 6¢21 €475 cb63 beab cfal lcbe 997 bd71 4783
2ccd 4cdO 1ca3 4340 99cb c848 1927 ee8f 9f8c 6eel fcc6 7dcb 19bf c90c
lald 6¢20 077c 35f3 8794 19d1 6398 fbd6 5092 S5cSe 780e 24a3 7afc 43ec
2¢63 edOc 5829 659 f093 050f 686c 8f21 4f37 18da 1dc3 9de6 98b3 c2a7
9774 6f72 fcd2 a460 c456 bdf9 b568 7136 22c¢3 95f1 a59a Sff5 2c¢45 17ce
17ad 0870 8ela 78ec 94ae 150

Appendix B

This appendix relates to Section namely Construction 2]
and Theorem [3] where a deterministic design method of
functions with controllable nonlinearity and good resistance
to FAA is given.

By using eight 4-variable, eight 3-variable, sixteen 2-
variable affine functions as subfunctions, we obtain an
(8,0,6,112) function with AI(f)=4ande+d>n—1=7.
Its truth table is given by:

5abaaaca00095aa5¢35¢0f0f33cc9f3c
0f£0660333336a.f 6996696999653 f55
This function can be transformed into an (8,1,6,112) function
whose truth table is then given by:

487ac8aT7ae07e842b3cdb4 f98361e995
336b451d76e38b6e€2451 f64466cb3e4l
The truth table of a (10,0,8,480) function with AI(f) =5
and good resistance to FAA (e+d > n—2 = 8) is given below:

3ce3 3ce3 6033 3c3c S5aSa S5a5a 00ff ff00 Off0 fOOf 0063 33cc S5aa5
6569 Off0 0ff0 6969 6969 Saa5 6635 0000 ffff OfOf OfOf 3c55 33cc 3333
ccce 00ff 00ff 555a 0f05 5555 6666 6969 9696 ffff ffff 6996 3365 6699
9966 55aa aa55 3cc3 c33c 5a3c 5555 55aa 55aa 0f0f f0f0 6666 0366 6699
6699 300f 6996 3333 3333 6900 3c3c 5a5a a5a5

This function can be transformed into a (10,1,8,480)
function with the same algebraic properties. Its truth table is
then given by:

3944 8c86 e55d 405b dd4fa 3lac 942c 05le Obf0 9ce3 dbe2 8bb9
923d 9234 2160 917f c5fa 49f5 bb24 leab adf2 2bal 9d89 7659 fOf3 8fOc
cdb8 53ea cf2b 6b32 89ea 086c 1467 1df6 50da f37f 3485 c3f2 dec6 623b
2144 ebl8 efob 55e0 7d20 at79 5607 £89b 482e 4a05 55a4 4a33 3a29 8f9d
9798 4bcb £743 434e 5495 8988 df74 ela5 03d1 f881

The truth table of a (12,0,10,1960) function with optimal
Al also satisfying e +d > n — 2 = 10, is given below:

a5a5 S5a5a 5569 5a5a 00ff ff00 OOff ff0O a5ff c3f0 6666 9999 S5aa5
Saa5 f00Of fOOf 9655 5555 ffff 9633 fOf0 fOf0 5269 00f0 6969 6969 9696
9696 5296 3caS 9669 6996 6955 fftf 9633 55aa 6969 9696 6969 9696 fOcc
3ce3 9900 a566 9966 9966 SaSa aSa5 0fc3 00ff 6699 33cc 3cc3 5a5a ccc3
553¢ 5a5a 5a5a a5a5 a5a5 5555 9600 3c3c c3c3 aac3 6699 55aa 6933 00ff
00ff 00ff 00ff Ccce 3333 990f 33cc 99a5 ffSa ffff 6996 00ff ff00 ff0O0 00ff
0fOf 3cc3 ccfO 00ff 0000 99ff OfOf OfOf Off0 Off0 5566 33cc 6699 5555 Ofaa
cc3c 6666 6666 9999 9999 6699 6699 6996 9669 SaSa 6996 33cc c¢333
6969 6969 6969 6969 005a 0000 9999 6666 aac3 5555 3c¢55 3333 6969
9696 9696 6969 f066 0fOf 00ff 000f 9669 9669 cc99 5aa5 6996 55aa 33cc
3333 ffaa 3c66 ccce cecce 55aa a555 ¢33c 3ce3 0096 0000 0f33 Of0f 6969
0000 Off0 cc5a 5aS5a 5aSa 5aSa 5a5a 69ff 3c3c c3c3 c3c¢3 aa99 55aa c3c3
3c3c 055 5555 6969 665a 0f0f fOf0 3333 ccOf SaaS aSS5a Saa5 a55a aSff
55aa 3333 ccec 0ff0 fOOf SaasS 3333 00ff 00ff ffO0 ffO0 aac3 3c3c 6666 005a
6996 6996 6696 33cc 6666 6666 6666 6666 0ff0 9910 c33c c33c 3333 3333
0f96 aa69 SaaS 5555 33cc 66aS 3cc3 c33c 3c3c 3cce S5aaS aS5a a55a Saas
3ce3 3ce3 a55a aS5a fOf0 OfOf Off0 ff69 33c3 55aa 6666 aaOf 6699 9966
9966 6699 6999 Saff 3c3c 3c3c fOOf Off0 5555 3¢99 6699 9966 6699 9966
6969 33a5 fOff 6666

This function can be transformed into a (12,1,10,1960)
function with the same algebraic properties. Its truth table is
then given by:

f473 eab5 9c0l aa7d Ocdb b7c6 a706 cbb2 07d8 5ed0 170d 0921
1ff9 730f 4b4dc dd55 8844 e417 b2e3 e53e bf84 9bd8 3077 a2lc 9752 ebb3
bead 2398 8959 f0ad 2ade b727 35b1 9830 5bbe 8551 27e¢4 1f9¢ daeb 3bba
3b8e b485 90c4 9c08 678a 1fec 9cc3 7dla 4blf 6cab 901e 9958 2043 fda8
e8f8 ccce 15¢2 addb 394d ccel e854 a535 3639 30b6 4ec2 b470 d9e5 3360
eeb8 1b04 a26e 38fd c613 60a8 74d7 50b2 6b54 75b7 0c37 8097 fof5 14cd
a9¢9 353 811e 2425 f6a2 41b2 e8c2 a906 2d54 b48d lce3 e688 ¢804 385¢
7cb6 adbb 80ba 933e b250 baef d69e 2718 17db 4399 1da7 fb53 1c2a 159a
df7c 0153 fOb2 7f48 180 5a60 bedl 4651 aOcf 8118 15fb 5155 95df da59
f2¢c6 8ffl cfec c8bc ca77 21de 1f0e Scc5 b515 8d8c 1978 495f da00 elal
f4c8 Slee 8f04 b10b 2e32 55cl S4ac 34bc 779 0cd6 cc84 918d c6c7 6e50
132b 5f0f 792f 1941 246¢ baeb bdd3 Ocdd 3197 42ad 1bSe 4a77 beda e2a7
6de2 30a9 d140 9b05 €507 dOf6 b9ba d049 bobef 46ca bl172 72ae 0a57 98aa
8b6b 2229 d37a 9212 cO1f cbee 907 2585 1361 2ff7 fe0l eSc6 8716 57cb
ded faae 117f 27fa 8d10 0d30 aS5ab 2a90 3727 6¢9d 8242 2b3a e6da 25¢2
1872 ea65 Tcce 5707 f2fe b9cS fe2e 74ec 7941 c8f9 155b 32fb 6dSe 1e87
fa37 642c 8892 7198 007d 83f5 e56d 39a2 Slcl ac32 £87d 3b7f 92f2 ee65
9792 1327 60b1 2639 9870 8f5c Oc15 990b 756a 1128 b30a 0f8c c¢525 acf3
76ef 2e3c 506c €091 246¢ fcf63
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Below is the truth table of a (14,1,11,8040) function
with AI(f) = 7 and e +d > n — 3 = 11. This function is
transformed from the truth table of a GMM (14,0, 11,8040)
function (Due to space constraints we do not provide the
truth table of this balanced function).

led0 ddlc bO11 d65a cc71 5735 fecb 20e5 2c5d 506e 514d bd2e
52el ¢798 161e 8851 a8bd bfbl 5c06 7bdl 87b5 7629 cc8a 718 aacd 3441
f8df 27¢9 6a26 e5¢8 70cd 478c d2¢2 bd99 731e d40a 8995 2928 075¢ 8429
f9fd 832c 48b3 4d35 e3a0 e8c9 2309 dc58 6257 9ef0 a234 fd71 0181 194¢
eab8 9f4b d74c Scab 6e3d 59¢2 9f48 288f f90b 6f69 3d00 b7e8 0e97 25b8
2dc4 4786 Oc7a fc84 3113 223e 75d6 3203 0c18 edc6 0276 81e0 2a93 1d9d
3b2e fa86 fode 2e7d c86a 103d e9cb 94f6 b724 1091 95ad 8452 c6¢7 eaec
la6c 1e3d 175 d266 3569 9¢78 1875 7¢10 98c8 863¢ b339 2e56 db07 bbd0
f15f d6b6 cbbe 741b 8346 9eb6 639 ce50 1406 aed8 2211 ca37 95de 1920
b384 3c95 2db4 a228 3d82 9edf 22e9 2417 e7b4 8f7f beb6 aOb6 ¢899 630e
012f ael3 830b 6100 52bc €252 1c75 c439 laSc 46b7 700a 8f12 bb7f c9dc
2628 1dfd 2cdf 6974 0300 df7c a433 5033 5c36 86ab 59d0 7b2d 02cb 831b
f028 d890 ad12 e40d 2b72 5a2b ac8a fl12a 73f5 7484 ecca 5b7b €236 817c
4366 €959 8aa4 9aba 5768 bf3f Odcc 417f 7b0a fcbb ff4b 466e 983 59b0
fd81 7fbf ¢392 8de0 330 18ba e3le e7c5 fd7b cde3 b5e2 19ab 771e bdfs
b9e4 a526 a2ce 4379 4c7a 9d74 d7ef ca97 Sdc7 29ff 43cc 72d1 50dd eS5c5
5138 4665 7916 1bd1 5405 7590 d7bc 149 9d6f 568 £d80 0dc8 79a8 9edd
00b2 7d5a 42c8 alc3 c411 ed9f d96d dad5S 72aa 1211 0f18 d895 9f5c 95¢5
f19a 0276 cbal 3514 9877 66¢c0 bd4b caee de8b e27c 0091 059¢ 9958 fc9b
eb4d a%b ¢377 8137 4102 6d1d 221 9698 774f 6698 2acl 1al5 722 24d7
f10c d1b0 877c 524b b10e 18d8 fa99 89¢ dd65 2b86 7elc feb8 9f51 d98c
237 3b21 c¢d90 4cf2 983a dd33 9cb4 55f8 €939 7bf9 62a6 afdf 02fb 932f
417c 6al2 92e5 5553 901f c76b 0c89 353f 4507 alb0 4e32 e8f6 f5f0 fd7b
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