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Abstract—This paper considers the construction of resilient
Boolean functions on odd number of variables with strictly
almost optimal (SAO) nonlinearity. Through introducing
the fragmentary Walsh transform, a construction technique
called “High-Meets-Low” is proposed. The detailed design
procedures of a 39-variable 3-resilient Boolean function with
SAQO nonlinearity 238 _ 919 4 916 4 914 4re given. It is shown
that the nonlinearity of an mn-variable t-resilient Boolean
function can reach 2"t — 2(n~1/2 5. 9(n—11)/2 o gn—1
2(n=1)/2 4 9(n=7/2 " which are the largest known values for
the corresponding n and ¢. Finally, by constructing a 29-
variable balanced Boolean function with SAO nonlinearity
228 _ 914 4 91l 4 99 we show an alternative method to realize
the High-Meets-Low construction technique.

Index Terms—Boolean function, cryptography, fragmentary
Walsh transform, High-Meets-Low, nonlinearity, resiliency,
stream cipher.

I. Introduction

Nonlinearity is the most important cryptographic
property of Boolean functions used in symmetric
cryptosystems (stream ciphers and block ciphers) since
linear systems are easily breakable [3], [11], which requires
the Boolean functions must be at sufficiently large distance
from any affine functions. Note that the Reed-Muller code
of order 1, R(1,n), can be regarded as the set of all
affine functions on the n-dimensional vector space Fj.
The maximum nonlinearity of n-variable functions is just
the covering radius of R(1,n). For even n, it is well-
known that the maximum nonlinearity 27~ — 27/2-1 ig
attained for the bent functions [2], [15]. For odd n < 7,
it has been shown that the maximal nonlinearity of n-
variables Boolean functions is 27~% — 2(»=1/2 [1], [13].
Unfortunately, the maximum nonlinearity of n-variable
functions for odd n > 9 is hitherto unknown.

Hereafter, we call a Boolean function on odd number of
variables strictly almost optimal (SAQ) if its nonlinearity
greater than bent concatenation bound 27! — 2(n=1)/2,
One didn’t know any SAO Boolean functions on odd
number of variables until Patterson and Wiedemann
discovered 15-variable Boolean functions with nonlinearity
16276 (called PW functions) in 1983 [14]. More than
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two decades later, continued progress was made in this
problem. Kavut et al. found 9-variable Boolean functions
with SAO nonlinearity 241 by heuristic search in the space
of rotation symmetric Boolean functions [6], [7]. Before
long, by considering the k-rotation-symmetric Boolean
functions, Kavut and Yiicel improved the nonlinearity
to 242 (called KY functions) [8]. Recently, Kavut and
Maitra obtained the 21-variable Boolean functions having
SAO nonlinearity 1047613 [4]. Although the nonlinearity
of these functions is less than that of 21-variable Boolean
functions which are obtained by composing a 15-variable
PW function and a 6-variable bent function, these
functions are PW type functions which were not known
earlier. In addition, Kavut et al. presented nontrivial upper
bounds on the nonlinearity of PW type functions and their
super-sets, and gave some search strategies to get SAO
Boolean functions on n-variables where n is odd and not
prime [5].

Resilient (balanced correlation immune) Boolean
functions have important applications in the nonlinear
combiner model of a stream cipher, and ensure that
the ciphers are not susceptible to a divide-and-conquer
attack [20], [21]. Construction of t-resilient Boolean
functions with as high nonlinearity as possible has been
an important research topic since the mid 1980s, see [24],
[25] and the references therein. However, when it comes
to constructing SAO resilient functions on odd number
of variables, very few relative results have been obtained.
We give a summary of earlier results as follows. It is
worth noting that balanced Boolean functions are viewed
as O-resilient Boolean functions, and by an (n,t, Ny)
function we mean an n-variable t-resilient Boolean
function with nonlinearity Ny.

e In 1993, by using the direct sum of a PW function
and a balanced Boolean function on even number of
variables with currently best nonlinearity, the earliest
SAO balanced Boolean functions on odd number of
variables n > 29 were obtained by Seberry et al [19].

o In 2000, Sarkar and Maitra showed that (15,0, 16262)
functions can be found by modifying the truth
tables of the PW functions [10], [16]. They also
obtained (17,0, 216 —28418), (19,0,2'® —29+46) and
(21,0,229—2194104) functions. These parameters are
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improved by S. Sarkar and Maitra that (15,0, 16272)
functions were obtained [18]. This implies that there
exist (n, 0,271 — 2(n=1)/2 4 2(n=7)/2) fynctions for
odd n > 15. For n = 9,11, 13, there are few previous
literatures to discuss how to obtain an n-variable
resilient Boolean function with SAO nonlinearity. We
now only know that the nonlinearity of a balanced 13-
variable Boolean function can reach 4036 [9)].

e The earlist SAO 1-resilient Boolean functions on odd
number of variables n > 41 were constructed by
Sarkar and Maitra [16], [17]. Two examples show that
(41,1,240-220 1. 52.210) and (47,2,246 —223 1 52.213)
functions can be constructed. By modifying PW
functions, the (15,1,16264) functions are obtained,
which implies that for odd n > 17, the (n, 1,277 —
2(n=1)/2 4 9(n=9)/2) functions can be obtained [18].

e Zhang and Pasalic presented a large class of
SAQO t-resilient Boolean functions on odd number
of variables by using the generalized Maiorana-
McFarland (GMM) construction technique [24]. In
the construction, PW functions or KY functions
are “embedded” within the GMM structures, which
makes the nonlinearity of the constructed functions
be better than the one achieved by using direct sum
method.

o By using initial functions with good parameters in
the generalized indirect sum method, F. Zhang et al.
constructed SAO resilient functions on odd number
of variables with currently best nonlinearity in many
cases [23]. In actual constructions, to obtain an (n +
m — 2)-variable t-resilient Boolean function, one of
the initial functions is a PW function (m = 15) or
a KY function (m = 9), and the other one is an
n-variable t-resilient Boolean function with currently
best known nonlinearity, where n is even.

The thing that all the above constructions have in
common is that PW functions or KY functions are used
as the core components in the constructed functions.
The nonlinearities of the constructed functions are always
< on=1_9(=1)/2 1 5.9(n=11)/2 when using PW functions,
and always < 2"~1 — 2(»=1)/2 1 2(n=7)/2 when using KY
functions.

Our contribution: We define the so-called fragmentary
Walsh transform of an n-variable fragmentary Boolean
function fg on S, where S < Fj3. With the aid
of fragmentary Walsh spectra, we then describe a
construction technique “High-Meets-Low” to obtain
resilient Boolean functions with currently best known
nonlinearity. Thanks to the PW functions and KY
functions, we can respectively construct the n-variable (n
odd) ¢-resilient Boolean functions with SAO nonlinearity
277,7172(n71)/2+5.2(n711)/2 and 2n7172(n71)/2+2(n77)/2.
What is worth mentioning, the resiliency order ¢ increases
with the variable number n.

The remainder of this paper is organized as follows.
Section II establishes our notation and introduces the
notions of fragmentary Boolean functions and fragmentary
Walsh transform. A sufficient condition for t-resiliency of

a Boolean function is also given based on fragmentary
Walsh spectra. Section III describes the High-Meets-Low
construction technique in general outline. In Section IV,
we first use one important example to further elaborate the
High-Meets-Low technique of constructing SAO resilient
Boolean functions via fragmentary Walsh spectra. Then
we give some general results, and compare our results
with the previous work. In this section, we also pose
an alternative High-Meets-Low method to show how to
construct a (29,0,228 — 214 4+ 211 1+ 29) function. Section
V presents our conclusions.

II. Preliminaries

Let B, denote the set of Boolean functions of n
variables. A Boolean function f € B,, is a mapping from F}
into Fy. Any Boolean function has a unique representation
as a multivariate polynomial over Fs, called algebraic
normal form (ANF),

n

Z )‘U(H i),

uweFy  i=1

where A\, € Fo, X = (21,...,2,) € Fy and u =
(u1,...,uy) € Fy. The algebraic degree of f(X), denoted
by deg(f), is the maximal value of wt(u) such that A, # 0,
where wt(u) denotes the Hamming weight of u. A Boolean
function with deg(f) < 1 is said to be affine. An affine
function with the constant term equal to zero is called a
linear function. Any linear function on F3 is denoted by

f(X) =

w-X =wiT1+ ...+ WpTy,

where w = (wq,...,wy) € FY, and “.” denotes the dot
(inner) product of two vectors. The Walsh transform of
f € By, at point w is denoted by W (w) and it is computed

as
Z (_l)f(X)+w<X.

XeFy

Wi(w) =

A function f is balanced if its output column in the truth
table contains equal number of 0’s and 1’s, i.e., W¢(0,,) =
0, where 0,, denotes the zero vector of Fy. In terms of
Walsh spectra, the nonlinearity of f is given by [12]

1
Ny =2"""— = max |W;(w)|. 1
i 5 max Wy (w) 1)
In [22], a spectral characterization of t-resilient Boolean
functions has been derived, which is stated here as a
lemma.

Lemma 1. A Boolean function f € B, is t-resilient if and
only if its Walsh transform satisfies

Wi(w) =0, for all we Fy such that 0 < wt(w) < t.

We next introduce the notion of the fragmentary Walsh
transform of an n-variable fragmentary Boolean function.

Definition 1. Let S be a nonempty proper subset of Fy. A
function fg:.S — Fy is called an n-variable fragmentary
Boolean function on S. The fragmentary Walsh transform
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of fs at point w, w € F3, is an integer valued function
over S defined by

FWig(w) = Y (=1)fs00FeX,
Xes
The fragmentary Walsh spectra of fg is the multiset
{FWys(w) |w € F3}.

Remark 1. Fori=1,2, - ,d, let S; be a nonempty subset
of F3 so that

d
Usi =¥ (2)
=1

and S7, So, - -+, Sg are mutually disjoint, i.e., for all 4, j =
1,2, ,d,
SinS; =0, 1<i<j<d. (3)
Let f € B,,, and
fs:,(X) = f(X), for X € S;, i=1,2,--- ,d.

Then we have
d
Wi(w) = 3 FWy,, (w). (4)
i=1

Especially, when d = 2,
Wf(w) = FWfsl (w) + FWf32 (w) (5)

By means of fragmentary Walsh transforms, we next
give a sufficient condition for a Boolean function to be
t-resilient.

Lemma 2. Let f € B,. For i = 1,2,--- ,d, let S; and
fs, be defined as in Remark 1. Then f is t-resilient if
FWigg (w) = 0 always holds for 0 < wt(w) <t and 1 <
i <d.

Proof. It follows immediately from Lemma 1 and (4). O

III. A brief introduction of the High-Meets-Low
technique

To describe the High-Meets-Low technique clearly, we
first take d = 2 as an illustration. By (5),

(W) < [FWyg, (W) + [FWs, ()]

To obtain a Boolean function with high nonlinearity, by
(1), maxyery |[Wy(w)| should as far as possible small.
This can be done by avoiding the addition between high
fragmentary spectral amplitudes of fg, and fs, at any
point w. In other words, the high fragmentary spectral
amplitudes of fg, always meet the low fragmentary
spectral amplitudes of fg,, which makes the additions of
|FWig (w)| and [FWy,, (w)| somewhat like that the teeth
of one saw engage with the gullets of the other saw. This
technique is certainly suitable for d > 3. By (4),

d
(Wi (w)] < Z [EWs, (). (6)

Generally speaking, the High-Meets-Low technique would
be conducted skillfully if the following two principles are
satisfied:

d
(P1) max |[Wy(w)| << > max [FWy, (w)|;
weFy i=1 weFy !

(P2) ¢ = max |Wy(w)| — max{max |[FWj, ()| : i =
weFy weFy o

1,---,d} is relatively small.

IV. Construction

The idea of the High-Meets-Low construction technique
is clearly expressed in this section. The methods we
proposed realize the principles (P1) and (P2). In
particular, we achieve ¢ = 0 in (P2). More specifically,
based on PW or KY functions, we achieve the prospective
result that
W)l = A- 2%,

max
weFy

where f € B,, n = 2k+m, is a t-resilient Boolean function

and
[ (15,216),
(m,A) = {(9,28),

PW case
KY case.

A. Tt is possible to construct a (39, 3,238 — 219 4216 4 214)
function

We now use High-Meets-Low technique to construct a
39-variable 3-resilient Boolean function with nonlinearity
238 219 4 216 4 214 Tn order to achieve this goal, a PW
function will be used in the construction. Let g € Bis be
a PW function (see its truth table in Appendix A), and
its spectra distribution is as follows:

40, BeU, #U; = 3255
() = —88, B EUs, #U, =217
: 168, B € Us, #U; = 16275
—216, B €U, #U;= 13021,

where U1 U U2 U U3 U U4 = F%5 and Ul N Uj = @ for any
1<i<y <4

In this example, we set d = 4. We next construct four
39-variable fragmentary Boolean functions fg, on S;, i =
1,2,3,4. Certainly, Sy, S2, S3 and Sy should satisfy the
relationships in (2) and (3).

Let X = (.731, e ,$24) € ]F§4 and Y € F%‘G. Let X(i,j) =

(i, ,xj) € ]F%_H'l, where 1 <i < j < 24.
i) fs, and its fragmentary Walsh spectra
distribution

Let X = (w1, ,m24) € F3* and Y € F3°. Let
Ty = {n | wt(n) > 4,1 € F3*}.
Let F; C F1? with

12 12
#E = H#T1 =) (;) = 3797.

j=4
Let
Sy = By x F3".
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TABLE 1
N;(7) for the PW function in Appendix A, i =1,2,3

where v = min{¢, 15} and A = min{u,t — j}. Let
T = F1(4, 3) U F2(4, 3)

We construct a fragmentary Boolean function fg, on S;
as follows:

[5,(X,Y) = ®1(X(1,12)) - X(13,20) + 9(Y),

where ®; is a bijective mapping from F; to Ti, and
g is a PW function given in Appendix A. Let a =
(a1, ,a94) € F3* and B € Fi°. The distribution of the
fragmentary Walsh spectra of fg, is calculated as follows:

FWf51 (O‘WB)

— Z Z Z (,1)fs1 (X,Y)+(a,8)-(X,Y)

X(1,12) €E1 X (13,24)€F32 YEFL?

=W,(8) >

X1,12)€E1

2.

X (13,24) EF3?
0, a(13,24) € Th

(,1)(1(1,12)')((1,12)

(_1)(‘131(X(1,12))+Ol(13,24))'X(13,24)

+ 40 - 212, 0(13,24) € Thﬁ elU;

={ 4 88.2!2 Q(13,24) € 11,8 € Us (7)
+168 - 212, Q(13,24) € 11,8 € Us
421622, a300) € Th, 8 € Us.

When 0 < wt(a, ) < 3, we have a(13,24) ¢ T1. By (7), we
have

FWyg (a,8) =0, for 0 <wt(a, ) < 3. (8)
ii) fs, and its fragmentary Walsh spectra
distribution
For i =1,2,3, let
Ni(r) =#{B | wt(B) =7, B € Us}. (9)

and

Ti(u,t) = {(6,8) | wt(6,8) > t+1, § € FY, B e U}.

In Table I, we list the values of N;(7) in (9) for the PW
function ¢ in Appendix A. For any u > 0, we have

v A
BTy t) = 20 40— (M-(j) 3 (“)) . (0)

7=0 e=0

p 0 1 5 3 1 5 6 Obvigusly, T, C F3°. By (10), we have
Ni(r) | 0O 0 14 | 43 | 137 | 307 | 492 | 6LBTy — 4T (4,3) + #I5(4, 3) = 51967 + 3461 = 55428.
No(r) | 0 1 0 | 0 [ 8 [27 [ 41 [ 54 ] __ ° .
Ns(r) | 0 | 11 | 46 | 197 | 701 | 1445 | 2519 | 320641 = E1 x Iy, where By = F3° \ Eq. Note that

T 8 9 0 [ 11 ]12] 13 14 15 L s e (12
Ni(r) | 634 | 527 | 289 | 146 | 40 | 10 | 1 0 #Ey =2"" Z ( i ) = 76544 > #T>.
No(r) | 33 [ 26 | 21 | 4 | 2 0 0 0 =0
N3(7) | 3215 | 2414 | 1465 | 699 | 241 | 48 | 8 | 1@t By C E} with #E, = #T5. Let

SQ = E2 X F%g

We construct a fragmentary Boolean function fs, on S,
as follows:

[5,(X,Y) = @2(X(1,20)) - (X(21,24),Y),

where @4 is a bijective mapping from F5 to To. We then

have
>

FWf52 (Oé, ﬂ) =
X(1,20)€E2

Z (_1)(®2(X(1,20>)+(a(21,24) 8))-(X(21,24),Y)

(X(21,24),Y)€FL®
0,
- 19
+2+°

:|:2197

(_1)04(1,20)')((1,20)

) ¢ Tz
) e Ts.

(06(21,24)7ﬂ

(a(21,24),5

More precisely,

8 € U UU;y and
wt(ov1,24), B) > 4

0, otherwise.

When 0 < wi(a, ) < 3, we have (a(21,24), 8) ¢ T2, which
implies

FWys, (a, ) = (11)

FWyg (a,8) =0, for 0 <wt(a, ) < 3. (12)
ili) fs, and its fragmentary Walsh spectra
distribution
Let
T3 =T1(2,3) UT'3(2,3) C Fy".
We have

ATy = #71(2,3) + #75(2,3) = 12935 + 64721 = T7656.
Let B} = Fy x F3, where By = E} \ Fy. Note that
#EY) = 2% . (76544 — 55428) = 84464 > #T5.
Let E3 C F) with #F3 = #T3. Let
S3 = E3 x FY7.

We construct a fragmentary Boolean function fg, on S
as follows:

[5:(X,Y) = @3(X(1,22)) - (X(23,24), Y),

where ®3 is a bijective mapping from E3 to T3. We then
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have

FWfs3 (o, 8) =

2.

(X (23,24),Y)EF37
2 (s, B) € Ts
B {0, (04(23724)7@ ¢ Ts.
+217, B €U, UU;z and
= wt(ov3,24), B) > 4

0, otherwise.

,B) <3, we have ((23,24), ) & T2, which

(_1)04(1,22)')((1,22)

2.

X(1,22)€E3
(_1)(<I>2(X<1,22))+(a(23,24> 1B)) (X (23,24),Y)

(13)

When 0 < wt(a

implies
FWy, (a,8) =0, for 0 <wt(a, ) < 3. (14)
iv)  fs, and its fragmentary Walsh spectra
distribution
Let
Ty, =T1(1,3) UT3(1,3) C FiS.
We have

#Ty, = #T'1(1,3) + #T'3(1,3) = 6439 + 32239 = 38678.
Let By = E3 x Fy, where E3 = E) \ E3. Note that
#E, =2 - (84464 — 77656) = 13616 < #Ty.
We can build an injective mapping ®4 from FE, to Tj. Let
Sy = Fy x F19.

We construct a fragmentary Boolean function fg, on Sy
as follows:

fS4 (X’ Y) = @4(X(1,23)) : ($24,Y).
We then have
FWfs4 (o, 8) = Z (—1)0‘(1,23)'){(1,23)

X(1,23)€E3
Z (_1)(<I>4(X(1723))+(a24,ﬁ))-(w247Y)
(IQ4,Y)€]F%6

_ {1216, B €U, UUs and &, (g, B) exists
=10,

otherwise.
When 0 < wt(a
implies

(15)

,B) <3, ®; (a4, B) does not exist, which

FWyg (o, 8) =0, for 0 <wt(a, ) <3 (16)

It is not difficult to verify that Sy, S, S3 and S, are
mutually disjoint, and

S;USyUS3U Sy =3,

Combining (8), (12), (14) and (16
f is 3-resilient.

), by Lemma 2, we know

By (6), we have

3
|Wf ZFWfS (o, B)]-
=0

Combining (7),(11),(13) and (15), the idea of the High-
Meets-Low is shown in the following expression:

40 -212 4219 1217 L 916 B c [
88212 4 219 B e U,

We(a, <

Wil )l = 168 - 212 4 217 4 216, 8 e Us
216 - 212, B e Uy.

This implies that
max_ |Wy(a, B)| = 216 - 212 = 220 — 217 _ 915,
(s Wy (o, B)|

Hence, Ny = 238 _ 219 4 916 4 ol4

B. General results and parameters comparisons

In this subsection, we give some general results
on constructing SAO resilient Boolean functions on
odd number of variables. A general High-Meets-Low
construction technique is described in Theorem 1 and
its proof. The parameters comparisons with the previous
works are also proposed.

Theorem 1. (PW case:) Let g € Bys be a PW function as
in Appendix A, and

U = {B|Wy(B) =40, B €F3’},
Uy = {B|W,(B)=-8, BeF5},
Us = {B|W,(B)=168, B€Fy},
Up = {B|W,(B)=-216, B eF5}.

Let t be a nonnegative integer and n > 31 be an odd
number. Let k = (n — 15)/2. Let

Ty = {n | wt(n) > t+1, neFE}.
For : =1,2,3, let
I‘i(u,t) =

{(6,8) |wt(5,8) >t+1, € Fy, B U}, if u>0

0, if u<O.
(17)

Let
To =T1(k—8, t)UT2(k -8, t), (18)
Ty =Ty (k — 10,) UT5(k — 10, 1), (19)

and
Ty =T1(k—11,t) UT3(k — 11,¢). (20)

If the inequality
2k+15#T1 + 2k+7#T2 + 2/€+5#T3 + 2k+4#T4 > on (21)

holds, then there exists an (n,t,2"" ! — 2(n=1)/2 4 5.
2(n=11)/2) resilient function.
Proof. In the PW case, we set d = 4. Let S1 = F; XIFSHS,

Sg = E2 X F12€+77 Sg = E3 X F§+5 and 54 = E4 X F§+4
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be nonempty proper subsets of F%, where £y C F§ By C
FA8 By c FAT0 and By € F5TY. The relationship (21)
guarantees that there exist E;, ¢ = 1,2, 3,4, such that

#E, <#T;, 1 <i<4 (22)

and
SiﬂSj:(Z), 1§Z<]§4

hold simultaneously. By (22), we can build injective
mappings ®; from FE; to T;, ¢ = 1,2,3,4. Let X =
(w1, ,22) € F3¥ and Y € F3°. Next we construct four
fragmentary Boolean functions fg, on S;, i =1,2,3,4, as
follows.

[s,(X,Y) = &1(X(1n) Xetr,20) +9(Y),
[5.,(X,Y) = ®o(X(1k48)) - (X(kgo,20), Y),
fS;;(X?Y) = (1’3(X(1 k+10)) (X(k+11,2k)vy)7
[s,(X)Y) = @4(X1 kt11)) - (Xig12,2k,Y)-

The distributions of the fragmentary Walsh spectra of fs;,,
i=1,2,3,4, are as follows:

By Lemma 2, f is t-resilient. By (6),

3
Wia, B) < Y [FW, (a, B)

1=0
40 - 2k 4 9FHT 4 ok+5 4 ok+d 3 )
88 - 2k 4 M7, BeU,
T ) 168 - 2F 4 2kF5 4 ok+4 BeUs
216 - 2, BeUs,
which implies
max_ |[Wy(a, B)| = 216 - 2.
(o D (Wi (e, B
Hence, Ny = gn=1 _9(n=1)/2 4 5.9(n-11)/2, O

In Table III, we give an extended list of (n,t,2""1 —
2(n=1)/2 1 5. 2(n=11)/2) resilient Boolean functions with
currently best known nonlinearity. That’s what should
concern us, ¢t can increase with the variable number n on
condition that Ny = on—1 _o(n=1)/2 4 5. 9(n=11)/2,

Let us now proceed to the KY case to to realize the
High-Meets-Low construction technique, where we would
set d = 3. Below is the truth table of a KY function g € By

[8]-
3740B6A118A1E1965FB902DFD409B0D5
9C2A4D81E3AD4A3EES9CBDE16BF50A9D
TEC8AG68E5AB09902961456 EO66ESA801

FWfsl (v, B)
+40-2% B eU; and @7 " (o 41,2%)) exists
+88-2F B €Uy and @] (a(k_H ok)) exists
= £168-2F B € U; and @] (a(k_H 2k)) exists
+216-2%, B € Uy and ®] (a (k+1,2k)) exists
0, otherwise,
+2k+7 B e U; UU, and
FWf52 (o, B) = @51((1(,“9,2;@), 5) exists
0, otherwise,
+2k+5 B € U; UU; and
FWy, (a, B) = @5 (o (t11,28), B) exists
0, otherwise,
and
+2k+4 3 € U; UU; and
FWy, (a,B) = ;! (o(rt12,2k), B) exists
0, otherwise.

For i =1,2,3,4, by the definitions of T;, we have

FWfs,‘, (ax

,8)=0, for 0 <wt(a,B) <t.

(23)

57C4248E1AF29C803C3CBDF8B5ES812A

(24)

The spectra distribution of g is as follows:

+4, Be U, #U; =30

W (8) = +12, B e Uy, #U; =46
g +20, B € Us, #Us=226
+28, B € Uy, #U, = 210,

where Uy UU, UUs U Uy = FJ and U; NU; = § for any
1<i<j<d

Theorem 2. (KY case:) Let g € By be a KY function as
n (24), and

Ur = {B|Wy(B)==+4, B €T3},
U = {B|W,(B) =+12, BeF}
Us = {B|W,(B)=+20, BeF3},
Ui = {B|W,(B)=+28, BeF}.

Let t be a nonnegative integer and n > 21 be an odd
number. Let k = (n —9)/2. Let

Ty ={n|wt(n) > t+1, necFs}.
For i =1,2,3, let
Li(u,t) = {(6,8) |wt(6,8) >t +1, § € Fy, B € Ui}

Note that #I';(u,t) can be calculated by (10), and the
values of N;(7) are listed in Table II. Let

Ty=T1(k—5, t)UTo(k—5, t),
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TABLE II
N;(7) for the KY function in (24), 1 =1,2,3
T 0|1 2 3 4 5 6 7 8|9
N(r) |00 4911|600 ]0]0
No(r) OO0 1 |5 [13[17] 5 | 5 [0]0
N3(r) [0 O] 16 [ 47 [ 55 [ 50 [ 36 [ 19 [ 2|1

and
T35 =T1(k—6,t) UT3(k — 6,1).

If the inequality
PTIHRTY 2V ATy + 23Ty > on

holds, then there exists an (n, t,2"~1 —2(=1)/2 1 2(n=7)/2)
resilient function.

Proof. The proof is similar with that of Theorem 1. [

Example 1. A (21,1,220 — 210 4+ 27) function f € By
can be constructed by using High-Meets-Low construction
technique (KY case). The Walsh spectra distribution of f
is as follows.

0, 130816 times
+256, 83904 times
+512, 64512 times
Wi, B) = ¢ £768, 317376 times (25)
+1024, 34048 times
+1280, 353856 times
+1792, 1112640 times.

The truth table of f can be found at [26]. The readers
can verify that f is l-resilient and (25) is correct. More
examples can be found in Table IV.

We now compare our results with those in [18], where
(n,0,2" 1 —2(n=1)/2 4 9(n=T)/2) functions and (n, 1,27~ —
2(n=1)/2) +2("_9)/2) functions can be obtained for odd n >
15. For odd n > 21, it is clear that our approach is superior
to that of [18]. When n = 15,17, 19, the resilient functions
in [18] still possess the highest nonlinearity known.

In Table V, a parameters comparison with [23] is also
given.

C. How to construct a (29,0,2%8 — 21 4211 4 99) function

When n = 29, we have k = (n — 15)/2 = 7, which
implies that Ty = To = T5 = () by (17-20). This leads to
that the method above is not feasible for n = 29. We now
give another High-Meets-Low method to get a (29,0, 228 —
214 4 211 4 29) function.

Let X = (21, ,214) € F}* and Y = (y1, -+ ,y15) €
F1°. We next divide F2? into three parts (d = 3):

S1 = Fg* X FgQ,
Sy = {07} xF3' x {0}
S3 = {07} X ]F%l X {1}

Let g(Y) be a PW function as in Appendix A. We first
construct a fragmentary function fg, on S; as follows:

[5,(X,Y) = ®1(X1,7)) - X(s,14) +9(Y),

where ®; is a bijective mapping from F3~ to F]*. Let
a=(ag, - ,a14) €EF}* and = (B, --,P15) € F°. We
have

+ 40 - 27, B e U, (8,14) 75 07

+ 88 27, B € Us, Q(8,14) 75 07
FWyg, (o, B) = { £168 27, B € Us, g 14) # 07 (26)

+216 - 27, B € Uy, 0u(8,14) #+ 07

0, Q(g,14) = 07.

The second fragmentary function fs, on Ss is constructed
as follows:

Y, Y
o (X, Y) = Yan Y,
Y(s,10) - Y(11,13) + Y14,

Yar # 07
Yarz =07
We have
FWy, (o, B) € {£(2M £ 211), £214},
if ag,14) = 07 and Bg 14y # 07

FWyg (a,8) =0, if agia) # 07 or Bg 14y = 07
(27)

Let
T = {Y1,14) €F3* | Y € Uy for any y15 € Fa},

where Uy = {8 | W,(8) = 40, 8 € F35} and #U; = 3255.
Note that yi5 is the least significant bit (LSB) of Y € U;.
We can get #7 = 135 > 27 by calculation. We construct
the third fragmentary function fs, on S3 as follows:

sz (X7 Y) = ®3(X(8,14)) : Y(1,14),
where ®3 is an injective mapping from F} to T. We have

:t214a B €U, and @71(6(1714)) exists
0, otherwise.

FWyg, (. ) = {
(28)

According to (6), [Wy(e,B)] < i |[FWy (a,B)].
Combining (26), (27) and (28), we have

40'27+214, B e Ul,a(8,14) £ 07
88 - 27, B € Us, a4y # 07
(Wi, B)] < {168 -27, B € Us,as,14) # 07
216 - 27, B € Uy, s 10y # 07
214 4 o1l o(s,14) = O7.
By (1), Ny = 228 — 214 4 211 + 29 By (26) and (27),

FWyg (029) = FWyg (029) = 0. Noticing 015 ¢ Uz, we
have ®~*(B(1,14)) = 0, which implies FWy, (0z9) = 0. By
(6), W5(029) = 0. This proves f is balanced.

V. Concluding remarks
In this paper, we provide a construction technique,
called High-Meets-Low, for designing odd-variable resilient
Boolean functions with currently best known nonlinearity.
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TABLE 111
(n,t, 271 —2(n=1)/2 4 5. 9(n=11)/2) fupctions for odd n, 29 < n < 135
n 29 31,33 35,37 39,41,43 | 4547 [ 49,51,53 55,57 59,61,63
t 0 1 2 3 4 5 6 7
n | 65,67 69,71 73,75 77,79,81 | 83,85 87,89 91,93,95 97,99
t 8 9 10 11 12 13 14 15
n | 101,103 | 105,107 | 109,111,113 | 115,117 | 119,121 | 123,125 | 127,129 | 131,133,135
t 16 17 18 19 20 21 22 23
TABLE IV
(n,t, 271 —2(n=1)/2 4 9(n=7)/2) functions for odd n, 19 < n < 123
n 19 21,23,25 27,29 31,33,35 37,39 41,43 45,47 [ 49,51,53
t 0 1 2 3 4 5 6 7
n | 55,57 59,61 63,65,67 69,71 73,75 77,79 81,83 [ 85,87,89
t 8 9 10 11 12 13 14 15
n [ 91,93 95,97 99,101 103,105 | 107, 109,111 | 113,115 | 117,119 | 121,123
t 16 17 18 19 20 21 22 23
TABLE V
Parameters comparison with [23]
Ours (KY case) Ours (PW case) [23]
(35, 3,237 — 217 + 16 - 210) (35,2,23% — 217 1 20 . 210) (35,2,231 — 217 1 2. 210)
(37,4,23% — 218 1+ 32.210) (37,2,236 — 218 1+ 40 . 210) (37,2,236 — 218 1 18.210)
(39,4,23% — 219 1 64 . 210) (39,3,2%% — 219 180 . 210) (39, 2,238 — 219 1 36 - 210)
(41,5,2%0 — 220 1 128 . 210) (41,3,2%0 — 220 1 160 - 210) (41,2,2%0 — 220 1 g6 . 210)
(43,5,2%2 — 221 1 256 . 210) (43,3,2%2 — 221 1 320 . 210) (43,2,2%2 — 221 1 212. 210)
(45,6,2% — 222 + 512 . 210) (45, 4,2% — 222 1 640 - 219) (45,2,2%F — 222 1 424 . 210)
(47,6,276 — 223 4 220) (47,4,2%6 — 223 1220 4 256 . 210) (47,2,2% — 223 1 956 - 210)
(49,7,2%8 — 224 1 2. 220) (49,5,2% — 227 + 2. 220 1 512.210) | (49,227 — 227 + 2. 220 1 g0 . 210)
(51,7,250 — 275 1 4.270) (51,5,250 — 225 1 5.220) (51,2,250 — 225 1+ 4.220 1+ 160 - 219)
(53,7,252 — 226 1 8. 220) (53, 5,252 — 226 + 10 - 220) (53,2,252 — 226 1 9.220 1 320 . 210)
(55, 8,25% — 227 + 16 - 220) (55, 6,25% — 227 + 20 - 220) (55,2,25% — 227 + 18 . 220 1 320 - 210)
(57,8,25% — 228 1 32.220) (57,6,25% — 228 1 40 - 220) (57,2,25% — 228 1 38 .22V 4 320 - 210)
(59,9,25% — 229 1 64 . 220) (59,7,25% — 229 1+ 80 . 220) (59, 2,258 — 229 1 76 . 220 1 768 . 210)
(61,9,250 — 230 4 128 . 220) (61,7,250 — 230 1 160 - 229) (61,2,250 — 230 1 154 . 220 4 960 - 210)
(63, 10,252 — 23T 1 256 . 220) | (63,7,25%2 — 231 1+ 320 . 220) (63,2,252 — 23T 1 313 . 220 1 256 . 210)

The main tool in the analysis is the fragmentary Walsh

transform, which makes the spectra distribution of the
constructed functions to be more easily controlled. We

next give some remarks to conclude this paper.

APPENDIX A: A truth table of a PW function

https://web.xidian.edu.cn/wgzhang/files/pwiunction.txt
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