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Abstract—Optimal relay selection is investigated for secure as noise. Thus, sub-optimal beamforming solutions are the
cooperative communications against an adaptive eavesdrppr  major research focus in the literature, for the scenaridh wi

that can perform eavesdropping if the eavesdropping link ha ; ;
good channel quality or perform jamming otherwise. A number F;]e eavesdropper [3], [6] and with multiple eavesdropp@}s [

of decode-and-forward relays are available for legitimatecom- L . . .
munications, among which one relay can be selected to help. In cooperative jamming mode, when the legitimate transmit-
For legitimate communications, three cases for availabity of the  ter is transmitting, all participating relays transmitarference
eavesdropping c.hannel information are considerepl: .fuII chnnel signals with an aim to confuse the eavesdropper(s). To avoid
knowledge, partial channel knowledge, and statistical chanel intarfering with the legitimate receiver, the null-spacepera-

knowledge. An optimal relay selection scheme is proposedrfo .. . . . :
each case. For the first and third cases, exact secrecy outagelV€ jamming [8] can be used, which generates interferemeae t

probability expressions in closed form are derived, and for IS orthogonal to the legitimate signals. The null-spacepeso

the second case, an approximate secrecy outage probability ative jamming is simple, and effective, but not optimal ie th
derived, which is tight in the high main-to-eavesdropper rdio  sense of secrecy rate maximization [15]. For a single-araten
regime. Moreover, secrecy diversity order for the proposedelay cooperative network, optimal cooperative jamming striaeg

selection scheme in each case is also derived, which is shoten derived in 41 with a total relavi traint and
be a full secrecy diversity. Finally, numerical resuilts aregiven to '€ derived in [4] with a total relaying power constraint am

verify the theoretical analysis derived in this paper. [9] with individual relaying power constraints. For a mplg--
input-multiple-output (MIMO) relaying network, the work i

[10] investigates cooperative jamming for single and nplgti
data streams transmission, in which the legitimate trattemi
or receiver also participates in the cooperative jamming.
. INTRODUCTION In cooperative beamforming mode or cooperative jamming
Recently, cooperative transmission by using relays has beaode, all relays participate in the relaying or jamming.
considered as a promising method to enhance physical-laipgiferent from these, the relay selection mode only selects
security performance in wireless communication networkse relay for cooperation. For the scenarios with perfect
against eavesdropping [1], [2], in which the relays can evop eavesdropper channel state information (ECSI) and average
ate in three different modes: cooperative beamforming[[3]- ECSI, the work in [11] proposes two relay selection schemes
cooperative jamming [4], [8]-[10], and relay selection JRSthat can enhance secrecy rate. The work in [12] gives optimal
[11]-[14]. relay selection schemes for AF and DF systems, by assuming
In cooperative beamforming mode, all participating relayanowledge of perfect ECSI. It is shown that the proposed
perform distributed beamforming to forward their receivedchemes can achieve full secrecy diversity. For a wireless
signals to the legitimate receiver. In [3]-[5], decode-andommunication system with an eavesdropper, the work in [13]
forward (DF) relays are employed, and the optimal bearmvestigates the tradeoff between security (in terms @iirept
forming weight that maximizes the secrecy rate is derivedrobability of the eavesdropper) and reliability (in termfs
for the scenarios when there exists one single eavesdroppeiage probability of the legitimate receiver). Relay sttm
[3] and multiple eavesdroppers [4], and when the legitimaie shown to improve the security-reliability tradeoff (SRThe
transmitter also participates in the distributed beamfogn SRT in cognitive radio networking is studied in [14], where
[5]. Compared with DF-based cooperative beamforming, it isis shown that more reliable spectrum sensing can improve
difficult to derive the optimal beamformer with amplify-and SRT.
forward (AF) relays, as an AF relay amplifies signals as well Mixture of cooperative beamforming, cooperative jamming,
_ , _ and/or relay selection has also been investigated recently
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A mixed relay selection and cooperative jamming scheme psobability. Section IV derives the secrecy outage proiigbi
proposed in [19] by assuming knowledge of the distributiorexpressions for the three ORS schemes, and analyzes the
of the channels to the eavesdropper. A mixture of cooperatsecrecy diversity order. Section V presents simulationltes
beamforming and cooperative jamming scheme is used in [Z6]lowed by Section VI that concludes this paper.
for one-way relaying and in [21] for two-way relaying, in
which one relay is selected to perform jamming and all other
relays perform distributed beamforming. Moreover, theaidé
using a mixture of cooperative beamforming and cooperative
jamming schemes is generalized in [15], [22]-[24], in which Il. SYSTEM MODEL
relays transmit artificial noise to degrade the eavesdmigppe
reception quality.

We have two observations on the existing research effortsConsider secure communications from a source densted
on secure Cooperative communications. to a destination denotef} aided by a numbeK of DF relays

« All existing works discussed above considpassive d€notedRi, Rs, ..., Ry, as shown in Fig. 1. There is no direct
eavesdroppers. Actually, an eavesdropper may not wdtRk PetweensS and D. For each transmission frorfi, one
well when the eavesdropping channel (the channel frofglay is selected to forward its received messag®1drhere
the legitimate transmitter to the eavesdropper) is nft @n adaptive eavesdropper denofedhat can intelligently
good. In this situation, jamming may be a better choida€ecide on eavesdropping or jamming. Each node in the system
compared with eavesdropping. In other words,aaap- has a smgle antenna and wotks in _half-duplex mode. AII the
tive eavesdroppethat can select to perform eavesdrop?han”els in the system experience independent Rayleigh fad
ping or jamming based on the eavesdropping chanr@: and ch.annel reciprocity is assumed.. Moreover, blodk fa
quality may be more effective to degrade the performant¥ model is considered, and thus, the instantaneous channe
of the legitimate system. Performance analysis of sec #@in (Square of channel coefficient magnitude) of any linésdo
cooperative communications against such an adapt t change ywthm one secure transmission (i.e., the seurce
eavesdropper is lacking in the literature. relay transmission plus the relay—dest_lna_tlon transmigsbut
In many existing works (see, e.g., [3]-[10], [12], [18]M&Y change from one secure transmission to the next. Denote
[22]), it is assumed that the ECSI is perfectly knowd sk fxp, fsm, fre, fer (k€ {1,2,.., K}) as the channel
by the legitimate system. However, as indicated in [2592iNS Of linksS — Ry, Ry — D, S —E, Ry, — E, andEl — Ry,
this assumption may not be reasonable for all possi ggspectively: Since the channels follow Rayleigh fading;.,
scenarios. xD, [se, frE, and gy are exponentially distributed random

variables with mean denoted &s;x, Axp, Asg, Ayxe, and

Motivated by the two observations, we focus on relay sele respectively. Al thek relavs are close to each other
tion scheme and performance analysis for secure cooperafi\f°*’ P y: Y
na cluster, and thus, we assume;, = Asgr, Akp = ArD,

communications against an adaptive eavesdropper in thand Arp — Ape = App for k = 1..... K. Additive white

different cases of ECSI availability. The main contribaso . : . . . .
: . i Gaussian noise with variane€ is assumed at each receiver.
of this paper are summarized as follows: -
) . Throughout the paper, we uge(-) to denote the probability
1) We consider an adaptive eavesdropper that can SeleCHé‘hsity function of a random variable

perform eavesdropping or jamming rather than being a L o
passive eavesdropper. In addition, different from existin The communication from the source to the destination has

works (see, e.g., [5], [7], [11], [12], [14]-[16], [22]-[25 two ph_asgs, shown in Fig. 1. In the first _phase, the_ source
in which the eavesdropper is assumed to be within tiNSMits its message to the relays by using transmit power
wireless coverage of only the relays, we consider thas: in the second phase, one relay, denoted as rajay is
the eavesdropper is located such that it can overhear fifd€cted to forward its received message to the destinagion
wireless signals from both the legitimate transmitter arléf!ng transmit powers.
the relays. The adaptive eavesdropper is placed within the wireless

2) For three cases of ECSI availability (full ECSI, partiatoverage of the source and the relays. Thus, in the first
ECSI, and statistical ECSI), we propose optimal relaghase, the adaptive eavesdropper can decide to work as an
selection (ORS) schemes that minimize the secreepvesdropper or a jammer, depending on the channel quality
outage probability. of link S — FE, as follows.

3) We theoretically derive secrecy outage probability ex- . ] .
pressions in closed form for the proposed ORS schemes If fse (the channel gain of linkS — E) is above a
in the full and statistical ECSI cases. For the proposed thresholdn,, the adaptive eavesdropper will eavesdrop
ORS scheme in the partial ECSI case, we derive approx- the signal from the source. The eavesdropping link is
imate secrecy outage probability expression, which is a the dashed-dotted line shown in the first-phase plot in
tight approximation in high main-to-eavesdropper ratio ~ Fig- 1. Thus, the received signal-to-noise ratio (SNR) at
regime, as verified by our computer simulation. a relay, say relayzy, and t]kle adaptive ea_tvesdroppiér

4) We analyze secrecy diversity of the three proposed are expressed agi,jzi and % respectively.
ORS schemes, and theoretically prove that each of thee If fse is below the threshold,,, the adaptive eavesdrop-
schemes achieves a full secrecy diversity order. per will generate artificial interference by using transmit

The rest of this paper is organized as follows. Section Il

describes the considered system model. Section Il detagls
three proposed ORS schemes that minimize secrecy outadelote thatf;z = fz due to channel reciprocity.
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K DF-relays K DF-relays

Source @

Destination Source Destination
Adaptive eavesdropper Adaptive eavesdropper
First phase Second phase
. De5|.red oo >  Jamming links o > Eaves.dropplng
information links links
Fig. 1. The considered system with two phases.

power P; to jam the relay$. The jamming links are the with meansysy = PSO_AZSR, Yrp = PRUAzRD, Yer = %
dashed line shown in the first-phase plot in Fig. 1. Thusg, £ PS;\ZSE, andygp £ PR;;RE, respectively.

the received SNR of linkS — Ry in the first phase is
expressed a%. Denote the mean value of average channel gains of the

In the second phase, the adaptive eavesdropper only ,j@g.itimate links (links from the source to the relays andriro
forms eavesdropping, i.e., eavesdrops the signal from the relays to the destination) as, referred to asaverage
selected relay. This is because the adaptive eavesdroppen@in channel gainand denote the mean value of the average
placed between the source and relays, which implies that itchannel gains of the links from the source and the relays
relatively far away to the destination, and thus, the adaptito the adaptive eavesdropper as, referred to asaverage
eavesdropper is unlikely to have a good jamming performar@@vesdropping channel gaibefine A = 44 as themain-to-
to the destination. Note that, if the adaptive eavesdroppravesdropper ratio (MER)L2], [26]. Accordingly, the average
performs eavesdropping in the first phase, it can combine @Rannel gains of the links can be rewritten’asr = SsrAw,
signals received from the source and the relRy in the Arp = BrpAm, Ase = BspAr, and Agp = BrrlAg.
two phases by using the maximal ratio combining (MRC) t¥loreover,the system SNRs defined asy = L5 = pL%,
maximize the overall SNR of the eavesdropping links. with 1 = Ps/Pr being a positive constant.

For the legitimate transmission, the performance of DF -
relaying is limited by the received SNR in both phases. Thus, !t is assumed that the legitimate system knows the chan-

the capacity of the legitimate transmission with the help &@l gains from the source to the relays (i.¢si, kb =
relay Ry, is given by 1,..., K) and from the relays to the destination (i.6.p, k =

1,..., K), and the adaptive eavesdropper knows the channel
gains related to itself (i.e.fsz and fig, k = 1,...,K).
Similar to existing works that enhance physical-layer siégcu
[3]-[12], [15]-[19], [21]-[26], it is assumed that the |&giate
system is aware of the presence of the eavesdropper (e.g., by
using a detection technique proposed in [27]), as well as a
whereys, = Zofk, yp = PR, and gy = FLPS ON oo level of ECSI. We consider three different cases for

the other hand, when reldy; is selected, the wiretap channely, 5iapijity of ECSI at the legitimate system, as follows.
has a capacity expressed as

C1(k)= % log, [1 +min(vsk, vep)], if fse > 1,
Ca(k) = Jlog, 1+ min (12250 ) |
if fsp <mnm
1)

O(k)=

s1ogy (L4+vse +me). i fsg > num,
7 108 { ) " (2) . Full ECSI CaseThe legitimate system knows the instan-

Cwr (k) = {

1 i L . .
2 logy (1+ k), it sz <1in taneous channel gain information of all the eavesdropping
wherevsp — PS;;SE and s = PR&J;kE links, i.e., fsg and fyg, k = 1,..., K. This assumption

is commonly made in the literature (e.g., see [3]-[5], [7]-

[10], [12], [16]-[18], [26]). An example of the case is

that the adaptive eavesdropper is a regular user, and the
2For the adaptive eavesdropper, the purpose of the jammingaigold. legitimate system can monitor its CSI [28].

First, when the eavesdropping channel is considered to tgowal (i.e., when o Partial ECSI Case:The legitimate system knows the

fse is Vbelow the thresholdm_l), jamming can guarantee thgt the legitimate channel gain information of the eavesdropping links from
system’s performance can still be degraded by generatiegfénence to the .
legitimate communication. Second, when the eavesdropgimnel is not the relays, i.e..frg, & = 1,...,K. An example of

Since all channels follow Rayleigh fadinggx, vkp, YEkK,
vsg, andvgg are exponentially distributed random variables

good, the jamming will force the legitimate system to lowedeword rate
(to avoid transmission outage). In other words, the infdiomatransmitted
by the legitimate system in the current transmission is Vienjted, and the
legitimate system has to use more later time for informati@msmissions.
The eavesdropper then has chances to eavesdrop in thenkgitsystem’s
later transmissions when the eavesdropping channel is. good

the case is that the source is a primary user, relays are
secondary users that help primary transmissions, and the
adaptive eavesdropper is another secondary user that does
not help. Due to limited cooperation between the primary
system and the non-relay secondary user, the channel gain
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fse is unknown? Cy(k) > Cy(k). Apparently the codeword transmission rate
« Statistical ECSI Casé€fhe legitimate system knows mearR ¢ should be no more thafi; (k). If C2(k) < Re < Ci(k),
values of the channel gains of the eavesdropping links.tAen a transmission outageill happen if fsz < 7y, (which
similar assumption is considered in [16], [17], [29]. Ammeans that the adaptive eavesdropper works as a jammer in
example of the case is that the adaptive eavesdroppethie first phase). Thus, to guarantee there is no transmission
a malicious user to the legitimate system. The statisticalitage, a conservative variable-rd&e; = C>(k) is used if
ECSI can be obtained by long-term monitoring [17]. relay R is selected to help. Thus, the mutual information
between the sourcg and the adaptive eavesdropgeis given

I1l. ORS FOR SECRECY OUTAGE PROBABILITY as min (Cz(k), Cwr(k)), and the legitimate system has an
MINIMIZATION achievable secrecy capacity given as

Denote the target secrecy rate of the legitimate transamissi Ch (k) = [Ca(k) — Cwr (k)] T

asRg, and definesecrecy outagas an event that the achiev- . 1+min(11§’;k o) \1T

able secrecy capacity of the legitimate transmission stlesn [5 log, < THyse ke )] , 1T fsp 2 1,
Rs. In this section, we propose an ORS scheme for each of = vk 4

the three ECSI availability cases, aiming at minimizatidn o [llogQ <1+m”’(1+m ’W’CD))] if for < N
the secrecy outage probability (SOP). 2 1+7ke ’

®)
where the superscripP’ means “partial ECSI”.

A. ORS for Full ECSI Case Due to unavailability offsg, the legitimate system does

In the full ECSI case, since the legitimate system knowt know the exact value of the achievable secrecy capacity
the instantaneous channel gain information of all legitenaC.... (k). Accordingly, we propose the following ORS scheme:
transmission links and all eavesdropping links, it knows ttor partial ECSI case, the reldy- is selected as
capacity of the main channel and wiretap channel. Thus, to k* — arg max ¢ (6)
maximally utilize the main channel capacity, the legitimat gk:l,...,K k
system can use the variable-rate strategy for codewors-tram which
mission [30], i.e., transmit codewords at a rite = C(k) if
relay Ry, is selected to help. By the variable-rate strategy, the o =21+ min(vgiil D) — T (1 4+ veg) @)
mutual information between the source and the adaptiveseave A oR
dropper is given asin (C(k), Cwr(k)) [30]. Therefore, the With T = 27,

legitimate system has an achievable secrecy capacity gizen | ne optimality of the propose ORS scheme is shown in the
following theorem.

Cho(k) = [C(k) — Cwr (k)] * . Theorem 1: In partial ECSI case, the proposed relay selec-
1] L4+min(ysk,vkD) if > tion given in (6) is optimal, i.e., minimizes the SOP.
[2 082 ( Hysetyes )} ’ fsi 2 1, Proof: The proof is provided in Appendix A. ]

) [210g, (LmnlEm o) it fsp <
21082 Lee ’ SESTkh ¢ ORS for Statistical ECSI
h h . “sull _— b ( / In statistical ECSI case, the legitimate system does nowkno
where the superscrip means i ECSI", the subscript yhe jnstantaneous channel gains of eavesdropping links, an
sec” means “secrecy”, an@l]* = max(;, 0). thus, is unable to evaluat€, (k) or C(k). Therefore, the
In full ECSI case, minimization of secrecy outage proligpie-rate strategy for codeword transmission comsitién
ability in relay selection is equivalent to maximization ot Il and partial ECSI cases cannot be used.

the achievable secrecy capacity. Thus, the optimal relay th o any rate in the sourcé’s codeword transmission, a
minimizes the SOP is selected as transmission outage will happen if the main channel capacit

k* = argmaxg_1, g CL (k) C (k) is below the code transmission rate. In specific, if source
arg max Atmin0seyen) it for > S’s codeword transmission rate B¢ > 0 and relay Ry, is
B =l.,K  1Hysetae N selected to help, the transmission outage probability (TOP
- 1+min(%,’yklp) ) conditioned on the channel gajiy;, and fip is given by
arg, max Tron if fsr < nn.
(4) Paan,out (k| fsk, fep) = Pr (C(k) < Rc‘fsm ka)
1, if min(VSk,'ykD) < Yth,
B. ORS for Partial ECSI = [1 —exp (— A";‘;)} exp (—773’“4;:_1) : (8)

If relay Ry is selected, the main channel capadityk)
should take the value of eithe?y (k) or Cy(k), as shown
in (1). However, in partial ECSI case, since the legitimatehere Pr(-) means probability, andy, = 2*®¢ — 1. The
system does not have information ¢§, it does not know derivation is provided in Appendix B.
what value the main channel capacity should take. Note thalWhen a transmission outage happens, the destinaflon

cannot correctly decode its received signal. From (8), it ca

3Since relays and the adaptive eavesdropper belong to the secondary
system, relays know the channel gain between themselveshenddaptive 4A transmission outage means that the codeword transmisaieris more
eavesdropper, and then let the primary system know thisrirdtion by than the main channel capacity, and thus, the destinationable to correctly
feedback. decode the transmitted information.

if min(vsk, D) > Vin



IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS 5

be seen that transmission outage happens with a nonzero IV. ANALYSIS OF THE PROPOSEDORS SHEMES
probability. Therefore, to guarantee a certain level of re-

ception quality, here we require that the TOP_should b(?RS schemes in their corresponding cases of ECSI availabil-

bounded within an acceptable level denoted given as . . o )
Prran out(k‘fSka fen) < e. From (8), it can be seen that thelt- Furthermore, to gain more insights, the secrecy ditsers

reqUirementPtran,out(k‘fska fup) < ¢ is equivalent to of the three ORS schemes is also analyzed.

22Rc

In this section, we derive the SOP of the three proposed

-1< i ) 9 .

) < minQyse, o), 1 g A SOP Analysis
PRe 1

|L—exp (— /(];l;ﬂ)} exp <_27+R1> <e 1) SOP of ORS for full ECSI caséRecall that a secrecy

) outage means that the achievable secrecy capacity is bleéow t

which can be further expressed as target secrecy rat®s. We have the following lemma for the

SOP of the proposed ORS in the full ECSI case.

2R _ 1 < ygp,
92Rc _ ; Tk Lemma 1: SOP of the proposed ORS in the full ECSI case
2Re = TkD: e (10) s given in closed form shown in (15) on top of next page, with
—1< L4 _ 2 (* _ 42 ;
< 1+7yERln(%{lfcxp<f /@E)D erfe(z) = 1 = Jo exp(—t?)dt being the complementary

) ) error function, and:(-), b andc(-) defined as
or in a compact form shown in (11) on top of next page. For

notational convenience, we define a(z) = (L N L) (1T-1)
TSR YRD
=\ — __Jsm_ 16
o2 (1 3en [ (L [1-ew (-22)])] ) - a2) b s )
sE c(z) =1+ AreT + YreT + "YER(z+T71)'

. . . . N Vsr YRD Vskr
Then the inequality (11) is equivalent B¢ < Rc(k) =
21og, [1 -+ min (g(e)vsk, vxp)] , Which means that the TOP
of link S — Ry — D will not exceedkt if codeword transmission
rate of the source is not more tharR¢ (k). To maximally
utilize the capacity of the main channel, we &t = Rc(k)  PE. .
if relay Ry, is selected. I AF

2 . =Pr(C..(k") <R
Similar to the full and partial ECSI cases, when re- (e (K7) s)

lay Ry is selected to help, the mutual information be-_ p; (k max Ch.(k) <Rs)

tween the source and the adaptive eavesdropper is given as =1,...K

Proof: According to the definition of secrecy outage, the
SOP of the proposed ORS in (4) for the full ECSI case can
be written as

min (Rc(k), Cwr(k)), and thus, the legitimate system has P
an achievable secrecy capacity expressed as =Pr P e Csec(k) < Rs, fsp = nen
s _ _ +
Osec(k) - [Rc(k}) CWT(k)] N +Pr ( maxK Cchc(k) < Rg, fSE < nth)
1 L+min(g(e)vsk, kD) ; =1,...
{5 log, ( THsstome ﬂ o I fse = N, . Lmin(ysemn) 1T
B 1 Lemin(gysonn) ||| i :Pr<k_1?§§K{§log2 (m)} <RS’fSE2nth)
{5 log, ( e ﬂ ;i fsp < Fimin (2225 y0p) \ T+
(13) +Pr (krrllaxK [% log, ( 1+fyzgk )} < Rsg,
where superscriptS” represents “statistical ECSI”. Note that ~ ~
the legitimate system does not know the value’gf, (k) due fse < 77th>
to unavailability of channel gain informatiofisp and fig,
k=1,....K. 1+min(ysk, YD)
We propose the following ORS scheme: For statistical ECSI br (k_nllf,l,)fK Tovsp s < L /sE 2 T

case, the relayRy- is selected by

K1

k* =arg max 6 (14) 1+min ( 18—
e +Pri mex (1131;1 i) <T, fsp <nm | (17)
wheref;, = min(g(e)vsk, vep).> —

The optimality of the proposed ORS scheme is shown in Ko

the following theore”?- . where the first equality is from the SOP definition, the second
Theorem 2: In statistical ECSI case, the proposed relayqyajity is from (4), the third equality is from Total Prolilith
sel_ectlon schem_e in (14) is optlm_al, i.e., minimizes the S eorem, the fourth equality is from (3), and the last eqyali
while guaranteeing th_at the TOP is boundedgby is from some math manipulations afid= 22Rs. Here fsz,
Proof: The proof is presented in Appendix C. B o vEr sk andvyep are exponentially distributed. The
term x; can be expressed as (18) on top of next page, where
5From (12), it can be seen that the proposed ORS scheme neleutsatdhe step (i) uses the Binomial Theorem [31, p.10]. The tetm

value of the termj1 —exp(—nn /As k)], which is exactly equal t®r(fsg <
ntn ), 1-€., the probability that the eavesdropper jams theifegte link in the can be calculated as (19) on top of next page, where the second

first phase. The probabilitfr(fsr < 1) can be estimated by the legitimate e_qu"f‘”ty uses the fact thaiSk. and y;p are exponentially
system’s long-term observation of the jamming behaviohefeéavesdropper. distributed, and the last equality uses [32, eq. (3.322tBte
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2?Re _ 1 < min <<1 + e [In (L [1 - exp (-2 )] )] +> ! %mm) (11)

exp[—(fi-i-f ) (T—1)— (1+—m,T;YSE+—m,T’Y§E>]

VSR YRD

Psic out ZrKn:O (5) (_1)m

[+ e e | n[ 2R o i} (15)
+ [1 — exp (— = )} (1 —exp [—a(0)] vVmbexp (blc(0)]?) erfc(\/l;c(O)))
o0 K o0
Iilz/ Drsp (@ Pr mln (Ysksvkp) <T -1+ TPS”” + Tyk) Dryes (i )dyrpda
Tth k:l 0
o0 K o0
:/ ijE 1—Pr 75k>T—1+TPSI —|—Tyk) Pr ('ykD >T—1+TPSI+Tyk)] p%E(yk)dykdx
Tlth k:l 0
:/n Ko exp (— ) H/o (1—exp {— (vs_R—’_mTD) (T —1+ Ihs= —i—Ty;g)D%%Eexp( )dykd:v
th k:l
1 1 1 TP x
N 2 [y oz o[~ (an tap) (-1 T )| 1
=] Tsp P\ TRsm - 1 T T *
Tlth YRE  YSR YRD
e (K —m >
W =™ 1 mTP mTP,
O3 () S [+ (32 228)] e [ (2 + ) @ -] [ ool (5 + 25 + 25 o
m=0 th
m ¢ mT~ mT~s
o o K (_1 meXp[_(WSR ’YRD)( —b- 77 y (1+ ’YS’Yle-i_ ’VstE)} (18)
B m [l_i_T:YR,E_’_]i’YRE} |:1+mT'YSE mT:YSE]
m=0 Ysr YRD Ysr YRD
K 00
ke=Pr (fsg < N H/ Pr (min (%,%D) <T-1+ TPRm)pf,cE(:v)dx
k=10
P 241 K
“[i-eo ()] { [ (e [- (P + o) -1+ 7)) iz o () oo
_ X T-1 , T-1
=[1-ew (=) [ {1- mew |- (54 52)]
0o K
[T o (= [t + (s + I 4 BT o)) oo
K
= {1 — exp (— 1{7;‘;5)] (1 — exp [—a(0)] Vrbexp (b[c(0)]?) erfc(\/EC(O))) (19)

erfc(z) £ 1 — % Jo exp(—t*)dt is the complementary errorwhere a(z), b and ¢(z) have been defined in (16), and
function, anda(-), b andc(-) are defined in (16). represents the following integral

By substituting (18) and (19) into (17), the SOP expression oo )
can be obtained in closed form in (15). This completes the x é/ (1 —exp [—a (£L52)]Vrbexp (b [e (T£52)] )
proof. [ | 7eh .

2) SOP of ORS for partial ECSIThe following lemma TPsz 1 _x
gives an expression for the SOP of the proposed ORS scheme X erfc(\/Ec( o ) )) Rsp XP ( SE) dz. (1)
for the partial ECSI case.

Lemma 2: SOP of the proposed ORS scheme for the partial
ECSI case can be expressed as

PSPC’QOut =x+ (1 — exp [—a(0)] Vmbexp (b[c(O)]Q) Proof: According to the achievable secrecy capacity ex-
K (20)  pression of linkS— R, —D shown in (5) and the relay selection
X erfc(\/gc(o))) [1 — exp (— = )} rule given in (6), the SOP of the ORS for the partial ECSI case
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can be expressed as According to [32, eq. (8.254)], whenis sufficiently large, the
P B P complementary error functioarfc(z) can be asymptotically
Pieour=Pr (Coce (k") < Rs) expressed as
1+min<'ys—k*,'yk*D) 1
. o) Yer=+1 <T, > exp(—z? i (23
r ( I+yse+v+E fSE = Tlth erfc(x) ~ p\g;w ) Z(_l)z (?;;21))1:” (25)
Sk* =0
1+m1n(mﬂk*n) . PR ;
+ Pr Tir g <T, fsg <nm wherel is any positive integer, and)!! means double factorial.
Thus,exp(z?)erfc(z) can be asymptotically expressed as
=Pr ( max ¢k <T7vse, fseg > Wth) : i (2i—
k=1,..., exp(z?)erfe(x) ~ \/}—m Z(—l)l(?gmzl))i”- (26)
+ Pr ( max gbk <0, fsp < Wth) (22) ) =
k=1,..., Since b - ¢(T'Psz/o?) — oo holds for MER A —
Sincegy, is independentfrom the channel gdifz andysy = oo, Wwith the h2€|p of (26) with! = 1, the term
P, fsi/0?, (22) can be further expressed as exp (b [e (T£52)] )erfc(\/Ec(TPS””)) in (21) can be
asymptotically expressed as
Pice,on Pr (¢r < T35%) prop (2)dz
C o /77th kl_[1 ) o exp (b [c (%)}2) erfc(\/BC(TPSI))
K
oo 1 1
+ || Pr(ox <0)Pr(fse < nm)- (23) e 1— . (27
kr:[l V= ! mezoe ) @0

Next we focus on computing the probabililyr(¢r < 2),
€ (0,00). Sincegy, = 1+min ( 2% vkp ) =T (1 + k), Thus, by applying (27) into (21), the termy can be

the probabilityPr(¢, < z) can be calculated as asymptotically expressed as
K
Prion <) = (,_olo(22) 1
e () roe <) (T (s
_ > : Przx -
- [ e () <1404 ) gt ()i
prkE(x)dx (“)/ ( ) (m>( l)m-i-n

:/ {1—Pr(%>z—l+T(l+%)) Nen oy n

0 exp |:7ma TPégm =z i|

x Pr (%D >z—1+T (1 + Ifff) )] Dfop(x)de « i Ase ] g0

TP, m+2n
[ (FEE )| e

o0 2
:/ (1_exp[_(Pﬂﬁ/;+1+’y1D)(Z_ 14T+ TPRz)D
0

K m
Vi D (5) 2 () o ek

=0 n=0

X AzlaE eXp (_ A:’.E
—1-ghew |- (s +55) e+ T-1) > o[- (mdtx 2 )a]
B Anp P ¥sr ' ARD X dz (28)
n

( (0) ) m+2n
0o th T+——"

_ TP;Pr .2

X /0 eXp [ Fsr(02)2 T

Z(m,n)
- m (1 + TJSIZE + TVLI;E + VER(ijT 1)) x} dz  where step (ii) uses Binomial Theorem [31, p.10] twice and
step (iii) uses the following equivalent form of(%) and

=1 — exp [—a(2)] \/_bexp( [c(2)]?) erfe (\/_c( )) (24) ¢ (IZs2), based on (16), as

where the fourth equality uses the fact that, v.p, and TPsa\ _ 1 _ 1, 1\ TPs
fre are exponentially distributed, the last equality uses [3 ( )= (’YSR + )(T 1)+ |:(VSR + iRD) }x’

YRD
eg. (3.322.2)], and(z), b andc(z) have been defined in (16).

=a(0) =d

Applying (24) with z = £52 and z = 0 in (23) and using (29)
Pssp(®) = 5 oxp (— 5% ), we have the SOP expression ¢(£5s%) =14 Lme  Tane 4 Jen(7 1) 4 {%} .
given in (20) for the proposed ORS in the partial ECSI case. —o0) —

This completes the proof. [ |

However, in the SOP expression given in (20), it is diﬁiculﬁ-hen with the hel
. . p of [32, egs. (3.352.2), (3.353.1)], thert
to solve the m;elgrmal in (21), due to the presence of t m, n) in (28) is obtained as (31) on top of next page, where
term erfc(\/_ (% )) Thus, we consider a high MERp;(;) 2 [* "=y s the exponential integral function.

approximation for P. . instead of an exact expressmnSubstnutmg (28)lt into (20), the high MER approximate ex-

(30)

SCC ,ou
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ASEeXp(_[?;l;E)7 |f mzo,n:O,
exp |:c(eO) (d—i— A;E)i| Ei [ (Wth + C(O)) (d—i— A;E)i| , if m=1,n=0,
I(m,n) = L\ R ) (md i (31)
exp | —mn | md +
[ th ( Ase )} ; (m+2n—1)! (0))
1 _
[Omdt g ) .
— (mﬁgi_l)! exp{ eo) (md —|—ﬁ)} El( (77 n+ (0)) (md + ﬁ)), else
pression forPL, . is derived as The termp; can be calculated as follows
PP; ou
bc}(t m p1—/ / 1_Pr (9(e)vse >T—1+ T2 4+ Ty)
N K M\ ymin_expl-ma(Q)] 1 o J0
=~ Z m Z " (=)™ spremrenng g L(m, 1) Trgs
=0 n=0 x Pr(m >T—1+ +T y))pm (V)P ssp (x)dyd
K
+ (1= exp [~a(0)] Vb exp ([e(0)]?) erfe(vbe(0)) ) - /oo /°° Z <K> 1y exp [~ mB(e
1o (-2 (32) & " L
(1 - 14 2252 1 1y) | BT
K
3) SOP of ORS for statistical ECSFor the proposed ORS = r—L— Z [(K> (=)™ exp [-m(T — 1)B(¢)]
for the statistical ECSI case, we have the following lemnra fo oo L\
the SOP expression. &0 " B
X exp {—m (1+ mTwSEB(s))} dz
Tth
Lemma 3: SOP of the proposed ORS in the statistical ECSI X / exp {—%%E (1+ mTﬁREB(é))} dy}
o .

case is given in closed form as

(37)

m

KK exp[—m(T—1)B(e)— {2 (l—i—mT'ySEB(a))]
Z {( ) mexP[—m(T—l)B(E)] Z (— 1)”[1+mTVSEB(5)][1+mT7REB(5)]
sec out — 1+mTHrEB(e) m=0

where the second equality uses the fact that, vvp, ViE,
B )})}(33) and fsy are exponentially distributed, and the tetfife) is
Ase defined in (34).
with B(e) defined as The termp, is obtained as
Ble) £ -—+:
9(e)Ysr YRD 3 -
1+PJAP~E [n(2[1-exp (- 2] L (34) P2=Pr(fse <1 / H 1 Pr(g(e)ysy > T — 1+ Tx)

AsE
YSR YRD*

ex 7—7]— 1+mTyseB(e)
(]

XPr(yep >T —1+Tx) )p%E(:c)d:r

K
K
Proof: The SOP of the proposed ORS for the statistical = {1—6XP(— An;};)} Z( )(—1)mexp [=m(T = 1)B(¢)]

ECSI case can be derived from (13) and (14), as m=o\"
Pieow =Pr (Cfcc< ") <Rs) (35) X = / exp [—r (1 +mTwREB<s>>] dz
= 3052, Pr(k* = §) Pr(CR, (i) < Rs) 0 K g
wherePr(k* = i) = 1/K is the probability that relayR; is Z{l—exp(— A”;‘;)} > ( )(—l)m%w (38)
selected by the relay selection rule in (14), and the prdibabi m=o \'"
Pr(Cg, (i) < Rs) can be expressed based on (13) as By substituting (37) and (38) in (36), a closed-form expi@ss
Pr(CS_(i) < Rs) for Pr(C5.(i) < Rs) is obtained, based on which the SOP
beCHmaxH « min(g(€)750.7em) P%. ous €an be derived in closed form given in (33).
= ( THsE e <TJsp= mh) This completes the proof. =
p1 Recall that the TOP is set to bein the statistical ECSI

P (1+maxk:1 ,,,,, & min(g()ysk,Y6D) <T, < ) 36) case. If we view_ the S_OP e>_(pressi0n in (33) as a function
+br 47 fsp <) - (36) of ¢, it is interesting to investigate the trend of SOP when
varies. We have the following observations.

P2
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From the first equalities of (37) and (38), it is seen thasymptotically expressed as
bothp; andp, monotonically decrease wii(c). On the other N300
hand, it is seen from (12) that(¢) monotonically increases 1 = Iy

with ¢ for e < 1 —exp(—22) and is fixed to 1 for oo p K oo .
< p( ASE) :/ (H/ Pr(mln(ufSk,ka) < T(/mc—i—yk))
e>1—exp (—M) Therefore, if: < 1—exp (—M) the Nn N\ j—1 /0

ASE ASE
secrecy outage probability’>_ . monotonically decreases

sec,ou

with . This observation is intuitive, because a largexpects

X Pfre (yk)dyk>pfsE (x)dx

to lead to higher transmission rate, which results in a small or K oo
; ; _ T(prtyr) | T(pz+yr)
SOP. However, it further increases fronh — exp (—% , = /n [H /0 (1 — exp {_ ( e )D
th k 1

the three constraints on codeword transmission rate inddi®)
be simplified to the first two constraints, i.e., the codeword . 1 (_ mn ) 1 (_L) dr  (39)
transmission rate is determined oy, and ~.p, and is Anp P Yk | Ks P sE
independent of. This means that the SOP keeps unchangeqﬁf which the last equality uses the fact thdte, fip.

¢ further increases fronh — exp (—1{%) This phenomenon , . and fsz are exponentially distributed. In the above
is calledSOP saturation expression,z represents exponentially distributed random
It is interesting that the starting value effor the SOP variable with meanAgg. When MER A — oo, we have

saturation, i.e.] —exp (— /(’:;3) is also the probability that the Ase/Asr = (Bse/PBsr) % (1//}} — 0. Thus, from Lemma

RE

T:E _ _ —I . .
adaptive eavesdropper seleéts to perform jamming. Thetinsi%: W€ r]TaVGEXp(_ASR)T— ASR'TSLm'Iarly’ weTalfo have
behind this observation is as follows. Recall that the camtew exp(—325) = 1 — 732, exp(—14,) = 1 — z4-, and
transmission rat® is selected based on the three constraintsp(—+%) = 1 — +% . Therefore, when MER goes to

in (10). When the adaptive eavesdropper performs eavesdripfinity, after ignoring the high-order infinitesimals, wete
ping, the first two constraints can guarantee that there is the following equation

TOP. In other words, the TOP of the system is always not more
than the probability that the adaptive eavesdropper pagor 1 — exp [—(T(ﬁ,\::k) T(‘f\;;y’“))} = Tﬂﬁ‘,\;i’” T(‘f\;])yk)-
jamming. Therefore, if the TOP requiremens more than the (40)
probability that the adaptive eavesdropper performs jamymi Then, substituting (40) into (39), the high MER expression f
the TOP requirement can be relaxed. K, IS obtained as
>\ o0 K o0
> Tx Tpx ( Ty Ty ) _1
arei . ~ + + +
B. Secrecy Diversity Analysis = /,,th kl;[l [ASR Arp /0 whsr © Arp ) Are
Traditional diversity order is defined a&,; & — ( n ) 1 )
. ¢ - dyi | +— —2-)d
lim, o0 %, where P, is the transmission outage X XP\ T Rrp ) k| Ksp eXp( Ksz )

an intuitive definition for secrecy diversity order &,; £ =
— iy o 28 o) “However, it is indicated in [26] that,

probability aghvdw is the system SNR [33]. Based on this, () OO( T | Tus | Thgg TARE)K L

x
; Asr ' Arp ' pAsr Arp ) Ase exp( As
th

) dx
E
log ~y

when there exists eavesdropping, the SOP cannot achieve zer:/OO < <K) [(M + M)K_m( T | Tu )m
when~y — oo, because a larger system SNRncreases the o 2= \m #hsr = Arp Asr * Arp
main channel capacity as well as the eavesdropping channel

capacity. It is also shown in [26] that, when the legitimate X 2 exp (—ﬁ) ]dx

transmit power goes to infinity, aBOP flooris achieved, .

which gives the best possible secrecy outage performaate th K K—m m
the legitimate system can achieve. Thus, it is proposedéh [2 w Z (m> {(%‘55 + TA‘%’E) (TA[‘% +%)

to use the SOP floor to define the secrecy diversity order. Sim- ~ m=0
ilar to this definition, the secrecy diversity order of oumeo

o xT'(m+1, M)]
sidered system is defined && = — lim)_, %, Asw
where P ,..(\) = lim Picout(A,7) is the SOP floor in K KK TBrs | Thas\ ™
’ y—00 = A —=n= —L=
high system SNR regime. mz::o (m) [(“BSR  Bno )
The following lemma, which is part of Proposition 1 in [12], m
will be used in our secrecy diversity analysis. x (Tﬁﬁs—SRE - %) F(m +1, 1{%” (41)

Lemma 4: For two independent and exponentially dis-
tributed random variableX and Y’ with meanA, and A,, Where steps (v) and (v) use [32, eq. (3.351.3)]
respectively, Whe;ﬁ_z — 0, the equatiomxp(_Aiy) =1-Z and [32, eq. (3.351.2)], respectively, anb(a,z) =

holds. Y fz°° exp(—t)t*~1dt is the upper incomplete Gamma function
Proof: The proof of Lemma 4 is given in [12, Ap-[32, eq. 8.350.2]. From (41), it is knows, AT NK,
pendix A]. u By letting v — oo, the floor of k5 is obtained as (42)

1) Secrecy Diversity Analysis of ORS for full EC&om on top of next page, where step (vi) comes from the fact
(17) we know that, when system SNRR — oo, k1 can be that fsx, fip, fsg, and fig follow exponential distributions,
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K 00
—00 . .
5272 EQ = H |:/ PI‘ (mln (%, ka) < T.T) pka ((E)dl':| PI' (fSE < nth)
k=1 /0

K o
(vi) 1 TP;/c% 2 1 T T \
2L (- [ e 5 ke ) ) oo ()

k=1
(vii) [ pBamh uBsp) BreT | BreT )’
- (1 a 4T5REI;ER exp 4T5R1§’7ER (1 + M[I;SERA + ﬁgik)

K
A
xerfe [. | hpsnt— (1 + Leell gﬁg”;()] > [1 — exp (—X—E)} (42)

and step (vii) uses [32, eq. (3.322.2)]. Furthermore,rgtti By subsequently using the asymptotic expressiorrtif(z)
MER X go to infinity and using the asymptotic expressiom (25) with [ = 1 to (44) and (45), we have
of erfc(z) given in (25) with! = 1 into (42), we have

I _ TPgz\M2® Tz Tpx 277
o 2 1~ oxpl )] (apasi ) ook Thus, we PO T e () ()
h F o A=oo |\ i . . )\éoo 1 —ex (_ Te T,uz) (46)
aveP. . .. = K, + ko o< A~ which indicates that the P\7Xsr ™ Xnp )
secrecy diversity order of the proposed ORS for the full ECSI oo B B
case isk, which is a full secrecy diversity. Pr(¢, <0) "= 1-— (1 — HEnis E) = Hpalee (47)

Using (46) and (47) in (43) and then computing the integral
leads to the high MER expression f@fec,out given as

2) Secrecy Diversity Analysis of ORS for the Partial ECS%P

Case: It is known from (7) that, ify — oo, we haveg;, ~ =@ p
& min(z1%< ~,p) — Typ. Then, according to (23), the * 2 / [1 —exp (_ Tz _ /'{Mw)} L exp (—Ai)d:c
floor of SOPPSP;wut can be expressed as Nen SR b SE sE
K
S 2TYerpB t
Pspcc,outfyz BScc,out + ( :,BE:R;?E) |:1 — eXp (_IT];)}
o K (viii) ( T &)K Sl (_ . )
- / H Pr ((b;c < ngz)pfSE (z)dz = Ksz \Asr ' Arp - T eXP T s dz
Mth =1 - 5 K
YERPRE _ __ _Nth
et (es) 1o (Ci)]
+ I Pr(sh <O)Pr(fse <mw). @43) W
k=1 = <(7:86J_|_Tlgﬂ) F(K—l—l,[(hh)
SR RD SE
Similar to the derivations in (24), the terni (¢, < T£52) . K
andPr(¢) < 0) are expressed as + (fﬂiggm) [1 —exp (_%)} ))\K
Pr(p, <55%) x A 48)

T T 2 . .
=1-exp (_ASIR - ﬁ) \/ T in which the factl —exp S—ATS”; - fgz) = (AzR + ATT‘;) z
2 obtained from Lemma 4 is used in step (viii), and the expres-
BsrA TBr TBr TP;Br X . ! :
X exp [4%9,;5;5% (1 + H/asljfx + e t 0276511?5\96) } sion of the upper incomplete Gamma function (given below
equation (41)) is used in step (ix). Expression (48) meaafs th
| _pBsrX Thr Thr TP,Br
X erfc[ 4T‘%ESRRBRE (1 +Mﬂslj5 + ﬂRgi + a2%sﬁz)] the same as the full ECS! case, the proposed_ OR_S for the
partial ECSI case also achieves a full secrecy diversitysTh

\ Lo ;
> 1_exp(_ T Twc) /4;5522212 exp( pBsRA ) availability of the channel gaifis  does not affect the secrecy

Asr~ Arp 4TyerBrE diversity order.
xerfc(\/%%> : (44)
Pr(¢}, <0)

2
1 TuBsrA pBsrRA TBrE TBrE
=1 \| TT95rBrs P [4T7ER[5RE (1 + HuBsRrRA 5RD)\) ]
[ __pBsrA TBrRE TBRrE
x erfe [ ATYERPBRE (1 + 1BsrRA + ﬁRDA):|

A2 [_muBsrA pBs A | _pBsrA 3) Secrecy Diversity Analysis of ORS for the Statistical
~ 1 T yerbnrs <P (4T5ER5RE) erfc( 4TvER6RE) (45) ECSI Case:According to (36), in high system SNR, the terms
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p1 andps can be rewritten as 10° o=
VTLOO O Simulations, full ECSI
P = . — — — Approximate, partial ECSI
E 107 %*  Simulations, partial ECSI
= Pr mln <Tux+T ) CE L C AN - SNVl Bttt Exact, statistical ECSI
~/mh /0 H MfSk, ka) K Y % % Simulations, statistical ECSI
2 : -
Q 107 F
X pfSE( )p.ﬂ:E( )dydx )
00 o) K %
) 1— exp | — T(pz+y) + T(pz+ty) =
p g(e)ulsr ARrD O 103k
Neh /0 L>J‘
1 €T 2
x ASEARE eXp (_ ASE ARE) dydx (49) 8 ¥
0 10 Ked
Y—00
P2 = P,
20 25 30 35 40 45 50 55 60
= Pr(fSE <77th / HPr mln Mfska ka) < Ty) System SNR v (dB)
X Dfin (y)dy Fig. 2. SOP of the proposed ORS schemas={ 35dB, P; = 30dB,

Rg = 3bps/Hz,e = 0.1 [for the statistical ECSI case]).

(xi) o >
9 [1-om ()] [ e ()

x {1 —exp [~ (b + A%)}}Kdy (50)

in which step (x) and (xi) use the fact thadx, fip, fse, and we setPy = Pg, and thus,u = 1. Noise power iso? =
fir are exponentially distributed. Then, letting— oo and 1, and thus, the system SNR is given as= Ps = Px.
using Lemma 4 in the terraxp|-] inside the bracket$-}, we The threshold of the adaptive eavesdropper for eavesdrgppi
have and jamming isn, = Asg, i.e., the adaptive eavesdropper
/\_m( N performs eavesdropping in the first phase if the channel gain
. 9<5)*‘AASS;AR2RD / / (px 4+ y)& of link S — FE is better than its average value, or performs
- Neh jamming otherwise. We consider that the average main cthanne
X exp (_ASE ARE) dydz ?\ailla{ld average gavesdropping TanneLgaima{e: 1 arE:i
E = 1/, respectively. We sétsr = Brp = Bse = Bre =

) (ﬁ*%)}( i K\ ooxm 1. Thus, IinksS—_Rk, R;,—D, S—F andR,— F have eltverage
AsnAnn m P channel gains given a8sr = 1,Agp = 1, Asp = %, and
m=0 ° e Arp = %, respectively.
X exp (_AgE) dz/o y" " exp (_%) dy For the three proposed ORS schemes, Fig. 2 shows the
K X« derived SOP and simulated SOP when the number of relays
— 2K Z <K> m ( T 4 L) gm gK—m K is 2, 3, or 4. It can be seen that the simulation results match
— \m ge)ufsr ~ Brp SEFRE our theoretical analysis, which verifies our closed-formPSO
x T(m + 1, %)F(K —m1), gxpressions for full and statigtical ECSI cases, as welhas t
tightness of our SOP approximation for the partial ECSI case
r oK For eachK value, the SOP in full ECSI case is the lowest,
p A—00 {1 ~exp ( en )} (m+m) while the SOP in the statistical ECSI case is the highest.\Whe
=2 Asp Arp the number of relays increases from 2 to 4, the SOP of the
o q proposed schemes become much lower because all proposed
X . Yy eXp( ARE) Yy schemes achieve a full secrecy diversity. As the system SNR

p 5 5 v increases beyond 50dB, the SOP of each scheme converges,
=A {1—GXP (—X’;‘“E)} (g(e)fbiR + Ij‘f) (K +1)  which is actually the SOP floor discussed in Section IV-B.

wherel'(n fo exp(—t)t"~1dt is the Gamma function [32, Next we evaluate the secrecy diversity. Fig. 3 shows the SOP
A—oo  of the proposed ORS schemes versus MER. To demonstrate
iq K(8 3;[]0 ;)] Obwm:rilyt, \3/18 haVESCC O“é o|§13+fp t0(t " the secrecy diversity, the SOP floors obtained by letting oo
» WHICh means that he propose or_stalisliCan 4 the benchmark curvie9 x 10° x A\~2 are also plotted in
[

ECSI case also achieves a full secrecy diversity. This tes
reveals that, by introducing an acceptable level of TOP, t%s figure. As MER increases, the SOP of each ORS scheme

proposed ORS for the statistical ECSI case has the s
secrecy diversity as those of the full and partial ECSI case

creases due to the secrecy diversity. It is seen that, when
%%B the SOP of each ORS scheme is very close to its SOP
floor. Further, comparing the SOP floors and the benchmark
curve, it is observed that the magnitude of the slope of SOP
V. PERFORMANCEEVALUATION floors are 2 in high MER regime\(= 30 ~ 35dB), which
We use computer simulation to verify our theoretical ressults equal to the number of relays. This is consistent with our
and evaluate our proposed ORS schemes. In our simulatianalysis in Section IV-B that a full secrecy diversity ordan
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selection schemes in the literature: the first two scheneefoar

scenarios with instantaneous ECSI, and the other schemes ar
for a scenario without any ECSI, as follows. Scheme-1: the P-
DFbORS scheme proposed in [12], where the relay is selected

as k* = arg max minOseaen) scheme-2: the relay
A . k=1,....K TkE ]
8 selection scheme proposed in [11], where the relay is sslect

ask* = arg ,max 2L2. Scheme-3: the conventional relay

selection propios"é'd in [34], where the relay is selectekl*as
arg max min(wysk, (1—w)ykp), in whichw € (0,1) and

1—w are the weight factors for the source-relay hop and relay-
destination hop, respectively. In our simulation, we cdasi

— Exact, full ECSI
o0 Simulations, full ECSI

— — Approximate, partial ECSI
O Simulations, partial ECSI

—-—- Exact, statistical ECSI
A Simulations, statistical ECSI

10t

Secrecy outage probability

* SOP floor Lo w = 0.5. Scheme-4: the SS-RD scheme proposed in [35],
Benchmark : where the relay is selected & = argmax;—i _ x VkD-
10° 15 20 . 20 a5 Scheme-5: the SS-SR scheme also proposed in [35], where the
Main-to-eavesdropper ratio (MER) ) (dB) relay is selected aB* = arg maxy—1, . x Ysik. Moreover, we

also provide the simulated SOP of round-robin relay sedecti
Fig. 3. SOP of the proposed ORS schemes with system SNR25dB  as a benchmark for comparison.
8‘2? ;f'l:sfgﬁgi,cghlggsll(czsze’) P'IL'Jo je?i?;j?ﬁeptssec:regbpdsi'/HZ’thzngEOIZD gblor Fig. 5 shows the SOP of proposed ORS schemes as well as
of each ORS scheme and thé benchmark CL]r.@e><y105W>-l<I A2 are also Schgme-&chheme-S_and round-robin schgme in full ECSI,
plotted in this figure. partial ECSI and statistical ECSI cases. Since Scheme-1 and
Scheme-2 require information of channel gaifiss, & =
1,..., K, which is not available in the statistical ECSI case,
Scheme-1 and Scheme-2 are simulated only in the full and
partial ECSI cases. It is shown that, for each ECSI avaitgbil
case, the proposed ORS scheme outperforms other schemes.
In full and partial ECSI cases, as the MER increases, the SOP
of the proposed schemes decrease faster than those of other
schemes, which means that the proposed schemes achieve a
higher secrecy diversity order than other schemes undekatt
from an adaptive eavesdropper. In statistical ECSI case, th
proposed scheme and Scheme-3 have higher secrecy diversity
order than other schemes.
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Secrecy outage probability
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VI. CONCLUSION

: : : : In this paper, we have studied the relay selection in a secure
O rranehEesion ogfgge probg't?ility conaiaint ¢ cooperative network with an adaptive eavesdropper. Fdr ful
partial, and statistical ECSI cases, we have proposed ORS
Fig. 4. The SOP-TOP tradeoff of the proposed ORS schemedastttiistical  SChemes that minimize the SOP of legitimate communica-
ECSI case withK = 5, 15,25, wherey = 30dB, A\ = 25dB, P; = 35dB, tions. To evaluate the secrecy performance of the proposed
andRg = 2bps/Hz. schemes, we have derived closed-form SOP expressions for
our proposed ORS schemes in full and statistical ECSI cases,
and approximate SOP expression under high MER for our
be achieved by the proposed ORS schefnes. proposed ORS scheme in the partial ECSI case. We have
Based on (33), Fig. 4 shows the SOP versus TOP constraifdo analyzed the secrecy diversity order of the proposed
¢ in the proposed ORS scheme for the statistical ECSI ca®®S schemes, and shown that the schemes all achieve a
with K =5, K =15 and K = 25. It can be seen that whenfull secrecy diversity order. Simulation results have dated
e <1—exp (— ALk ) ~ 0.6321, the SOP curves decreaseur theoretical analysis of the proposed ORS schemes, and

108

SE

whene increases, bécause a highemeans relaxation of the shown the advantages of our proposed ORS schemes over
TOP constraint. When > 0.6321, the SOP keeps unchange@Xisting relay selection schemes that consider only passiv
when ¢ increases, which is the SOP saturation discussed@avesdroppers or do not consider any eavesdropper.
Section IV-A3.

It is desired to compare the performance of our proposed
ORS schemes with other schemes in the literature. Since APPENDIXA
there is no existing scheme in the literature that considers PROOF OFTHEOREM 1

an adaptive eavesdropper, here we compare with five relayA secrecy outage happens when the secrecy capacity of the

6Note that wheny = 25dB, the magnitude of the slope of the SOP curveéegmmate system given in (5) is less than the target sgcrec

are less than 2 in high MER regime. This is because the sedieessity is ate Rs. If _relay Ry is selected to _help, Conditioned on the
defined based on the SOP floor that is achieved when oo. channel gaingsx, fxp and fyg (which are known in partial



IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS

10°4 e .
2101 ~
2 R
Q
< A
a 102 L
()
[=)]
£ —&— Proposed ORS for full ECSI
O 103 | —©—Scheme-1
Py —6— Scheme-2
g —A— Scheme-3
% 104 | —t—Scheme-4
—>— Scheme-5
————— Round-robin
10,5 L L L L
10 15 20 25 30 35
Main-to-eavesdropper ratio (MER) X\ (dB)
(a) Full ECSI case
10%4

-
]
o

—&— Proposed ORS for partial ECSI
—6—Scheme-1
—— Scheme-2
| | —&—Scheme-3
—+—Scheme-4
—>— Scheme-5

Secrecy Outage Probability
= S

————— Round-robin
10,4 L L L L
10 15 20 25 30 35
Main-to-eavesdropper ratio (MER) X\ (dB)
(b) Partial ECSI case
104

s
=
w

Secrecy Outage Probability

102 f | —8— Proposed ORS for statistical ECSI
—4—Scheme-3 .\
—+— Scheme-4
—>— Scheme-5
————— Round-robin h
102~ ; ; ' ] N
10 15 20 25 30 35

Main-to-eavesdropper ratio (MER) X\ (dB)

(c) statistical ECSI case

Fig. 5. SOP in different ECSI availability cases with= 40dB, P; = 40dB,
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ECSI case), the conditional SOP is given as

Psec,out (k‘fSkvkaaka)
=Pr (CL.(k) < Rs| fsk: fxp, frE)

_p 1+min(%ﬂkD)
=1rr 1+vsE+VkE

<T, fsg > N

fSk,ka,ka)

<T, fsg <

. VSk
+py [ Ty gy 40)
1+vkE

fsks fxD, ka)
fSkvkavka)

=Pr (¢k < IBsfse fop > n
Eky1

+Pr (¢k <0, fse < nwm

fSk,ka7ka) (51)

5k,2

in which the last two equalities come from (5) and definition
of ¢y, in (7), respectively. Her@r(-) means probability of an
event. Sincey, given in (7) is only related to the channel gains
fsk,» fup, and fig (noting that fg,. = fire due to channel
reciprocity) that are known in partial ECSI casg, is also
known for eachk. Thus, term; ; can be expressed as

2
Eea=Pr (fSE 2 max (mh, %))

o0
:/ b0 Pisw (I)dx
maX(nch-,T—Ps>
exp (— ), if gy < BT
p Ase ) k o2
= (52)

; PsT
exp (—722 ), if g > 1T

in which p., () is the probability density function ofsg
(recalling that fsg is an exponentially distributed random
variable with meam\ gz). Similarly, the term¢, » is obtained
as

1 —exp (— 1{7;*;5) Jif o <0, (53)
0, if ¢ > 0.

Substituting (52) and (53) into (51), the conditional SOP is
derived as

Pscc,out (k‘fSka kavka)
1, if ¢ <O,

exp (—%) ,iF0< ¢ < "”“UPQST, (54)

H PsT
exp (—72 ), i gy > 2BET,

Ero =

K = 6 andRg = 3bps/Hz. For the statistical ECSI case, the TOP constraint

ise =0.2.

From (54), the conditional SOP is a non-increasing function
of ¢;. Thus, for ORS that minimizes the SOP, it is optimal to
select relayk™ = arg max ¢x. This completes the proof.
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APPENDIX B
DERIVATION OF (8)

From (1), the conditional TOP on link — R, — D can be
written as

Ptran,out (k’fSkaka)
=Pr (Ci(k) <R, fsg > nen|fsk: frD)

Cry1
+Pr(Ca(k) < Re, fse < nen|fsk, frp) -

Ck,2

(55)

Recall thatfs g is an exponentially distributed random variable

with meanAgg. The term¢; ; can be further computed as
Cra=Pr (min(ysk, kD) < Y, fsE = | fsk, fip)
:{exp (—[17;*;3) , if min (ysk, YD) < Ve,

0, if min (ysk, YD) > Yen-
Using the Total Probability Theorem, the tergp» can be

(56)
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where A(6;,) can be expressed as in (60) on top of next page.
The termy;, o can be obtained as

Mth

l—exp(—ASE), if0<6,<T—1,
(1— exp(—%)) exp(—%) , if O > T—(Gll.)

Substituting (59) and (61) into (58), the conditional SOP is
obtained as

Psec,out(k’fSkaka)
1, if0<O, <T-—1,
Tth Tth

erd s (1 —eXp (_ASE)) oxp (_

if 7—1<6, <X 471,
A(0r) + (1—exp (—%))

XGXP(_QICT;%), if 9k>%+T—1_

Yro=

exp(— w) ,

TYrE

(62)

Considering Psec,out(k]fs;g,fw) in (62) as a function

expressed as in (57) on top of next page, in which the last 9, it can be easily seen from (62) that the function

equality uses the fact thafsy and vg, are exponentially is continuous atf, =

distributed with meam\ sz and7gg, respectively.

Replacing (56) and (57) in (55), the conditional TOP can__

be given as in (8).

APPENDIXC
PROOF OFTHEOREM 2

T — 1
first equality in (60), we havéim

Further, based on the
9k—>%+T—1A(9k) =
Mth

Jo Prsp(z)dz = exp (—ASE), based on which we

can see thatPseC,out(k|fSk,ka) in (62) is continuous at
0, = TEgm 4 7 — 1. Thus, it can be concluded that
Pscc_yout(k]fSk, fxp) is a continuous function of.

In statistical ECSI case, if relay, is selected to help,

the codeword transmission rate of the legitimate systeretis $
up atRc = Rc(k), which guarantees that the TOP of link ®

S — Ry, — D is bounded bye. Therefore, the optimal relay

From (62), we have the following observations for SOP

Ccﬂout(k|f5k,fkp) when ;. increases starting from O:

e When0 < Hk < T —1, the SOPPscc,out(k|fSk7ka)

selection should select the relay that leads to minimal SOP Keeps unchanged.

conditioned on the channel gains; and fip, i.e., k* =
arg k—r{IinK Psec,out(k‘fSka ka)-

If relay Ry, is selected to help, the conditional SOP of link

S — R, — D can be expressed as
Pscc,out(k‘fSka ka) = Pr(cssec(k) < RS‘fSkv ka)

=Pr (% <T, fse 2 nn fSkvka)
fSkvka)

+Pr ( re < T, fsp <

=Pr(vsp +we> 7 (O — T+ 1), fsp > fsk, fup)
wk,l
+Pr(we > 7 (0 — T +1), fsg < nen| fsk, fep) (58)
Vk,2

in which the second equality comes from (13).

Recall thatysp = Psfsg/0?, yke = Prfre/o?, and fsg
and fyz are exponentially distributed with meaksz and
Arg, respectively. For the termgy, 1, we have

wm:/ Pr(fim > o (0 — T+ 1) = 25

Tlth

fSkaka)
X PDfse (x)dx

/ Prsp(z)de = exp (_ 1(7:;2) )

Tth
B it 0<0, < Themn p g 9

if 6 > Lo 47— 1

A(Or),

e WhenT — 1 < 6, < X5 4+ 7 — 1, the SOP
Psec,out(k\fs,c, fxp) monotonically decreases with,.

« When 6, > Ifspm 47 1 the expression of
Piec,out(k|fsk: frp) has a termA(6;,) as shown in (62).
From the second equality in (60), the first order derivative
of A(6) is obtained as

exp (—

dAOk) 1
o (6p-T+1)
Tps Ok —T+1
x/ ’ exp (—xv) dx
7

0,—T+1
TYrE

dby TYrEASE
th

<0 (63)

which meansA(6;,) monotonically decreases with,
and accordinglyPsec,out(k]fSk, fxp) also monotonically
decreases with, for 6, > L2k 47— 1,

Overall, Psccﬂout(k]fSk,ka) is a continuous and non-
increasing function of),. Thus, to minimize the SOP, the

.....

is exactly the relay selected by the proposed ORS scheme in
(14).
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