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Abstract—Optimal relay selection is investigated for secure
cooperative communications against an adaptive eavesdropper
that can perform eavesdropping if the eavesdropping link has
good channel quality or perform jamming otherwise. A number
of decode-and-forward relays are available for legitimatecom-
munications, among which one relay can be selected to help.
For legitimate communications, three cases for availability of the
eavesdropping channel information are considered: full channel
knowledge, partial channel knowledge, and statistical channel
knowledge. An optimal relay selection scheme is proposed for
each case. For the first and third cases, exact secrecy outage
probability expressions in closed form are derived, and for
the second case, an approximate secrecy outage probabilityis
derived, which is tight in the high main-to-eavesdropper ratio
regime. Moreover, secrecy diversity order for the proposedrelay
selection scheme in each case is also derived, which is shownto
be a full secrecy diversity. Finally, numerical results aregiven to
verify the theoretical analysis derived in this paper.

Index Terms—Optimal relay selection, physical-layer security,
secrecy diversity order, secrecy outage probability.

I. I NTRODUCTION

Recently, cooperative transmission by using relays has been
considered as a promising method to enhance physical-layer
security performance in wireless communication networks
against eavesdropping [1], [2], in which the relays can cooper-
ate in three different modes: cooperative beamforming [3]–[7],
cooperative jamming [4], [8]–[10], and relay selection (RS)
[11]–[14].

In cooperative beamforming mode, all participating relays
perform distributed beamforming to forward their received
signals to the legitimate receiver. In [3]–[5], decode-and-
forward (DF) relays are employed, and the optimal beam-
forming weight that maximizes the secrecy rate is derived,
for the scenarios when there exists one single eavesdropper
[3] and multiple eavesdroppers [4], and when the legitimate
transmitter also participates in the distributed beamforming
[5]. Compared with DF-based cooperative beamforming, it is
difficult to derive the optimal beamformer with amplify-and-
forward (AF) relays, as an AF relay amplifies signals as well
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as noise. Thus, sub-optimal beamforming solutions are the
major research focus in the literature, for the scenarios with
one eavesdropper [3], [6] and with multiple eavesdroppers [3],
[7].

In cooperative jamming mode, when the legitimate transmit-
ter is transmitting, all participating relays transmit interference
signals with an aim to confuse the eavesdropper(s). To avoid
interfering with the legitimate receiver, the null-space coopera-
tive jamming [8] can be used, which generates interference that
is orthogonal to the legitimate signals. The null-space cooper-
ative jamming is simple, and effective, but not optimal in the
sense of secrecy rate maximization [15]. For a single-antenna
cooperative network, optimal cooperative jamming strategies
are derived in [4] with a total relaying power constraint andin
[9] with individual relaying power constraints. For a multiple-
input-multiple-output (MIMO) relaying network, the work in
[10] investigates cooperative jamming for single and multiple
data streams transmission, in which the legitimate transmitter
or receiver also participates in the cooperative jamming.

In cooperative beamforming mode or cooperative jamming
mode, all relays participate in the relaying or jamming.
Different from these, the relay selection mode only selects
one relay for cooperation. For the scenarios with perfect
eavesdropper channel state information (ECSI) and average
ECSI, the work in [11] proposes two relay selection schemes
that can enhance secrecy rate. The work in [12] gives optimal
relay selection schemes for AF and DF systems, by assuming
knowledge of perfect ECSI. It is shown that the proposed
schemes can achieve full secrecy diversity. For a wireless
communication system with an eavesdropper, the work in [13]
investigates the tradeoff between security (in terms of intercept
probability of the eavesdropper) and reliability (in termsof
outage probability of the legitimate receiver). Relay selection
is shown to improve the security-reliability tradeoff (SRT). The
SRT in cognitive radio networking is studied in [14], where
it is shown that more reliable spectrum sensing can improve
SRT.

Mixture of cooperative beamforming, cooperative jamming,
and/or relay selection has also been investigated recently.
Joint relay and jammer selection is investigated in [16],
[17]. Several relays are selected, some of which perform
information forwarding while others perform jamming of the
eavesdropper. The mixture of relay selection and cooperative
jamming is considered in [18], as a two-phase cooperation
scheme assuming knowledge of global channel state infor-
mation (CSI). The first phase is for transmission from the
source to relays, in which the source also cooperates with
the destination to jam the eavesdropper. The second phase
is for the selected relay’s forwarding, in which the selected
relay also cooperates with the source to jam the eavesdropper.
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A mixed relay selection and cooperative jamming scheme is
proposed in [19] by assuming knowledge of the distributions
of the channels to the eavesdropper. A mixture of cooperative
beamforming and cooperative jamming scheme is used in [20]
for one-way relaying and in [21] for two-way relaying, in
which one relay is selected to perform jamming and all other
relays perform distributed beamforming. Moreover, the idea of
using a mixture of cooperative beamforming and cooperative
jamming schemes is generalized in [15], [22]–[24], in which
relays transmit artificial noise to degrade the eavesdropper’s
reception quality.

We have two observations on the existing research efforts
on secure cooperative communications.

• All existing works discussed above considerpassive
eavesdroppers. Actually, an eavesdropper may not work
well when the eavesdropping channel (the channel from
the legitimate transmitter to the eavesdropper) is not
good. In this situation, jamming may be a better choice
compared with eavesdropping. In other words, anadap-
tive eavesdropperthat can select to perform eavesdrop-
ping or jamming based on the eavesdropping channel
quality may be more effective to degrade the performance
of the legitimate system. Performance analysis of secure
cooperative communications against such an adaptive
eavesdropper is lacking in the literature.

• In many existing works (see, e.g., [3]–[10], [12], [18],
[22]), it is assumed that the ECSI is perfectly known
by the legitimate system. However, as indicated in [25],
this assumption may not be reasonable for all possible
scenarios.

Motivated by the two observations, we focus on relay selec-
tion scheme and performance analysis for secure cooperative
communications against an adaptive eavesdropper in three
different cases of ECSI availability. The main contributions
of this paper are summarized as follows:

1) We consider an adaptive eavesdropper that can select to
perform eavesdropping or jamming rather than being a
passive eavesdropper. In addition, different from existing
works (see, e.g., [5], [7], [11], [12], [14]–[16], [22]–[25])
in which the eavesdropper is assumed to be within the
wireless coverage of only the relays, we consider that
the eavesdropper is located such that it can overhear the
wireless signals from both the legitimate transmitter and
the relays.

2) For three cases of ECSI availability (full ECSI, partial
ECSI, and statistical ECSI), we propose optimal relay
selection (ORS) schemes that minimize the secrecy
outage probability.

3) We theoretically derive secrecy outage probability ex-
pressions in closed form for the proposed ORS schemes
in the full and statistical ECSI cases. For the proposed
ORS scheme in the partial ECSI case, we derive approx-
imate secrecy outage probability expression, which is a
tight approximation in high main-to-eavesdropper ratio
regime, as verified by our computer simulation.

4) We analyze secrecy diversity of the three proposed
ORS schemes, and theoretically prove that each of the
schemes achieves a full secrecy diversity order.

The rest of this paper is organized as follows. Section II
describes the considered system model. Section III detailsthe
three proposed ORS schemes that minimize secrecy outage

probability. Section IV derives the secrecy outage probability
expressions for the three ORS schemes, and analyzes the
secrecy diversity order. Section V presents simulation results,
followed by Section VI that concludes this paper.

II. SYSTEM MODEL

Consider secure communications from a source denotedS
to a destination denotedD aided by a numberK of DF relays
denotedR1, R2, ..., RK , as shown in Fig. 1. There is no direct
link betweenS andD. For each transmission fromS, one
relay is selected to forward its received message toD. There
is an adaptive eavesdropper denotedE that can intelligently
decide on eavesdropping or jamming. Each node in the system
has a single antenna and works in half-duplex mode. All the
channels in the system experience independent Rayleigh fad-
ing, and channel reciprocity is assumed. Moreover, block fad-
ing model is considered, and thus, the instantaneous channel
gain (square of channel coefficient magnitude) of any link does
not change within one secure transmission (i.e., the source-
relay transmission plus the relay-destination transmission), but
may change from one secure transmission to the next. Denote
fSk, fkD, fSE , fkE , fEk (k ∈ {1, 2, ...,K}) as the channel
gains of linksS−Rk, Rk−D, S−E, Rk −E, andE−Rk,
respectively.1 Since the channels follow Rayleigh fading,fSk,
fkD, fSE, fkE , andfEk are exponentially distributed random
variables with mean denoted asΛSk, ΛkD, ΛSE, ΛkE , and
ΛEk, respectively. All theK relays are close to each other
in a cluster, and thus, we assumeΛSk = ΛSR, ΛkD = ΛRD,
andΛkE = ΛEk = ΛRE for k = 1, . . . ,K. Additive white
Gaussian noise with varianceσ2 is assumed at each receiver.
Throughout the paper, we usepx(·) to denote the probability
density function of a random variablex.

The communication from the source to the destination has
two phases, shown in Fig. 1. In the first phase, the source
transmits its message to the relays by using transmit power
PS ; in the second phase, one relay, denoted as relayRk∗ , is
selected to forward its received message to the destinationby
using transmit powerPR.

The adaptive eavesdropper is placed within the wireless
coverage of the source and the relays. Thus, in the first
phase, the adaptive eavesdropper can decide to work as an
eavesdropper or a jammer, depending on the channel quality
of link S − E, as follows.

• If fSE (the channel gain of linkS − E) is above a
thresholdηth, the adaptive eavesdropper will eavesdrop
the signal from the source. The eavesdropping link is
the dashed-dotted line shown in the first-phase plot in
Fig. 1. Thus, the received signal-to-noise ratio (SNR) at
a relay, say relayRk, and the adaptive eavesdropperE
are expressed asPSfSk

σ2 and PSfSE

σ2 , respectively.
• If fSE is below the thresholdηth, the adaptive eavesdrop-

per will generate artificial interference by using transmit

1Note thatfkE = fEk due to channel reciprocity.
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Fig. 1. The considered system with two phases.

powerPJ to jam the relays.2 The jamming links are the
dashed line shown in the first-phase plot in Fig. 1. Thus,
the received SNR of linkS − Rk in the first phase is
expressed as PSfSk

PJfEk+σ2 .
In the second phase, the adaptive eavesdropper only per-

forms eavesdropping, i.e., eavesdrops the signal from the
selected relay. This is because the adaptive eavesdropper is
placed between the source and relays, which implies that it is
relatively far away to the destination, and thus, the adaptive
eavesdropper is unlikely to have a good jamming performance
to the destination. Note that, if the adaptive eavesdropper
performs eavesdropping in the first phase, it can combine the
signals received from the source and the relayRk∗ in the
two phases by using the maximal ratio combining (MRC) to
maximize the overall SNR of the eavesdropping links.

For the legitimate transmission, the performance of DF
relaying is limited by the received SNR in both phases. Thus,
the capacity of the legitimate transmission with the help of
relayRk is given by

C(k)=







C1(k),
1
2 log2 [1 +min(γSk, γkD)] , if fSE ≥ ηth,

C2(k) ,
1
2 log2

[

1 + min
(

γSk

1+γEk
, γkD

)]

,

if fSE < ηth
(1)

whereγSk = PSfSk

σ2 , γkD = PRfkD

σ2 , andγEk = PJfEk

σ2 . On
the other hand, when relayRk is selected, the wiretap channel
has a capacity expressed as

CWT(k) =

{
1
2 log2 (1 + γSE + γkE) , if fSE ≥ ηth,
1
2 log2 (1 + γkE) , if fSE < ηth

(2)

whereγSE = PSfSE

σ2 andγkE = PRfkE

σ2 .
Since all channels follow Rayleigh fading,γSk, γkD, γEk,

γSE , andγkE are exponentially distributed random variables

2For the adaptive eavesdropper, the purpose of the jamming istwo-fold.
First, when the eavesdropping channel is considered to be not good (i.e., when
fSE is below the thresholdηth), jamming can guarantee that the legitimate
system’s performance can still be degraded by generating interference to the
legitimate communication. Second, when the eavesdroppingchannel is not
good, the jamming will force the legitimate system to lower codeword rate
(to avoid transmission outage). In other words, the information transmitted
by the legitimate system in the current transmission is verylimited, and the
legitimate system has to use more later time for informationtransmissions.
The eavesdropper then has chances to eavesdrop in the legitimate system’s
later transmissions when the eavesdropping channel is good.

with meansγ̄SR , PSΛSR

σ2 , γ̄RD , PRΛRD

σ2 , γ̄ER , PJΛRE

σ2 ,
γ̄SE , PSΛSE

σ2 , and γ̄RE , PRΛRE

σ2 , respectively.

Denote the mean value of average channel gains of the
legitimate links (links from the source to the relays and from
the relays to the destination) asΛM, referred to asaverage
main channel gain, and denote the mean value of the average
channel gains of the links from the source and the relays
to the adaptive eavesdropper asΛE, referred to asaverage
eavesdropping channel gain. Defineλ = ΛM

ΛE
as themain-to-

eavesdropper ratio (MER)[12], [26]. Accordingly, the average
channel gains of the links can be rewritten asΛSR = βSRΛM,
ΛRD = βRDΛM, ΛSE = βSEΛE, and ΛRE = βREΛE.
Moreover, the system SNRis defined asγ = PS

σ2 = µPR

σ2 ,
with µ = PS/PR being a positive constant.

It is assumed that the legitimate system knows the chan-
nel gains from the source to the relays (i.e.,fSk, k =
1, . . . ,K) and from the relays to the destination (i.e.,fkD, k =
1, . . . ,K), and the adaptive eavesdropper knows the channel
gains related to itself (i.e.,fSE and fkE , k = 1, . . . ,K).
Similar to existing works that enhance physical-layer security
[3]–[12], [15]–[19], [21]–[26], it is assumed that the legitimate
system is aware of the presence of the eavesdropper (e.g., by
using a detection technique proposed in [27]), as well as a
certain level of ECSI. We consider three different cases for
availability of ECSI at the legitimate system, as follows.

• Full ECSI Case:The legitimate system knows the instan-
taneous channel gain information of all the eavesdropping
links, i.e.,fSE andfkE , k = 1, . . . ,K. This assumption
is commonly made in the literature (e.g., see [3]–[5], [7]–
[10], [12], [16]–[18], [26]). An example of the case is
that the adaptive eavesdropper is a regular user, and the
legitimate system can monitor its CSI [28].

• Partial ECSI Case:The legitimate system knows the
channel gain information of the eavesdropping links from
the relays, i.e.,fkE , k = 1, . . . ,K. An example of
the case is that the source is a primary user, relays are
secondary users that help primary transmissions, and the
adaptive eavesdropper is another secondary user that does
not help. Due to limited cooperation between the primary
system and the non-relay secondary user, the channel gain
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fSE is unknown.3

• Statistical ECSI Case:The legitimate system knows mean
values of the channel gains of the eavesdropping links. A
similar assumption is considered in [16], [17], [29]. An
example of the case is that the adaptive eavesdropper is
a malicious user to the legitimate system. The statistical
ECSI can be obtained by long-term monitoring [17].

III. ORS FOR SECRECYOUTAGE PROBABILITY

M INIMIZATION

Denote the target secrecy rate of the legitimate transmission
asRS, and definesecrecy outageas an event that the achiev-
able secrecy capacity of the legitimate transmission is less than
RS. In this section, we propose an ORS scheme for each of
the three ECSI availability cases, aiming at minimization of
the secrecy outage probability (SOP).

A. ORS for Full ECSI Case

In the full ECSI case, since the legitimate system knows
the instantaneous channel gain information of all legitimate
transmission links and all eavesdropping links, it knows the
capacity of the main channel and wiretap channel. Thus, to
maximally utilize the main channel capacity, the legitimate
system can use the variable-rate strategy for codeword trans-
mission [30], i.e., transmit codewords at a rateRC = C(k) if
relayRk is selected to help. By the variable-rate strategy, the
mutual information between the source and the adaptive eaves-
dropper is given asmin

(
C(k), CWT(k)

)
[30]. Therefore, the

legitimate system has an achievable secrecy capacity givenas

CF
sec(k) = [C(k)− CWT(k)]

+

=







[
1
2 log2

(
1+min(γSk,γkD)

1+γSE+γkE

)]+

, if fSE ≥ ηth,
[

1
2 log2

(
1+min

(
γSk

1+γEk
,γkD

)

1+γkE

)]+

, if fSE < ηth

(3)
where the superscript ‘F’ means “full ECSI”, the subscript
“sec” means “secrecy”, and[·]+ = max(·, 0).

In full ECSI case, minimization of secrecy outage prob-
ability in relay selection is equivalent to maximization of
the achievable secrecy capacity. Thus, the optimal relay that
minimizes the SOP is selected as

k∗ = argmaxk=1,...,K C
F
sec(k)

=







arg max
k=1,...,K

1+min(γSk,γkD)
1+γSE+γkE

, if fSE ≥ ηth,

arg max
k=1,...,K

1+min
( γSk

1+γEk
,γkD

)

1+γkE
, if fSE < ηth.

(4)

B. ORS for Partial ECSI

If relay Rk is selected, the main channel capacityC(k)
should take the value of eitherC1(k) or C2(k), as shown
in (1). However, in partial ECSI case, since the legitimate
system does not have information offSE , it does not know
what value the main channel capacity should take. Note that

3Since relays and the adaptive eavesdropper belong to the same secondary
system, relays know the channel gain between themselves andthe adaptive
eavesdropper, and then let the primary system know this information by
feedback.

C1(k) > C2(k). Apparently the codeword transmission rate
RC should be no more thanC1(k). If C2(k) < RC ≤ C1(k),
then a transmission outage4 will happen if fSE < ηth (which
means that the adaptive eavesdropper works as a jammer in
the first phase). Thus, to guarantee there is no transmission
outage, a conservative variable-rateRC = C2(k) is used if
relay Rk is selected to help. Thus, the mutual information
between the sourceS and the adaptive eavesdropperE is given
as min

(
C2(k), CWT(k)

)
, and the legitimate system has an

achievable secrecy capacity given as

CP
sec(k) = [C2(k)− CWT(k)]

+

=







[

1
2 log2

(
1+min

(
γSk

1+γEk
,γkD

)

1+γSE+γkE

)]+

, if fSE ≥ ηth,

[

1
2 log2

(
1+min

(
γSk

1+γEk
,γkD

)

1+γkE

)]+

, if fSE < ηth

(5)
where the superscript ‘P’ means “partial ECSI”.

Due to unavailability offSE, the legitimate system does
not know the exact value of the achievable secrecy capacity
CP

sec(k). Accordingly, we propose the following ORS scheme:
For partial ECSI case, the relayRk∗ is selected as

k∗ = arg max
k=1,...,K

φk (6)

in which

φk , 1 + min( γSk

γEk+1 , γkD)− T (1 + γkE) (7)

with T , 22RS .
The optimality of the propose ORS scheme is shown in the

following theorem.
Theorem 1: In partial ECSI case, the proposed relay selec-

tion given in (6) is optimal, i.e., minimizes the SOP.
Proof: The proof is provided in Appendix A.

C. ORS for Statistical ECSI

In statistical ECSI case, the legitimate system does not know
the instantaneous channel gains of eavesdropping links, and
thus, is unable to evaluateC2(k) or C(k). Therefore, the
variable-rate strategy for codeword transmission considered in
the full and partial ECSI cases cannot be used.

For any rate in the sourceS’s codeword transmission, a
transmission outage will happen if the main channel capacity
C(k) is below the code transmission rate. In specific, if source
S’s codeword transmission rate isRC > 0 and relayRk is
selected to help, the transmission outage probability (TOP)
conditioned on the channel gainfSk andfkD is given by

Ptran,out

(
k
∣
∣fSk, fkD

)
= Pr

(

C(k) < RC

∣
∣
∣fSk, fkD

)

=







1, if min(γSk, γkD) < γth,
[

1− exp
(

− ηth
ΛSE

)]

exp
(

− γSk/γth−1
γ̄ER

)

,

if min(γSk, γkD) ≥ γth

(8)

where Pr(·) means probability, andγth = 22RC − 1. The
derivation is provided in Appendix B.

When a transmission outage happens, the destinationD
cannot correctly decode its received signal. From (8), it can

4A transmission outage means that the codeword transmissionrate is more
than the main channel capacity, and thus, the destination isunable to correctly
decode the transmitted information.
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be seen that transmission outage happens with a nonzero
probability. Therefore, to guarantee a certain level of re-
ception quality, here we require that the TOP should be
bounded within an acceptable level denotedε, given as
Ptran,out(k

∣
∣fSk, fkD) ≤ ε. From (8), it can be seen that the

requirementPtran,out(k
∣
∣fSk, fkD) ≤ ε is equivalent to







22RC − 1 ≤ min(γSk, γkD),
[

1− exp
(

− ηth
ΛSE

)]

exp

(

−
γSk

22RC−1
−1

γ̄ER

)

≤ ε
(9)

which can be further expressed as






22RC − 1 ≤ γSk,

22RC − 1 ≤ γkD,

22RC − 1 ≤ γSk

1+γ̄ER ln
(

1
ε

[

1−exp
(

− ηth
ΛSE

)])

(10)

or in a compact form shown in (11) on top of next page. For
notational convenience, we define

g(ε) ,

(

1 + γ̄ER

[

ln
(

1
ε

[

1− exp
(

− ηth
ΛSE

)])]+
)−1

. (12)

Then the inequality (11) is equivalent toRC ≤ RC(k) ,
1
2 log2 [1 + min (g(ε)γSk, γkD)] , which means that the TOP
of link S−Rk−D will not exceedε if codeword transmission
rate of the sourceS is not more thanRC(k). To maximally
utilize the capacity of the main channel, we setRC = RC(k)
if relay Rk is selected.

Similar to the full and partial ECSI cases, when re-
lay Rk is selected to help, the mutual information be-
tween the source and the adaptive eavesdropper is given as
min

(
RC(k), CWT(k)

)
, and thus, the legitimate system has

an achievable secrecy capacity expressed as

CS
sec(k) = [RC(k)− CWT(k)]

+

=







[

1
2 log2

(

1+min(g(ε)γSk,γkD)
1+γSE+γkE

)]+

, if fSE ≥ ηth,

[

1
2 log2

(

1+min(g(ε)γSk,γkD)
1+γkE

)]+

, if fSE < ηth

(13)
where superscript ‘S’ represents “statistical ECSI”. Note that
the legitimate system does not know the value ofCS

sec(k) due
to unavailability of channel gain informationfSE and fkE ,
k = 1, . . . ,K.

We propose the following ORS scheme: For statistical ECSI
case, the relayRk∗ is selected by

k∗ = arg max
k=1,...,K

θk (14)

whereθk = min(g(ε)γSk, γkD).5

The optimality of the proposed ORS scheme is shown in
the following theorem.

Theorem 2: In statistical ECSI case, the proposed relay
selection scheme in (14) is optimal, i.e., minimizes the SOP
while guaranteeing that the TOP is bounded byε.

Proof: The proof is presented in Appendix C.

5From (12), it can be seen that the proposed ORS scheme needs toknow the
value of the term[1−exp(−ηth/ΛSE)], which is exactly equal toPr(fSE <
ηth), i.e., the probability that the eavesdropper jams the legitimate link in the
first phase. The probabilityPr(fSE < ηth) can be estimated by the legitimate
system’s long-term observation of the jamming behavior of the eavesdropper.

IV. A NALYSIS OF THE PROPOSEDORS SCHEMES

In this section, we derive the SOP of the three proposed
ORS schemes in their corresponding cases of ECSI availabil-
ity. Furthermore, to gain more insights, the secrecy diversity
of the three ORS schemes is also analyzed.

A. SOP Analysis

1) SOP of ORS for full ECSI case:Recall that a secrecy
outage means that the achievable secrecy capacity is below the
target secrecy rateRS. We have the following lemma for the
SOP of the proposed ORS in the full ECSI case.

Lemma 1: SOP of the proposed ORS in the full ECSI case
is given in closed form shown in (15) on top of next page, with
erfc(x) , 1 − 2√

π

∫ x

0
exp(−t2)dt being the complementary

error function, anda(·), b andc(·) defined as






a(z) =
(

1
γ̄SR

+ 1
γ̄RD

)

(z + T − 1),

b = γ̄SR

4T γ̄RE γ̄ER
,

c(z) = 1 + γ̄RET
γ̄SR

+ γ̄RET
γ̄RD

+ γ̄ER(z+T−1)
γ̄SR

.

(16)

Proof: According to the definition of secrecy outage, the
SOP of the proposed ORS in (4) for the full ECSI case can
be written as

PF
sec,out

= Pr
(
CF

sec(k
∗) < RS

)

= Pr

(

max
k=1,...,K

CF
sec(k) < RS

)

= Pr

(

max
k=1,...,K

CF
sec(k) < RS, fSE ≥ ηth

)

+ Pr

(

max
k=1,...,K

CF
sec(k) < RS, fSE < ηth

)

= Pr

(

max
k=1,...,K

[
1
2 log2

(
1+min(γSk,γkD)

1+γSE+γkE

)]+

<RS, fSE≥ηth
)

+Pr

(

max
k=1,...,K

[

1
2 log2

(
1+min

(
γSk

1+γEk
,γkD

)

1+γkE

)]+

< RS,

fSE < ηth

)

= Pr

(

max
k=1,...,K

1+min(γSk,γkD)
1+γSE+γkE

< T, fSE ≥ ηth

)

︸ ︷︷ ︸

κ1

+ Pr

(

max
k=1,...,K

1+min
( γSk

γEk+1 ,γkD

)

1+γkE
<T, fSE < ηth

)

︸ ︷︷ ︸

κ2

(17)

where the first equality is from the SOP definition, the second
equality is from (4), the third equality is from Total Probability
Theorem, the fourth equality is from (3), and the last equality
is from some math manipulations andT = 22RS . HerefSE ,
γkE , γEk, γSk, and γkD are exponentially distributed. The
term κ1 can be expressed as (18) on top of next page, where
step (i) uses the Binomial Theorem [31, p.10]. The termκ2
can be calculated as (19) on top of next page, where the second
equality uses the fact thatγSk and γkD are exponentially
distributed, and the last equality uses [32, eq. (3.322.2)]. Here
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22RC − 1 ≤ min

((

1 + γ̄ER

[

ln
(

1
ε

[

1− exp
(

− ηth
ΛSE

)])]+
)−1

γSk, γkD

)

(11)

PF
sec,out =

∑K
m=0

(
K
m

)
(−1)m

exp

[

−
(

m
γ̄SR

+
m
γ̄RD

)

(T−1)− ηth
ΛSE

(

1+
mTγ̄SE

γ̄SR
+
mT ¯γSE

γ̄RD

)]

[

1+
T γ̄RE

γ̄SR
+
T γ̄RE

γ̄RD

]m[

1+
mTγ̄SE

γ̄SR
+
mTγ̄SE

γ̄RD

]

+
[

1− exp
(

− ηth
ΛSE

)](

1− exp [−a(0)]
√
πb exp

(
b[c(0)]2

)
erfc

(√
bc(0)

))K

(15)

κ1=

∫ ∞

ηth

pfSE
(x)

K∏

k=1

∫ ∞

0

Pr
(
min (γSk, γkD) < T − 1 + TPSx

σ2 + Tyk
)
pγkE

(yk)dykdx

=

∫ ∞

ηth

pfSE
(x)

K∏

k=1

∫ ∞

0

[
1− Pr

(
γSk > T − 1 + TPSx

σ2 + Tyk
)
Pr
(
γkD > T − 1 + TPSx

σ2 + Tyk
)]
pγkE

(yk)dykdx

=

∫ ∞

ηth

1
ΛSE

exp
(

− x
ΛSE

) K∏

k=1

∫ ∞

0

(

1− exp
[

−
(

1
γ̄SR

+ 1
γ̄RD

) (
T − 1 + TPSx

σ2 + Tyk
)])

1
γ̄RE

exp
(

− yk
γ̄RE

)

dykdx

=

∫ ∞

ηth

1
ΛSE

exp
(

− x
ΛSE

)



1−
1

γ̄RE
exp

[

−
(

1
γ̄SR

+
1

γ̄RD

)

(

T−1+
TPSx
σ2

)]

1
γ̄RE

+
T
γ̄SR

+
T
γ̄RD





K

dx

(i)
=

K∑

m=0

(
K

m

)

(−1)m

ΛSE

[

1 + T
(
γ̄RE

γ̄SR
+ γ̄RE

γ̄RD

)]−m
exp

[

−
(

m
γ̄SR

+ m
γ̄RD

)

(T − 1)
]∫ ∞

ηth

exp
[

−x
(

1
ΛSE

+ mTPS

γ̄SRσ2 + mTPS

γ̄RDσ2

)]

dx

=

K∑

m=0

(
K

m

)

(−1)m
exp

[

−
(

m
γ̄SR

+
m
γ̄RD

)

(T−1)− ηth
ΛSE

(

1+
mTγ̄SE

γ̄SR
+
mT ¯γSE

γ̄RD

)]

[

1+
T γ̄RE

γ̄SR
+
T γ̄RE

γ̄RD

]m[

1+
mTγ̄SE

γ̄SR
+
mTγ̄SE

γ̄RD

] (18)

κ2=Pr (fSE < ηth)

K∏

k=1

∫ ∞

0

Pr
(

min
(

γSk

PJx/σ2+1 , γkD

)

< T − 1 + TPRx
σ2

)

pfkE
(x)dx

=
[

1− exp
(

− ηth
ΛSE

)]{∫ ∞

0

(

1− exp
[

−
(
PJx/σ

2+1
γ̄SR

+ 1
γ̄RD

) (
T − 1 + TPRx

σ2

)])
1

ΛRE
exp

(

− x
ΛRE

)

dx

}K

=
[

1− exp
(

− ηth
ΛSE

)]{

1− 1
ΛRE

exp
[

−
(
T−1
γ̄SR

+ T−1
γ̄RD

)]

×
∫ ∞

0

exp
(

−
[
TPJPR

γ̄SR(σ2)2 x
2 +

(
1

ΛRE
+ PJ (T−1)+PRT

γ̄SRσ2 + PRT
γ̄RDσ2

)

x
])

dx

}K

=
[

1− exp
(

− ηth
ΛSE

)](

1− exp [−a(0)]
√
πb exp

(
b[c(0)]2

)
erfc
(√
bc(0)

))K

(19)

erfc(x) , 1− 2√
π

∫ x

0 exp(−t2)dt is the complementary error
function, anda(·), b andc(·) are defined in (16).

By substituting (18) and (19) into (17), the SOP expression
can be obtained in closed form in (15). This completes the
proof.

2) SOP of ORS for partial ECSI:The following lemma
gives an expression for the SOP of the proposed ORS scheme
for the partial ECSI case.

Lemma 2: SOP of the proposed ORS scheme for the partial
ECSI case can be expressed as

PP
sec,out = χ+

(

1− exp [−a(0)]
√
πb exp

(
b[c(0)]2

)

× erfc
(√
bc(0)

))K [

1− exp
(

− ηth
ΛSE

)] (20)

where a(z), b and c(z) have been defined in (16), andχ
represents the following integral

χ ,

∫ ∞

ηth

(

1− exp
[
−a
(
TPSx
σ2

)]√
πb exp

(

b
[
c
(
TPSx
σ2

)]2
)

× erfc
(√

bc
(
TPSx
σ2

) )
)K

1
ΛSE

exp
(

− x
ΛSE

)

dx. (21)

Proof: According to the achievable secrecy capacity ex-
pression of linkS−Rk−D shown in (5) and the relay selection
rule given in (6), the SOP of the ORS for the partial ECSI case
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can be expressed as

PP
sec,out=Pr

(
CP

sec(k
∗) < RS

)

=Pr

(

1+min
( γSk∗

γEk∗+1 ,γk∗D

)

1+γSE+γk∗E
< T, fSE ≥ ηth

)

+Pr

(

1+min
( γSk∗

γEk∗+1 ,γk∗D

)

1+γk∗E
< T, fSE < ηth

)

=Pr

(

max
k=1,...,K

φk < TγSE, fSE ≥ ηth

)

+Pr

(

max
k=1,...,K

φk < 0, fSE < ηth

)

. (22)

Sinceφk is independent from the channel gainfSE andγSE =
PsfSE/σ

2, (22) can be further expressed as

PP
sec,out=

∫ ∞

ηth

K∏

k=1

Pr
(
φk <

TPSx
σ2

)
pfSE

(x)dx

+

K∏

k=1

Pr (φk < 0)Pr (fSE < ηth) . (23)

Next we focus on computing the probabilityPr(φk < z),

z ∈ (0,∞). Sinceφk = 1+min
(

γSk

γEk+1 , γkD

)

−T (1 + γkE),

the probabilityPr(φk < z) can be calculated as

Pr (φk < z)

= Pr
(

1 + min
(

γSk

γEk+1 , γkD

)

− T (1 + γkE) < z
)

=

∫ ∞

0

Pr
(

min
(

γSk

PJx/σ2+1 , γkD

)

<z − 1 + T
(
1 + PRx

σ2

))

× pfkE
(x)dx

=

∫ ∞

0

[

1− Pr
(

γSk

PJx/σ2+1 > z − 1 + T
(
1 + PRx

σ2

))

× Pr
(

γkD > z − 1 + T
(
1 + PRx

σ2

) )]

pfkE
(x)dx

=

∫ ∞

0

(

1−exp
[

−
(
PJx/σ

2+1
γ̄SR

+ 1
γ̄RD

)(
z− 1+ T + TPRx

σ2

)])

× 1
ΛRE

exp
(

− x
ΛRE

)

dx

= 1− 1
ΛRE

exp
[

−
(

1
γ̄SR

+ 1
γ̄RD

)

(z + T − 1)
]

×
∫ ∞

0

exp
[

− TPJPR

γ̄SR(σ2)2 x
2

− 1
ΛRE

(

1 + T γ̄RE

γ̄SR
+ T γ̄RE

γ̄RD
+ γ̄ER(z+T−1)

γ̄SR

)

x
]

dx

=1− exp [−a(z)]
√
πb exp

(
b[c(z)]2

)
erfc

(√
bc(z)

)

(24)

where the fourth equality uses the fact thatγSk γkD, and
fkE are exponentially distributed, the last equality uses [32,
eq. (3.322.2)], anda(z), b andc(z) have been defined in (16).
Applying (24) with z = TPSx

σ2 and z = 0 in (23) and using

pfSE
(x) = 1

ΛSE
exp

(

− x
ΛSE

)

, we have the SOP expression
given in (20) for the proposed ORS in the partial ECSI case.

This completes the proof.
However, in the SOP expression given in (20), it is difficult

to solve the integral in (21), due to the presence of the
term erfc

(√
bc
(
TPSx
σ2

) )

. Thus, we consider a high MER

approximation forPP
sec,out instead of an exact expression.

According to [32, eq. (8.254)], whenx is sufficiently large, the
complementary error functionerfc(x) can be asymptotically
expressed as

erfc(x) ≃ exp(−x2)√
πx

l∑

i=0

(−1)i (2i−1)!!
(2x2)i (25)

wherel is any positive integer, and(·)!! means double factorial.
Thus,exp(x2)erfc(x) can be asymptotically expressed as

exp(x2)erfc(x) ≃ 1√
πx

l∑

i=0

(−1)i (2i−1)!!
(2x2)i . (26)

Since b · c(TPSx/σ2) → ∞ holds for MER λ →
∞, with the help of (26) with l = 1, the term
exp

(

b
[
c
(
TPSx
σ2

)]2
)

erfc
(√

bc
(
TPSx
σ2

) )

in (21) can be
asymptotically expressed as

exp
(

b
[
c
(
TPSx
σ2

)]2
)

erfc
(√

bc
(
TPSx
σ2

))

λ→∞≃ 1√
πbc(TPSx

σ2 )

(

1− 1

2b[c(TPSx
σ2 )]2

)

. (27)

Thus, by applying (27) into (21), the termχ can be
asymptotically expressed as

χ ≃
∫ ∞

ηth



1−
exp

[

−a
(

TPSx
σ2

)]

c

(

TPSx
σ2

)



1− 1

2b

[

c

(

TPSx
σ2

)]2









K

× 1
ΛSE

exp
(

− x
ΛSE

)

dx

(ii)
=

∫ ∞

ηth

K∑

m=0

(
K

m

) m∑

n=0

(
m

n

)

(−1)m+n

×
exp

[

−ma
(

TPSx
σ2

)

− x
ΛSE

]

2nbn
[

c

(

TPSx
σ2

)]m+2n

ΛSE

dx

(iii)
=

K∑

m=0

(
K

m

) m∑

n=0

(
m

n

)

(−1)m+n exp[−ma(0)]
2nbnem+2nΛSE

×
∫ ∞

ηth

exp
[

−
(

md+
1

ΛSE

)

x
]

(

x+
c(0)
e

)m+2n dx

︸ ︷︷ ︸

I(m,n)

(28)

where step (ii) uses Binomial Theorem [31, p.10] twice and
step (iii) uses the following equivalent form ofa

(
TPSx
σ2

)
and

c
(
TPSx
σ2

)
, based on (16), as

a
(
TPSx
σ2

)
=
(

1
γ̄SR

+ 1
γ̄RD

)

(T − 1)
︸ ︷︷ ︸

=a(0)

+
[(

1
γ̄SR

+ 1
γ̄RD

)
TPS

σ2

]

︸ ︷︷ ︸

=d

x,

(29)
c
(
TPSx
σ2

)
=1+ T γ̄RE

γ̄SR
+ T γ̄RE

γ̄RD
+ γ̄ER

γ̄SR
(T − 1)

︸ ︷︷ ︸

=c(0)

+
[
γ̄ERTPS

γ̄SRσ2

]

︸ ︷︷ ︸

=e

x.

(30)
Then, with the help of [32, eqs. (3.352.2), (3.353.1)], the term
I(m,n) in (28) is obtained as (31) on top of next page, where
Ei(x) ,

∫ x

−∞
exp(t)
t dt is the exponential integral function.

Substituting (28) into (20), the high MER approximate ex-
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I(m,n) =







ΛSE exp
(

− ηth
ΛSE

)

, if m = 0, n = 0,

exp
[
c(0)
e

(

d+ 1
ΛSE

)]

Ei
[

−
(

ηth +
c(0)
e

)(

d+ 1
ΛSE

)]

, if m = 1, n = 0,

exp
[

−ηth
(

md+ 1
ΛSE

)]m+2n−1∑

i=1

(i−1)![−(md+
1

ΛSE
)]m+2n−i−1

(m+2n−1)!(ηth+
c(0)
e )i

−
[−(md+

1
ΛSE

)]m+2n−1

(m+2n−1)! exp
[
c(0)
e

(

md+ 1
ΛSE

)]

Ei

(

−
(

ηth +
c(0)
e

)(

md+ 1
ΛSE

))

, else

(31)

pression forPP
sec,out is derived as

PP
sec,out

≃
K∑

m=0

(
K

m

) m∑

n=0

(
m

n

)

(−1)m+n exp[−ma(0)]
2nbnem+2nΛSE

I(m,n)

+
(

1− exp [−a(0)]
√
πb exp

(
b[c(0)]2

)
erfc

(√
bc(0)

))K

×
[

1− exp
(

− ηth
ΛSE

)]

. (32)

3) SOP of ORS for statistical ECSI:For the proposed ORS
for the statistical ECSI case, we have the following lemma for
the SOP expression.

Lemma 3: SOP of the proposed ORS in the statistical ECSI
case is given in closed form as

P S
sec,out =

K∑

m=0

{(
K

m

)

(−1)m exp[−m(T−1)B(ε)]
1+mTγ̄REB(ε)

×
( exp

[

− ηth
ΛSE

(
1+mTγ̄SEB(ε)

)
]

1+mTγ̄SEB(ε) +
[

1− exp
(
− ηth

ΛSE

)])
}

(33)

with B(ε) defined as

B(ε) , 1
g(ε)γ̄SR

+ 1
γ̄RD

=
1+

PJΛRE

σ2

[

ln
(

1
ε

[

1−exp
(

− ηth
ΛSE

)])]+

γ̄SR
+ 1

γ̄RD
.

(34)

Proof: The SOP of the proposed ORS for the statistical
ECSI case can be derived from (13) and (14), as

P S
sec,out = Pr

(
CS

sec(k
∗) < RS

)

=
∑K

i=1 Pr(k
∗ = i) Pr(CS

sec(i) < RS)
(35)

wherePr(k∗ = i) = 1/K is the probability that relayRi is
selected by the relay selection rule in (14), and the probability
Pr(CS

sec(i) < RS) can be expressed based on (13) as

Pr(CS
sec(i) < RS)

= Pr
(

1+maxk=1,...,K min(g(ε)γSk,γkD)
1+γSE+γiE

< T, fSE ≥ ηth

)

︸ ︷︷ ︸

ρ1

+Pr
(
1+maxk=1,...,K min(g(ε)γSk,γkD)

1+γiE
<T, fSE <ηth

)

︸ ︷︷ ︸

ρ2

. (36)

The termρ1 can be calculated as follows

ρ1=

∫ ∞

ηth

∫ ∞

0

K∏

k=1

(

1− Pr
(
g(ε)γSk >T− 1 + TPSx

σ2 + Ty
)

× Pr
(
γkD>T− 1+ TPSx

σ2 + Ty
))

pγiE (y)pfSE
(x)dydx

=

∫ ∞

ηth

∫ ∞

0

K∑

m=0

(
K

m

)

(−1)m exp
[

−mB(ε)

×
(
T − 1 + TPSx

σ2 + Ty
) ] exp

(

− x
ΛSE

− y
γ̄RE

)

ΛSE γ̄RE
dydx

= 1
ΛSE γ̄RE

K∑

m=0

[(
K

m

)

(−1)m exp [−m(T − 1)B(ε)]

×
∫ ∞

ηth

exp
[

− x
ΛSE

(
1 +mT γ̄SEB(ε)

)]

dx

×
∫ ∞

0

exp
[

− y
γ̄RE

(
1 +mT γ̄REB(ε)

)]

dy

]

=

K∑

m=0

(
K

m

)
exp

[

−m(T−1)B(ε)− ηth
ΛSE

(
1+mTγ̄SEB(ε)

)
]

(−1)m[1+mTγ̄SEB(ε)][1+mTγ̄REB(ε)] (37)

where the second equality uses the fact thatγSk, γkD, γiE ,
and fSE are exponentially distributed, and the termB(ε) is
defined in (34).

The termρ2 is obtained as

ρ2=Pr(fSE < ηth)

∫ ∞

0

K∏

k=1

(

1− Pr (g(ε)γSk > T − 1 + Tx)

×Pr (γkD > T − 1 + Tx)
)

pγiE (x)dx

=
[

1−exp
(

− ηth
ΛSE

)] K∑

m=0

(
K

m

)

(−1)mexp [−m(T − 1)B(ε)]

× 1
γ̄RE

∫ ∞

0

exp
[

− x
γ̄RE

(1 +mT γ̄REB(ε))
]

dx

=
[

1−exp
(

− ηth
ΛSE

)] K∑

m=0

(
K

m

)

(−1)m exp[−m(T−1)B(ε)]
1+mTγ̄REB(ε) . (38)

By substituting (37) and (38) in (36), a closed-form expression
for Pr(CS

sec(i) < RS) is obtained, based on which the SOP
P S
sec,out can be derived in closed form given in (33).

This completes the proof.

Recall that the TOP is set to beε in the statistical ECSI
case. If we view the SOP expression in (33) as a function
of ε, it is interesting to investigate the trend of SOP whenε
varies. We have the following observations.
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From the first equalities of (37) and (38), it is seen that
bothρ1 andρ2 monotonically decrease withg(ε). On the other
hand, it is seen from (12) thatg(ε) monotonically increases

with ε for ε ≤ 1 − exp
(

− ηth
ΛSE

)

and is fixed to 1 for

ε > 1−exp
(

− ηth
ΛSE

)

. Therefore, ifε ≤ 1−exp
(

− ηth
ΛSE

)

, the

secrecy outage probabilityP S
sec,out monotonically decreases

with ε. This observation is intuitive, because a largerε expects
to lead to higher transmission rate, which results in a smaller
SOP. However, ifε further increases from1 − exp

(

− ηth
ΛSE

)

,
the three constraints on codeword transmission rate in (10)can
be simplified to the first two constraints, i.e., the codeword
transmission rate is determined onγSk and γkD, and is
independent ofε. This means that the SOP keeps unchanged if
ε further increases from1− exp

(

− ηth
ΛSE

)

. This phenomenon
is calledSOP saturation.

It is interesting that the starting value ofε for the SOP
saturation, i.e.,1−exp

(

− ηth
ΛSE

)

, is also the probability that the
adaptive eavesdropper selects to perform jamming. The insight
behind this observation is as follows. Recall that the codeword
transmission rateRC is selected based on the three constraints
in (10). When the adaptive eavesdropper performs eavesdrop-
ping, the first two constraints can guarantee that there is no
TOP. In other words, the TOP of the system is always not more
than the probability that the adaptive eavesdropper performs
jamming. Therefore, if the TOP requirementε is more than the
probability that the adaptive eavesdropper performs jamming,
the TOP requirement can be relaxed.

B. Secrecy Diversity Analysis

Traditional diversity order is defined asGd , −
limγ→∞

logPout(γ)
log γ , where Pout is the transmission outage

probability andγ is the system SNR [33]. Based on this,
an intuitive definition for secrecy diversity order isGd ,

− limγ→∞
logPsec,out(γ)

log γ . However, it is indicated in [26] that,
when there exists eavesdropping, the SOP cannot achieve zero
whenγ → ∞, because a larger system SNRγ increases the
main channel capacity as well as the eavesdropping channel
capacity. It is also shown in [26] that, when the legitimate
transmit power goes to infinity, anSOP floor is achieved,
which gives the best possible secrecy outage performance that
the legitimate system can achieve. Thus, it is proposed in [26]
to use the SOP floor to define the secrecy diversity order. Sim-
ilar to this definition, the secrecy diversity order of our con-
sidered system is defined asGd , − limλ→∞

logP sec,out(λ)

log λ ,

whereP sec,out(λ) , lim
γ→∞

Psec,out(λ, γ) is the SOP floor in

high system SNR regime.
The following lemma, which is part of Proposition 1 in [12],

will be used in our secrecy diversity analysis.
Lemma 4: For two independent and exponentially dis-

tributed random variablesX and Y with meanΛx and Λy,
respectively, whenΛx

Λy
→ 0, the equationexp(− x

Λy
) = 1− x

Λy

holds.
Proof: The proof of Lemma 4 is given in [12, Ap-

pendix A].
1) Secrecy Diversity Analysis of ORS for full ECSI:From

(17) we know that, when system SNRγ → ∞, κ1 can be

asymptotically expressed as

κ1
γ→∞≃ κ1

=

∫ ∞

ηth

( K∏

k=1

∫ ∞

0

Pr
(

min(µfSk, fkD) < T (µx+ yk)
)

× pfkE
(yk)dyk

)

pfSE
(x)dx

=

∫ ∞

ηth

[ K∏

k=1

∫ ∞

0

(

1− exp
[

−
(
T (µx+yk)
µΛSR

+ T (µx+yk)
ΛRD

)])

× 1
ΛRE

exp
(

− yk
ΛRE

)

dyk

]

1
ΛSE

exp
(

− x
ΛSE

)

dx (39)

in which the last equality uses the fact thatfSk, fkD,
fkE , and fSE are exponentially distributed. In the above
expression,x represents exponentially distributed random
variable with meanΛSE . When MER λ → ∞, we have
ΛSE/ΛSR = (βSE/βSR) × (1/λ) → 0. Thus, from Lemma
4, we haveexp(− Tx

ΛSR
) = 1 − Tx

ΛSR
. Similarly, we also have

exp(− Tyk
µΛSR

) = 1 − Tyk
µΛSR

, exp(− Tµx
ΛRD

) = 1 − Tµx
ΛRD

, and

exp(− Tyk
ΛRD

) = 1 − Tyk
ΛRD

. Therefore, when MER goes to
infinity, after ignoring the high-order infinitesimals, we have
the following equation

1− exp
[

−
(
T (µx+yk)
µΛSR

+ T (µx+yk)
ΛRD

)]

= T (µx+yk)
µΛSR

+ T (µx+yk)
ΛRD

.

(40)
Then, substituting (40) into (39), the high MER expression for
κ1 is obtained as

κ1
λ→∞≃

∫ ∞

ηth

K∏

k=1

[

Tx
ΛSR

+ Tµx
ΛRD

+

∫ ∞

0

(
Tyk
µΛSR

+ Tyk
ΛRD

)
1

ΛRE

× exp
(

− yk
ΛRE

)

dyk

]

1
ΛSE

exp
(

− x
ΛSE

)

dx

(iv)
=

∫ ∞

ηth

(
Tx
ΛSR

+ Tµx
ΛRD

+ TΛRE

µΛSR
+ TΛRE

ΛRD

)K
1

ΛSE
exp
(

− x
ΛSE

)

dx

=

∫ ∞

ηth

K∑

m=0

(
K

m

)[(
TΛRE

µΛSR
+ TΛRE

ΛRD

)K−m(
T

ΛSR
+ Tµ

ΛRD

)m

× xm

ΛSE
exp

(

− x
ΛSE

) ]

dx

(v)
=

K∑

m=0

(
K

m

)[(
TΛRE

µΛSR
+ TΛRE

ΛRD

)K−m(
TΛSE

ΛSR
+ TµΛSE

ΛRD

)m

× Γ
(

m+ 1, ηthΛSE

)]

= λ−K
K∑

m=0

(
K

m

)[(
TβRE

µβSR
+ TβRE

βRD

)K−m

×
(
TβSE

βSR
+ TµβSE

βRD

)m

Γ
(

m+ 1, ηthΛSE

)]

(41)

where steps (iv) and (v) use [32, eq. (3.351.3)]
and [32, eq. (3.351.2)], respectively, andΓ(α, z) ,∫∞
z exp(−t)tα−1dt is the upper incomplete Gamma function

[32, eq. 8.350.2]. From (41), it is knownκ1
λ→∞∝ λ−K .

By letting γ → ∞, the floor of κ2 is obtained as (42)
on top of next page, where step (vi) comes from the fact
thatfSk, fkD, fSE, andfkE follow exponential distributions,
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κ2
γ→∞≃ κ2 =

K∏

k=1

[∫ ∞

0

Pr
(

min
(

µfSk

PJx/σ2+1 , fkD

)

< Tx
)

pfkE
(x)dx

]

Pr (fSE < ηth)

(vi)
=

K∏

k=1

(

1−
∫ ∞

0

1
ΛRE

exp
[

−TPJ/σ
2

µΛSR
x2 −

(
1

ΛRE
+ T

µΛSR
+ T

ΛRD

)

x
]

dx

)[

1− exp
(

− ηth
ΛSE

)]

(vii)
=

(

1−
√

πµβSRλ
4TβRE γ̄ER

exp

[

µβSRλ
4TβRE γ̄ER

(

1 + βRET
µβSRλ

+ βRET
βRDλ

)2
]

×erfc

[√
µβSRλ

4TβRE γ̄ER

(

1 + βRET
µβSRλ

+ βRET
βRDλ

)])K [

1− exp
(

− ηth
ΛSE

)]

(42)

and step (vii) uses [32, eq. (3.322.2)]. Furthermore, letting
MER λ go to infinity and using the asymptotic expression
of erfc(x) given in (25) with l = 1 into (42), we have

κ2
λ→∞≃ [1 − exp(− ηth

ΛSE
)]
(

2T γ̄ERβRE

µβSRλ

)K

∝ λ−K . Thus, we

havePF
sec,out = κ1 + κ2

λ→∞∝ λ−K , which indicates that the
secrecy diversity order of the proposed ORS for the full ECSI
case isK, which is a full secrecy diversity.

2) Secrecy Diversity Analysis of ORS for the Partial ECSI
Case: It is known from (7) that, ifγ → ∞, we haveφk ≃
φ′k , min( γSk

γEk+1 , γkD)− TγkE . Then, according to (23), the
floor of SOPPP

sec,out can be expressed as

PP
sec,out

γ→∞≃ PP
sec,out

=

∫ ∞

ηth

K∏

k=1

Pr
(
φ′k <

TPSx
σ2

)
pfSE

(x)dx

+

K∏

k=1

Pr (φ′k < 0)Pr (fSE < ηth) . (43)

Similar to the derivations in (24), the termsPr(φ′k <
TPSx
σ2 )

andPr(φ′k < 0) are expressed as

Pr(φ′k<
TPSx
σ2 )

= 1− exp
(

− Tx
ΛSR

− Tµx
ΛRD

)√
πµβSRλ

4T γ̄ERβRE

× exp

[

µβSRλ
4T γ̄ERβRE

(

1 + TβRE

µβSRλ
+ TβRE

βRDλ
+ TPJβREx

σ2βSRλ

)2
]

× erfc

[√
µβSRλ

4T γ̄ERβRE

(

1 + TβRE

µβSRλ
+ TβRE

βRDλ
+ TPJβREx

σ2βSRλ

)]

λ→∞≃ 1−exp
(

− Tx
ΛSR

− Tµx
ΛRD

)√
πµβSRλ

4T γ̄ERβRE
exp
(

µβSRλ
4T γ̄ERβRE

)

×erfc

(√
µβSRλ

4T γ̄ERβRE

)

, (44)

Pr(φ′k < 0)

= 1−
√

πµβSRλ
4T γ̄ERβRE

exp

[

µβSRλ
4T γ̄ERβRE

(

1 + TβRE

µβSRλ
+ TβRE

βRDλ

)2
]

× erfc

[√
µβSRλ

4T γ̄ERβRE

(

1 + TβRE

µβSRλ
+ TβRE

βRDλ

)]

λ→∞≃ 1−
√

πµβSRλ
4T γ̄ERβRE

exp
(

µβSRλ
4T γ̄ERβRE

)

erfc

(√
µβSRλ

4T γ̄ERβRE

)

.(45)

By subsequently using the asymptotic expression oferfc(x)
in (25) with l = 1 to (44) and (45), we have

Pr(φ′k<
TPSx
σ2 )

λ→∞≃ 1− exp
(

− Tx
ΛSR

− Tµx
ΛRD

)(

1− 2T γ̄ERβRE

µβSRλ

)

λ→∞≃ 1− exp
(

− Tx
ΛSR

− Tµx
ΛRD

)

, (46)

Pr(φ′k < 0)
λ→∞≃ 1−

(

1− 2T γ̄ERβRE

µβSRλ

)

= 2T γ̄ERβRE

µβSRλ
. (47)

Using (46) and (47) in (43) and then computing the integral
leads to the high MER expression forPP

sec,out given as

PP
sec,out

λ→∞≃
∫ ∞

ηth

[

1−exp
(

− Tx
ΛSR

− Tµx
ΛRD

)]K
1

ΛSE
exp

(

− x
ΛSE

)

dx

+
(

2T γ̄ERβRE

µβSRλ

)K [

1− exp
(

− ηth
ΛSE

)]

(viii)
= 1

ΛSE

(
T

ΛSR
+ Tµ

ΛRD

)K
∫ ∞

ηth

xK exp
(

− x
ΛSE

)

dx

+
(

2T γ̄ERβRE

µβSRλ

)K [

1− exp
(

− ηth
ΛSE

)]

(ix)
=

((
TβSE

βSR
+ TµβSE

βRD

)K

Γ
(

K + 1, ηthΛSE

)

+
(

2T γ̄ERβRE

µβSR

)K [

1− exp
(

− ηth
ΛSE

)])

λ−K

∝ λ−K (48)

in which the fact1−exp
(

− Tx
ΛSR

− Tµx
ΛRD

)

=
(

T
ΛSR

+ Tµ
ΛRD

)

x

obtained from Lemma 4 is used in step (viii), and the expres-
sion of the upper incomplete Gamma function (given below
equation (41)) is used in step (ix). Expression (48) means that,
the same as the full ECSI case, the proposed ORS for the
partial ECSI case also achieves a full secrecy diversity. Thus,
availability of the channel gainfSE does not affect the secrecy
diversity order.

3) Secrecy Diversity Analysis of ORS for the Statistical
ECSI Case:According to (36), in high system SNR, the terms
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ρ1 andρ2 can be rewritten as

ρ1
γ→∞≃ ρ

1

=

∫ ∞

ηth

∫ ∞

0

K∏

k=1

Pr
(

min
(
g(ε)µfSk, fkD

)
<Tµx+Ty

)

× pfSE
(x)pfiE (y)dydx

(x)
=

∫ ∞

ηth

∫ ∞

0

{

1− exp
[

−
(
T (µx+y)
g(ε)µΛSR

+ T (µx+y)
ΛRD

)]}K

× 1
ΛSEΛRE

exp
(

− x
ΛSE

− y
ΛRE

)

dydx, (49)

ρ2
γ→∞≃ ρ

2

= Pr(fSE<ηth)

∫ ∞

0

K∏

k=1

Pr
(

min
(
g(ε)µfSk, fkD

)
<Ty

)

× pfiE (y)dy

(xi)
=
[

1− exp
(

− ηth
ΛSE

)] ∫ ∞

0

1
ΛRE

exp
(

− y
ΛRE

)

×
{

1− exp
[

−
(

Ty
g(ε)µΛSR

+ Ty
ΛRD

)]}K

dy (50)

in which step (x) and (xi) use the fact thatfSk, fkD, fSE , and
fiE are exponentially distributed. Then, lettingλ → ∞ and
using Lemma 4 in the termexp[·] inside the brackets{·}, we
have

ρ
1

λ→∞≃
(

T
g(ε)µΛSR

+
T

ΛRD

)K

ΛSEΛRE

∫ ∞

ηth

∫ ∞

0

(µx+ y)K

× exp
(

− x
ΛSE

− y
ΛRE

)

dydx

=

(

T
g(ε)µΛSR

+
T

ΛRD

)K

ΛSEΛRE

K∑

m=0

(
K

m

)

µm
∫ ∞

ηth

xm

× exp
(

− x
ΛSE

)

dx

∫ ∞

0

yK−m exp
(

− y
ΛRE

)

dy

= λ−K
K∑

m=0

(
K

m

)

µm
(

T
g(ε)µβSR

+ T
βRD

)K

βmSEβ
K−m
RE

× Γ(m+ 1, ηthΛSE
)Γ(K −m+ 1),

ρ
2

λ→∞≃
[

1− exp
(

− ηth
ΛSE

)]
(

T
g(ε)µΛSR

+
T

ΛRD

)K

ΛRE

×
∫ ∞

0

yK exp
(

− y
ΛRE

)

dy

=λ−K
[

1−exp
(

− ηth
ΛSE

)](
TβRE

g(ε)µβSR
+ TβRE

βRD

)K

Γ(K + 1)

whereΓ(n) ,
∫∞
0

exp(−t)tn−1dt is the Gamma function [32,

eq. (8.310.1)]. Obviously, we haveP S
sec,out = ρ

1
+ ρ

2

λ→∞∝
λ−K , which means that the proposed ORS for statistical
ECSI case also achieves a full secrecy diversity. This result
reveals that, by introducing an acceptable level of TOP, the
proposed ORS for the statistical ECSI case has the same
secrecy diversity as those of the full and partial ECSI cases.

V. PERFORMANCEEVALUATION

We use computer simulation to verify our theoretical results
and evaluate our proposed ORS schemes. In our simulation,
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Fig. 2. SOP of the proposed ORS schemes (λ = 35dB, PJ = 30dB,
RS = 3bps/Hz,ε = 0.1 [for the statistical ECSI case]).

we setPS = PR, and thus,µ = 1. Noise power isσ2 =
1, and thus, the system SNR is given asγ = PS = PR.
The threshold of the adaptive eavesdropper for eavesdropping
and jamming isηth = ΛSE , i.e., the adaptive eavesdropper
performs eavesdropping in the first phase if the channel gain
of link S − E is better than its average value, or performs
jamming otherwise. We consider that the average main channel
gain and average eavesdropping channel gain areΛM = 1 and
ΛE = 1/λ, respectively. We setβSR = βRD = βSE = βRE =
1. Thus, linksS−Rk, Rk−D, S−E andRk−E have average
channel gains given asΛSR = 1,ΛRD = 1, ΛSE = 1

λ , and
ΛRE = 1

λ , respectively.

For the three proposed ORS schemes, Fig. 2 shows the
derived SOP and simulated SOP when the number of relays
K is 2, 3, or 4. It can be seen that the simulation results match
our theoretical analysis, which verifies our closed-form SOP
expressions for full and statistical ECSI cases, as well as the
tightness of our SOP approximation for the partial ECSI case.
For eachK value, the SOP in full ECSI case is the lowest,
while the SOP in the statistical ECSI case is the highest. When
the number of relays increases from 2 to 4, the SOP of the
proposed schemes become much lower because all proposed
schemes achieve a full secrecy diversity. As the system SNR
γ increases beyond 50dB, the SOP of each scheme converges,
which is actually the SOP floor discussed in Section IV-B.

Next we evaluate the secrecy diversity. Fig. 3 shows the SOP
of the proposed ORS schemes versus MER. To demonstrate
the secrecy diversity, the SOP floors obtained by lettingγ = ∞
and the benchmark curve1.9× 105 × λ−2 are also plotted in
this figure. As MER increases, the SOP of each ORS scheme
decreases due to the secrecy diversity. It is seen that, whenγ =
40dB, the SOP of each ORS scheme is very close to its SOP
floor. Further, comparing the SOP floors and the benchmark
curve, it is observed that the magnitude of the slope of SOP
floors are 2 in high MER regime (λ = 30 ∼ 35dB), which
is equal to the number of relays. This is consistent with our
analysis in Section IV-B that a full secrecy diversity ordercan
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Fig. 3. SOP of the proposed ORS schemes with system SNRγ = 25dB
and γ = 40dB, whereK = 2, PJ = 30dB, RS = 3bps/Hz, andε = 0.1
(for the statistical ECSI case). To verify the secrecy diversity, the SOP floor
of each ORS scheme and the benchmark curve1.9 × 105 × λ−2 are also
plotted in this figure.

0 0.2 0.4 0.6 0.8 1
Transmission outage probability constraint ǫ

10-8

10-6

10-4

10-2

100

S
ec

re
cy

 o
ut

ag
e 

pr
ob

ab
ili

ty

K=25,15,5

Fig. 4. The SOP-TOP tradeoff of the proposed ORS scheme for the statistical
ECSI case withK = 5, 15, 25, whereγ = 30dB, λ = 25dB, PJ = 35dB,
andRS = 2bps/Hz.

be achieved by the proposed ORS schemes.6

Based on (33), Fig. 4 shows the SOP versus TOP constraint
ε in the proposed ORS scheme for the statistical ECSI case
with K = 5, K = 15 andK = 25. It can be seen that when
ε ≤ 1 − exp

(

− ηth
ΛSE

)

≈ 0.6321, the SOP curves decrease
whenε increases, because a higherε means relaxation of the
TOP constraint. Whenε > 0.6321, the SOP keeps unchanged
when ε increases, which is the SOP saturation discussed in
Section IV-A3.

It is desired to compare the performance of our proposed
ORS schemes with other schemes in the literature. Since
there is no existing scheme in the literature that considers
an adaptive eavesdropper, here we compare with five relay

6Note that whenγ = 25dB, the magnitude of the slope of the SOP curves
are less than 2 in high MER regime. This is because the secrecydiversity is
defined based on the SOP floor that is achieved whenγ → ∞.

selection schemes in the literature: the first two schemes are for
scenarios with instantaneous ECSI, and the other schemes are
for a scenario without any ECSI, as follows. Scheme-1: the P-
DFbORS scheme proposed in [12], where the relay is selected
as k∗ = arg max

k=1,...,K

1+min(γSk,γkD)
1+γkE

. Scheme-2: the relay

selection scheme proposed in [11], where the relay is selected
as k∗ = arg max

k=1,...,K

γkD

γkE
. Scheme-3: the conventional relay

selection proposed in [34], where the relay is selected ask∗ =
arg max

k=1,...,K
min(wγSk, (1−w)γkD), in whichw ∈ (0, 1) and

1−w are the weight factors for the source-relay hop and relay-
destination hop, respectively. In our simulation, we consider
w = 0.5. Scheme-4: the SS-RD scheme proposed in [35],
where the relay is selected ask∗ = argmaxk=1,...,K γkD.
Scheme-5: the SS-SR scheme also proposed in [35], where the
relay is selected ask∗ = argmaxk=1,...,K γSk. Moreover, we
also provide the simulated SOP of round-robin relay selection
as a benchmark for comparison.

Fig. 5 shows the SOP of proposed ORS schemes as well as
Scheme-1∼Scheme-5 and round-robin scheme in full ECSI,
partial ECSI and statistical ECSI cases. Since Scheme-1 and
Scheme-2 require information of channel gainsfkE , k =
1, . . . ,K, which is not available in the statistical ECSI case,
Scheme-1 and Scheme-2 are simulated only in the full and
partial ECSI cases. It is shown that, for each ECSI availability
case, the proposed ORS scheme outperforms other schemes.
In full and partial ECSI cases, as the MER increases, the SOP
of the proposed schemes decrease faster than those of other
schemes, which means that the proposed schemes achieve a
higher secrecy diversity order than other schemes under attacks
from an adaptive eavesdropper. In statistical ECSI case, the
proposed scheme and Scheme-3 have higher secrecy diversity
order than other schemes.

VI. CONCLUSION

In this paper, we have studied the relay selection in a secure
cooperative network with an adaptive eavesdropper. For full,
partial, and statistical ECSI cases, we have proposed ORS
schemes that minimize the SOP of legitimate communica-
tions. To evaluate the secrecy performance of the proposed
schemes, we have derived closed-form SOP expressions for
our proposed ORS schemes in full and statistical ECSI cases,
and approximate SOP expression under high MER for our
proposed ORS scheme in the partial ECSI case. We have
also analyzed the secrecy diversity order of the proposed
ORS schemes, and shown that the schemes all achieve a
full secrecy diversity order. Simulation results have validated
our theoretical analysis of the proposed ORS schemes, and
shown the advantages of our proposed ORS schemes over
existing relay selection schemes that consider only passive
eavesdroppers or do not consider any eavesdropper.

APPENDIX A
PROOF OFTHEOREM 1

A secrecy outage happens when the secrecy capacity of the
legitimate system given in (5) is less than the target secrecy
rateRS. If relay Rk is selected to help, conditioned on the
channel gainsfSk, fkD andfkE (which are known in partial
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(a) Full ECSI case
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(b) Partial ECSI case
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Fig. 5. SOP in different ECSI availability cases withγ = 40dB,PJ = 40dB,
K = 6 andRS = 3bps/Hz. For the statistical ECSI case, the TOP constraint
is ε = 0.2.

ECSI case), the conditional SOP is given as

Psec,out

(

k
∣
∣
∣fSk, fkD, fkE

)

= Pr
(
CP

sec(k) < RS

∣
∣ fSk, fkD, fkE

)

= Pr

(
1+min(

γSk

1+γEk
,γkD)

1+γSE+γkE
< T, fSE ≥ ηth

∣
∣
∣
∣
fSk, fkD, fkE

)

+ Pr

(
1+min(

γSk

1+γEk
,γkD)

1+γkE
<T, fSE<ηth

∣
∣
∣
∣
fSk, fkD, fkE

)

= Pr
(

φk <
TPSfSE

σ2 , fSE ≥ ηth

∣
∣
∣ fSk, fkD, fkE

)

︸ ︷︷ ︸

ξk,1

+ Pr
(

φk < 0, fSE < ηth

∣
∣
∣fSk, fkD, fkE

)

︸ ︷︷ ︸

ξk,2

(51)

in which the last two equalities come from (5) and definition
of φk in (7), respectively. HerePr(·) means probability of an
event. Sinceφk given in (7) is only related to the channel gains
fSk, fkD, and fkE (noting thatfEk = fkE due to channel
reciprocity) that are known in partial ECSI case,φk is also
known for eachk. Thus, termξk,1 can be expressed as

ξk,1=Pr
(

fSE ≥ max
(

ηth,
φkσ

2

TPS

))

=

∫ ∞

max

(

ηth,
φkσ

2

TPS

) pfSE
(x)dx

=







exp
(

− ηth
ΛSE

)

, if φk <
ηthPST
σ2 ,

exp
(

− φk

T γ̄SE

)

, if φk ≥ ηthPST
σ2

(52)

in which pfSE
(·) is the probability density function offSE

(recalling that fSE is an exponentially distributed random
variable with meanΛSE). Similarly, the termξk,2 is obtained
as

ξk,2 =

{

1− exp
(

− ηth
ΛSE

)

, if φk < 0,

0, if φk ≥ 0.
(53)

Substituting (52) and (53) into (51), the conditional SOP is
derived as

Psec,out

(
k
∣
∣fSk, fkD, fkE

)

=







1, if φk < 0,

exp
(

− ηth
ΛSE

)

, if 0 ≤ φk <
ηthPST
σ2 ,

exp
(

− φk

T γ̄SE

)

, if φk ≥ ηthPST
σ2 .

(54)

From (54), the conditional SOP is a non-increasing function
of φk. Thus, for ORS that minimizes the SOP, it is optimal to
select relayk∗ = arg max

k=1,...,K
φk. This completes the proof.
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APPENDIX B
DERIVATION OF (8)

From (1), the conditional TOP on linkS −Rk −D can be
written as

Ptran,out

(
k
∣
∣fSk, fkD

)

= Pr
(
C1(k) < RC, fSE ≥ ηth

∣
∣fSk, fkD

)

︸ ︷︷ ︸

ζk,1

+ Pr
(
C2(k) < RC, fSE < ηth

∣
∣fSk, fkD

)

︸ ︷︷ ︸

ζk,2

. (55)

Recall thatfSE is an exponentially distributed random variable
with meanΛSE. The termζk,1 can be further computed as

ζk,1=Pr
(
min(γSk, γkD) < γth, fSE ≥ ηth

∣
∣fSk, fkD

)

=

{

exp
(

− ηth
ΛSE

)

, if min (γSk, γkD) < γth,

0, if min (γSk, γkD) ≥ γth.
(56)

Using the Total Probability Theorem, the termζk,2 can be
expressed as in (57) on top of next page, in which the last
equality uses the fact thatfSE and γEk are exponentially
distributed with meanΛSE and γ̄ER, respectively.

Replacing (56) and (57) in (55), the conditional TOP can
be given as in (8).

APPENDIX C
PROOF OFTHEOREM 2

In statistical ECSI case, if relayRk is selected to help,
the codeword transmission rate of the legitimate system is set
up atRC = RC(k), which guarantees that the TOP of link
S − Rk − D is bounded byε. Therefore, the optimal relay
selection should select the relay that leads to minimal SOP
conditioned on the channel gainsfSk and fkD, i.e., k∗ =
arg min

k=1,...,K
Psec,out(k

∣
∣fSk, fkD).

If relay Rk is selected to help, the conditional SOP of link
S −Rk −D can be expressed as

Psec,out(k
∣
∣fSk, fkD) = Pr(CS

sec(k) < RS

∣
∣fSk, fkD)

= Pr
(

1+θk
1+γSE+γkE

< T, fSE ≥ ηth

∣
∣
∣ fSk, fkD

)

+ Pr
(

1+θk
1+γkE

< T, fSE < ηth

∣
∣
∣ fSk, fkD

)

= Pr
(
γSE + γkE>

1
T (θk − T + 1) , fSE≥ηth

∣
∣ fSk, fkD

)

︸ ︷︷ ︸

ψk,1

+ Pr
(
γkE > 1

T (θk − T + 1) , fSE < ηth
∣
∣ fSk, fkD

)

︸ ︷︷ ︸

ψk,2

(58)

in which the second equality comes from (13).
Recall thatγSE = PSfSE/σ

2, γkE = PRfkE/σ
2, andfSE

and fkE are exponentially distributed with meanΛSE and
ΛRE , respectively. For the termψk,1, we have

ψk,1=

∫ ∞

ηth

Pr
(

fkE > σ2

TPR
(θk − T + 1)− PSx

PR

∣
∣
∣ fSk, fkD

)

× pfSE
(x)dx

=







∫ ∞

ηth

pfSE
(x)dx = exp

(

− ηth
ΛSE

)

,

if 0 < θk ≤ TPSηth
σ2 + T − 1,

A(θk), if θk >
TPSηth
σ2 + T − 1

(59)

whereA(θk) can be expressed as in (60) on top of next page.
The termψk,2 can be obtained as

ψk,2=







1− exp
(

− ηth
ΛSE

)

, if 0 < θk ≤ T − 1,
(

1− exp
(

− ηth
ΛSE

))

exp
(

− θk−T+1
T γ̄RE

)

, if θk > T − 1.

(61)
Substituting (59) and (61) into (58), the conditional SOP is

obtained as

Psec,out(k
∣
∣fSk, fkD)

=







1, if 0 < θk ≤ T − 1,

exp(− ηth
ΛSE

) +
(

1− exp
(

− ηth
ΛSE

))

exp
(

− θk−T+1
T γ̄RE

)

,

if T − 1 < θk ≤ TPSηth
σ2 + T − 1,

A(θk) +
(

1− exp
(

− ηth
ΛSE

))

× exp
(

− θk−T+1
T γ̄RE

)

, if θk >
TPSηth
σ2 + T − 1.

(62)

ConsideringPsec,out(k
∣
∣fSk, fkD) in (62) as a function

of θk, it can be easily seen from (62) that the function
is continuous atθk = T − 1. Further, based on the
first equality in (60), we havelim

θk→
TPsηth

σ2 +T−1
A(θk) =

∫∞
ηth

pfSE
(x)dx = exp

(

− ηth
ΛSE

)

, based on which we

can see thatPsec,out(k
∣
∣fSk, fkD) in (62) is continuous at

θk = TPSηth
σ2 + T − 1. Thus, it can be concluded that

Psec,out(k
∣
∣fSk, fkD) is a continuous function ofθk.

From (62), we have the following observations for SOP
Psec,out(k

∣
∣fSk, fkD) whenθk increases starting from 0:

• When 0 < θk ≤ T − 1, the SOPPsec,out(k
∣
∣fSk, fkD)

keeps unchanged.
• When T − 1 < θk ≤ TPSηth

σ2 + T − 1, the SOP
Psec,out(k

∣
∣fSk, fkD) monotonically decreases withθk.

• When θk > TPSηth
σ2 + T − 1, the expression of

Psec,out(k
∣
∣fSk, fkD) has a termA(θk) as shown in (62).

From the second equality in (60), the first order derivative
of A(θk) is obtained as

dA(θk)
dθk

=− 1
T γ̄REΛSE

exp
(

− θk−T+1
T γ̄RE

)

×
∫ σ2

TPS
(θk−T+1)

ηth

exp (−xν) dx

<0 (63)

which meansA(θk) monotonically decreases withθk,
and accordingly,Psec,out(k

∣
∣fSk, fkD) also monotonically

decreases withθk for θk >
TPSηth
σ2 + T − 1.

Overall, Psec,out(k
∣
∣fSk, fkD) is a continuous and non-

increasing function ofθk. Thus, to minimize the SOP, the
relayRk∗ should be selected ask∗ = arg max

k=1,...,K
θk, which

is exactly the relay selected by the proposed ORS scheme in
(14).
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